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1. Welcome & Opening Remarks John Green, VITA
1. VzB 2011 Data Breach Investigations Report Alex Hutton, Verizon
I1l. CSRM Panel Discussion John Green,

Bob Baskette, and
Michael Watson, VITA

V. Upcoming Events & Other Business John Green, VITA

V. Partnership Update Bob Baskette, VITA
Michael Clark, NG



M2l aled in

Secury ?rl.f-" -f'-'J'Ir e S

i 2011
wicrser e A Da'ﬁﬁ Bﬁ"% agh
——m Investigations

A TAMITN DADENT SECLUETTY |
O WAL PSR T B OO

A study conducted by the Verizon RISK Team with cooperation from
the U.5. Secret Service and the Dutch High Tech Crime Unit.
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CSRM Panel Discussion

John Green, Chief Information Security Officer
Bob Baskette, Sr Mgr Security Operations & Architecture
Wiehael Watson, Sr Mgr IT Risk Management
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Upcoming Events
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An MS-ISAC sponsored program offering
SANS On-Demand classes
via the SANS “group flex pass” method.

e Group flex pass allows users to purchase vouchers for select classes.

e Classes are deeply discounted, such as a $3600 long class can be
purchased for as low as $900.

e Registration is via letter of intent by 6/15 to Julie Evans followed by
payment by 6/30 to SANS.

e C(Classes must be activated within 1 year and completed within 4 months of
activation.

For more info: Julie.evans@msisac.org or bill.freda@vita.virginia.gov
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ISSA

DATE: Wednesday, June 08, 2011

LOCATION: Maggiano’s Little ltaly
11800 West Broad Street, #2204, Richmond, VA 23233
TIME: 11:30 - 1:00pm. Presentation starts at 11:45.
Lunch served at 12.
COST: ISSA Members: $20 & Non-Members: $25

SPEAKER: Panel Discussion: Bob Wood, Dave Houlette, & Phil Napier

TOPIC: Code Red: Medical Device Security
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Wednesday, June 8th

8:30 am — 9:00 am: Networking
9:00 am: Meeting start
Location: CESC
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National Webcast Initiative

Wednesday, June 22
2:00 pm — 3:00 pm EDT

Topic: Federal Cyber Security Initiatives for
State and Local Governments

Visit MS-ISAC web for more information:
http:/7/www.msisac.org/webcast/
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From 1:00 — 4:00 pm at CESC

Wednesday - July 6, 2011

Wednesday - August 3, 2011

ISOAG will be held the 1st Wednesday of each month in 2011
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Tuesday - July 12, 2011 1:00 — 3:30p
(CESC)

Tuesday - September 13, 2011 9:00 — 11:30a
(CESC)

IS Orientation is now available via webinar!



ISOAG-Partnership Update

IT Infrastructure Partnership Team
Bob Baskette

June 1, 2011
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Section Agenda

* Windows Patching Effort
e Partnership Q & A



Windows Patching Effort

IT Infrastructure Partnership Team
Mike Clark

June 1, 2011
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Status

* Progress related to installation of MS patches.

— Servers: between 12 and 23 May 2011

» Successfully installed approximately 2430 patches during this timeframe.

« Compliance for timeframe at approximately 71%.

« Severity 1 or 2 impact(s): None reported.

« Compliance for all applicable patches stands at approximately 97.5%.
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Status

— Workstations: between 12 and 26 May 2011

» Successfully installed approximately 31,635 patches during this timeframe.

« Compliance for timeframe at approximately 92%.

» Severity 1 or 2 impacts(s): None reported.

« Compliance for all applicable patches stands at 98.7%



Questions?



Partnership Q & A

Bob Baskette

June 1, 2011
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THANK YOU FOR ATTENDING
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