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A. What measures has the state taken to deal with the economic downturn? Select all that apply:
	Answer
	Response

	Reductions in force (staffing) and operating hours
	1

	Cuts in public service delivery
	1

	Pursuance of funding streams (fees, grants, federal stimulus funding) to lessen dependence on general fund
	1

	Agency consolidation, mergers and elimination
	1

	IT consolidation (data centers, servers, applications and staff)
	0

	Shared services (cross-agency and/or cross-jurisdictional joint service delivery)
	1

	Increased reliance on third parties (private, commercial and not-for-profit)
	1

	Other:
	1



	Other:

	Council on Virginia’s Future focus on strategic plans



B. How ready is the state to deal with the following IT challenges?
	Question
	B. Not a priority
	B. Ready in Five Years
	B. Ready in Two Years
	B. Ready Now/ Measures in Place

	B1. Keeping up with use of mobile devices for government business
	0
	0
	0
	1

	B2. Integrating mobile computing with smart phones and tablets
	0
	0
	0
	1

	B3. Policies on BYOD (Bring Your Own Device)
	0
	0
	0
	1

	B4. Social media technology and management; effects of the "collaboration Cloud"
	0
	0
	0
	1

	B5. Telework and issues such as code changes
	0
	0
	0
	1

	B6. Explosion of data; open data
	0
	0
	0
	1

	B7. Data safety as well as usability
	0
	0
	0
	1

	B8. Cloud vendor management
	0
	0
	0
	1

	B9. Consolidating services across agencies
	0
	0
	0
	1

	B10. Other:
	0
	0
	0
	0



	B10. Other:

	



C1. Cloud Applications: Please indicate which of the following applications are being serviced from the cloud. Please select all that apply.
	Question
	In Use Currently
	Plans to Implement in Next 12-18 Months

	Enterprise Resource Planning (ERP)
	0
	1

	Customer Relationship Management (CRM)
	1
	0

	Email
	1
	0

	Content and Document Management
	1
	0

	Business Intelligence
	1
	0

	Health Applications
	0
	1

	Geographic Information Systems (GIS)
	1
	0



C2. Virtualized Environment: Please indicate which of the following 'cloud environments' are being used. Please select all that apply.
	Question
	In Use Currently
	Plans to Implement in Next 12-18 Months

	Data Center / Server capacity
	1
	0

	Software as a Service (SAAS)
	1
	0

	Platform as a Service (PAAS)
	1
	0

	Infrastructure as a Service (IAAS)
	1
	0

	Desktop Virtualization
	1
	0

	Storage
	1
	0



C3. The Cloud - Clarifying or additional information:
	Text Response

	Virginia was developing a “cloud” environment for its IT infrastructure before the term was even in common usage. Now, most of the IT services the Commonwealth offers its agencies are part of a private shared-services cloud created in 2005 by VITA in partnership with Northrop Grumman.  The Virginia cloud is hosted at the Commonwealth’s primary data center in Chester, VA – the Chester Enterprise Solutions Center or CESC - and a backup data center in Lebanon, VA – the Southwest Enterprise Solutions Center or SWESC. Virginia’s government cloud provides a uniform, standard and secure infrastructure available across the enterprise of state government. Every employee of the agencies served by VITA shares the same computing environment, email system, messaging, data storage, security, and helpdesk assistance, and pays the same cost for services. These services would be much more expensive if developed individually.        The Commonwealth also has contracts with multiple vendors to provide public cloud offerings like hosted mail archiving and eGov web services. Hosted mail archiving fully integrates with the Commonwealth email system, and provides a means of automatically capturing and retaining employee communications, so that requests for information can be fulfilled quickly.



D. Please list in priority order the following technologies and initiatives which are likely to have an increased focus in the next biennium (two years). Click and drag to the top to show priority order.
	#
	Answer
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	Responses

	1
	Shared Services
	0
	0
	0
	1
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1

	2
	Hire and Retain Competent IT Personnel
	0
	0
	0
	0
	0
	1
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1

	3
	Digital Literacy/ Augmentation of Staff Skills
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1
	0
	0
	0
	1

	4
	Data Center Consolidation
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1
	0
	1

	5
	Virtualization: Server, Desktop/Client, Storage, Applications
	0
	0
	0
	0
	0
	0
	0
	1
	0
	0
	0
	0
	0
	0
	0
	0
	1

	6
	Mobile Applications
	0
	0
	0
	0
	0
	0
	1
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1

	7
	Cyber Security
	0
	0
	1
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1

	8
	Disaster Recovery/Continuity of Operations
	0
	0
	0
	0
	0
	0
	0
	0
	1
	0
	0
	0
	0
	0
	0
	0
	1

	9
	Social Media
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1
	0
	0
	1

	10
	Budget and Cost Control
	0
	0
	0
	0
	1
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1

	11
	Governance
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1
	0
	0
	0
	0
	0
	0
	1

	12
	Health Care
	0
	1
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1

	13
	Cloud Computing
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1
	0
	0
	0
	0
	1

	14
	Broadband and Connectivity
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1
	0
	0
	0
	0
	0
	1

	15
	Portal/E-government
	1
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1

	16
	Other:
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1
	1



	Other:



D1. Please include additional clarifying information for the top priorities listed above:
	Text Response

	Over the past biennium, Virginia has achieved critical mass of executive branch agencies that have transformed to VITA’s enterprise IT infrastructure. This allows new focus on opportunities which leverage the shared environment. New eGov approach and contracts and a renewed emphasis on conducting government business online demands new focus on this category.    *Note for E: Virginia's consolidated platform already has allowed implementation of shared services in each of these categories, so none are checked as discussed with Janet Grenslitt.



E. What are the state's candidates for shared services in the next two years? Please select all that apply:
	Answer
	Response

	Software Licenses
	0

	Networks/Telecomm
	0

	Storage
	0

	Disaster Recovery / Back Up
	0

	Data Centers
	0

	Servers
	0

	Security
	0

	IT Development and Operations Staff
	0

	Help Desk
	0

	Email
	0

	Automation Tools
	0

	GIS
	0

	Data Management
	0



F.  Due to the constant changing technology, most CIOs report that one of their greatest challenges is retraining a workforce and/or replacing an older, retiring workforce. Please identify the future training needs that you face and rank them in terms of priority (click and drag to the top to show priority order):
	Answer
	1
	2
	3
	4
	5
	6

	Operating System Knowledge/Certifications - specify:
	0
	0
	0
	1
	0
	0

	Networking Knowledge/Certifications - specify:
	0
	0
	0
	0
	1
	0

	Cyber Security Knowledge/Certifications - specify:
	1
	0
	0
	0
	0
	0

	Application Systems Knowledge - specify:
	0
	0
	1
	0
	0
	0

	Project Management Knowledge/Certifications - specify:
	0
	1
	0
	0
	0
	0

	Other: (specify)
	0
	0
	0
	0
	0
	1



	Operating System Knowledge/Certifications - specify:
	Networking Knowledge/Certifications - specify:
	Cyber Security Knowledge/Certifications - specify:
	Application Systems Knowledge - specify:
	Project Management Knowledge/Certifications - specify:
	Other: (specify)

	NG
	NG
	awareness training all employees
	NG
	PMP/PMI; Six Sigma
	



F1. Workforce training: additional clarifying information:
	Text Response

	Government is the top target for cyber villains and individual users are the front line in defense against cyber attacks. With full awareness of these realities, Virginia requires every state employee to take cyber security awareness training annually. VITA has established two effective options for Virginia government employees to develop greater sensitivity to potential attack methods and refresh skills annually. Security awareness tools from Awareity and/or SANS are available for use by any Virginia public entity. http://bit.ly/MexukT     Virginia has an enterprise online training system from Meridian Knowledge Center managed by the Department of Human Resource Management (DHRM), which offers a wide variety of training for state employees. VITA utilizes this resource and also manages an additional agency-specific training option, the Skillport Knowledge Center.    In its constant pursuit of “no failed IT projects” Virginia places a premium on best-in-class project management, and actively is pursuing project management (PMP) certification from the Project Management Institute (PMI) for both Northrop Grumman and VITA employees. PMI materials were added to VITA’s Skillport in 2011. Current PM training activities include joint NG/VITA study groups, official mentoring by established PMPs, access to training materials and other aids to achieving certification. Six Sigma Green Belt certification preparation classes have been scheduled. Currently, 22 VITA employees hold the PMP designation through PMI; 21 employees have Commonwealth Project Manager Certification, one is a Six Sigma Black Belt and three are Six Sigma Green Belt designees.    VITA has placed the highest value on customer service, and requires each of its employees to complete annual training via a variety of online training options in its knowledge center. VITA employees also are required to complete annual records retention training. For the enterprise network, Northrop Grumman manages its own employee training programs for application, network and operating systems.



1A. The Big Picture: What are the major policies that the governor has established and how is ICT being asked to respond?  Specifically, list the policies of the administration (with a reference to a document or where this is publicly stated) and describe what the ICT leadership is doing to meet the demands of government programs as they change.      (Responses will be limited to 6,200 characters, approximately 1,000 words - character count will appear while inputting text below)
	Text Response

	Virginia continues to judge the state of the state by performance toward long-term goals of the Council on Virginia’s Future (COVF) in Virginia Performs (http://vaperforms.virginia.gov).  To ensure his administration’s initiatives align, Governor Bob McDonnell’s cabinet and COVF created Commonwealth Enterprise Strategic Priorities (ESPs) (http://bit.ly/MQmhgn), linking all cabinet-level strategic initiatives to long-term goals.  Each state agency has linked service objectives to those in its 2012-14 agency strategic plan.    The Secretary of Technology’s IT Advisory Council used ESPs to direct statewide IT initiatives in support of those business priorities.  The resulting Technology Business Plan (TBP) (http://bit.ly/T2cDGj) defines 5 broad ITC initiatives which guide the IT enterprise and is the business-based platform for the 2012 update of the statewide strategic IT plan. Agency IT initiatives align with the TBP and thus also with Cabinet, Governor and Commonwealth priorities.    Each agency creates, implements and monitors its own strategic plan; plans often cross agency/secretariat boundaries and potentially align with and support enterprise goals.  The TBP is believed to be the first of its kind. Other performance accomplishments:  • Adoption of “complexity-based” model for IT project management, oversight  • Continued emphasis on transparent performance management, measurable reporting http://1.usa.gov/Or7xD3   • Re-vamped agency work request process  • Completion of VITA’s operational improvements initiative     Citizens, business and government expect efficient IT services. This goal has driven Virginia’s IT transformation across three governors in a bi-partisan fashion.     In Aug. 2010, less than a year after Gov. McDonnell’s inauguration and CIO Sam Nixon’s appointment (and shortly after Virginia’s 2010 Digital States Survey response) the commonwealth’s Chester data center experienced a major outage that affected 26 state agencies. The incident drew widespread and often negative media attention. The entire IT program was called into question.     Significant executive attention was devoted to ensuring that problems were identified, corrected and avoided in the future. An audit of the outage and Northrop Grumman Corp. (NGC)’s response was conducted by an outside party (Agilysys) and involved the Chief of Staff, Secretary of Technology, CIO, Virginia Information Technologies Agency (VITA) and the Joint Legislative Audit and Review Commission. Full report:  http://bit.ly/QwD8Gs   • Completed corrective actions for both state data centers   • Negotiated post-outage settlement with NGC  • Renegotiated and implemented changes to the Comprehensive Infrastructure   Agreement (CIA)  • Improved oversight of all major IT outsourcing programs (NGC, Verizon, Computer Aid Inc., Virginia Interactive, eGov vendors)  Companion CIO objective: complete IT transformation of executive branch agencies, expeditiously:  • Transformed 86 of 89 executive branch agencies to the enterprise infrastructure (over half this biennium)    Economic realities have impacted operational goals. Greater efficiency and cost savings are imperative. VITA, all agencies were required to reduce operating costs.     Reduced operational overhead, from 8.48% in FY11 to 8.32% in FY 12   Achieved 15% in agency cost savings    Reformed VITA IT service rates to fully recover costs   Achieved financial stability in >1 year   Paid $12M toward outstanding treasury loan    ARRA funding: Over $423 million through March 2012, ~50,000 jobs.  http://www.arra.virginia.gov, http://1.usa.gov/T2cGBX  IT-related outcome: Virginia’s Longitudinal Data System is supported by ARRA funds (XX).    VITA opportunities for all agencies to create efficiencies:   • CITA program (see 2A2) - helps agencies leverage economies of scale via transformed infrastructure   • Telecommunications cost savings initiative   • In-sourced procurements of IT consumables  • Managed Services Program reduces cost of IT contractors   • Increased quality of IT services across all service areas as rated by customers  • Agency IT Assessment program  • Strong enterprise cyber security program    While VITA has relatively strong central governance authority, IT funding, implementation occur in a federated environment. VITA channels for information sharing, shared services, multi-agency initiatives:  • Bi-monthly CIO Council, agency CIO meetings for information exchange, feedback, priorities  • Monthly multi-jurisdictional meeting, Chief Information Security Officer and information security officers   • Multi-agency IT Investment Management Council - focus group for ongoing refinements to IT policies, standards and guidelines  • Quarterly IT Advisory Council meetings - larger strategic, business-oriented issues  • Standing liaison, Virginia Association of Local Government Information Technology Executives     Virginia now is releasing an enterprise workplace productivity toolkit (see 5C). Other collaborations:  • Partnered with Secretary of Health and Human Resources, subordinate agencies to create the first collaborative strategic IT plan for the secretariat (see 5B)  • Implemented VITA Service Offering Program (service ownership model)  • Establishing a cohesive MITA program; implements Enterprise Data Management and Service Oriented Architecture tools to benefit all (see 2C2)    Rapid changes in technology, mobility and broadband alter the way Virginians live and work.  Responsive IT innovations:  • Migration of enterprise email system to next-gen technology  • Award of multi-vendor contracts for eGov services, Virginia.gov  • New service to support BYOD   • New email archiving, network redundancy, data restoration services  • Refresh of 13,000 desktop computers    Virginia has significant experience with and long adherence to best practice performance management.  IT activities and accomplishments detailed, whether led by VITA or other lines of government business, map directly to agency and Commonwealth priorities.



1B1. Computing Initiatives/Services Status
	Question
	A) Not in place
	B) Reflected in ICT policy framework
	C) At least one instance in place
	D) Implemented in Multiple Agencies
	E) Implemented at Enterprise Level

	1B1a. Consolidated IT Operations/Shared Services (if applicable, describe below):
	0
	0
	0
	0
	1

	1B1b. Server Virtualization-- indicate  % physical server reduction:
	0
	0
	0
	0
	1

	1B1c. Client Virtualization/Thin Clients
	0
	0
	0
	1
	0

	1B1d. Storage Virtualization
	1
	0
	0
	0
	0

	1B1e. Bring Your Own Device (BYOD) Support
	0
	0
	0
	0
	1

	1B1f. Cloud Computing, Private or Hybrid
	0
	0
	0
	0
	1

	1B1g.  Cloud Computing, Public Cloud
	0
	0
	0
	0
	1

	1B1h. Outsourcing (If applicable, describe in Detail below):
	0
	0
	0
	0
	1

	1B1i. IT Infrastructure Library (ITIL)—Specify Modules Implemented:
	0
	0
	0
	0
	1

	1B1j. Other (specify):
	0
	0
	0
	0
	0

	1B1k. Other (specify):
	0
	0
	0
	0
	0

	1B1l. Other: (specify):
	0
	0
	0
	0
	0



	1B1b. Server Virtualization-- indicate  % physical server reduction:
	1B1i. IT Infrastructure Library (ITIL)—Specify Modules Implemented:
	1B1j. Other (specify):
	1B1k. Other (specify):
	1B1l. Other: (specify):

	4
	8 of 10 ITIL processes plus the Service Desk function
	
	
	



1B1. Year Completed
	Default - 1B1a. Consolidated IT Operations/Shared Services (if applicable, describe below):

		F) What year (if) substantially completed

	2011




	Default - 1B1b. Server Virtualization-- indicate  % physical server reduction:

		F) What year (if) substantially completed

	2010




	Default - 1B1c. Client Virtualization/Thin Clients

		F) What year (if) substantially completed

	2006




	Default - 1B1d. Storage Virtualization

		F) What year (if) substantially completed

	




	Default - 1B1e. Bring Your Own Device (BYOD) Support

		F) What year (if) substantially completed

	2012




	Default - 1B1f. Cloud Computing, Private or Hybrid

		F) What year (if) substantially completed

	2011




	Default - 1B1g.  Cloud Computing, Public Cloud

		F) What year (if) substantially completed

	2011




	Default - 1B1h. Outsourcing (If applicable, describe in Detail below):

		F) What year (if) substantially completed

	2006




	Default - 1B1i. IT Infrastructure Library (ITIL)—Specify Modules Implemented:

		F) What year (if) substantially completed

	2010




	Default - 1B1j. Other (specify):

		F) What year (if) substantially completed

	




	Default - 1B1k. Other (specify):

		F) What year (if) substantially completed

	




	Default - 1B1l. Other: (specify):

		F) What year (if) substantially completed

	






	1B1b. Server Virtualization-- indicate  % physical server reduction:
	1B1i. IT Infrastructure Library (ITIL)—Specify Modules Implemented:
	1B1j. Other (specify):
	1B1k. Other (specify):
	1B1l. Other: (specify):

	4
	8 of 10 ITIL processes plus the Service Desk function
	
	
	



1B2. Computing: Describe actions taken and results achieved including but not limited to consolidation, virtualization, co-location, shared services and provisioning mix (on premises, cloud, hybrid) best suited to the needs and policy priorities of the state. Specify examples showing support for the above-identified initiatives and services.    (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	The Governor has directed completion of executive agencies’ transformation to the new IT infrastructure provided by NGC, under the direction of VITA. This enterprise infrastructure is a secure, agile, private shared services cloud monitored around the clock from a network operations center. As of July 2012, 86 of the 89 agencies – more than half in the past two years -- have been integrated successfully into the unified infrastructure, upon which new services are being built to enable the business of government in a more efficient and effective manner. The three remaining agencies, whose transformations are more complex, have also made significant progress. VITA has established service level agreements (SLAs) that NGC must meet, or face financial penalties. http://1.usa.gov/QO95ZA; http://1.usa.gov/MpuoM5; http://1.usa.gov/SXpidK    There are numerous benefits to the new infrastructure. One example: state agencies enjoy an enterprise email service, providing high-availability solutions and cross-agency connections, and improving employee communication and coordination through calendaring and tasking in the enterprise.. It eliminates the need for local servers and ensures dependability, encrypted access, maintenance-free back-up and disaster recovery.http://bit.ly/OrJS2R     A new version of VITA’s online IT service catalog is in beta development. It enhances functionality and streamlines the process of service delivery by allowing state agencies to submit and track work requests online. VITA strives to offer bundled services to reduce state agency costs while allowing service delivery to be flexible and efficient. Security services are bundled with all solutions. http://go.usa.gov/f5U     VITA has designed its service delivery model based on the ITIL V2 framework and has implemented 8 of the 10 ITIL-defined processes, plus the Service Desk function. All processes are regularly matured via continuous service improvement initiatives. Maturity is measured annually on a scale of 1 – 5 (reactive to optimizing). http://1.usa.gov/PR7LnB     To improve employee productivity, collaboration, efficiency and mobility, the Commonwealth is offering a new “Bring Your Own Device” service that permits state employees to access work email accounts, calendars, contacts and tasks from personal mobile devices. The technology utilized protects state data and systems using multiple layers of security. http://go.usa.gov/f5y; http://go.usa.gov/f5P     This year, VITA began offering to agencies hosted e-mail archiving, a cloud-based service that automatically captures all sent and received messages. It simplifies email retention and facilitates more efficient responses to requests for information from citizens and the media. http://bit.ly/Nyo1dF



1C1. Network Initiatives/ Services Status
	Question
	A) Not in place
	B) Reflected in ICT policy framework
	C) At least one instance in place
	D) Implemented in Multiple Agencies
	E) Implemented at Enterprise Level

	1C1a. Enterprise-wide network service (if multiple networks in place explain below)
	0
	0
	0
	0
	1

	1C1b. Unified Communications (brief def.- using an IP network to integrate various communications services. Also see the Glossary Appendix E)
	0
	0
	0
	1
	0

	1C1c.  Collaboration Tools (Audio/Web Conferencing, Instant Messaging, Internal Social Media Network, Data Sharing,) specify below
	0
	0
	0
	0
	1

	1C1d. Voice Over IP (VOIP)
	0
	0
	0
	1
	0

	1C1e. Video Services—specify below
	0
	0
	0
	1
	0

	1C1f. Wireless Broadband Services
	0
	0
	0
	0
	1

	1C1g. Other (specify):
	0
	0
	0
	0
	0

	1C1h. Other (specify):
	0
	0
	0
	0
	0

	1C1i. Other: (specify):
	0
	0
	0
	0
	0



	1C1g. Other (specify):
	1C1h. Other (specify):
	1C1i. Other: (specify):

	
	
	

	
	
	

	
	
	



1C1. Year Completed
	Default - 1C1a. Enterprise-wide network service (if multiple networks in place explain below)

		F) What year (if) substantially completed

	2011




	Default - 1C1b. Unified Communications (brief def.- using an IP network to integrate various communications services. Also see the Glossary Appendix E)

		F) What year (if) substantially completed

	2011




	Default - 1C1c.  Collaboration Tools (Audio/Web Conferencing, Instant Messaging, Internal Social Media Network, Data Sharing,) specify below

		F) What year (if) substantially completed

	2010




	Default - 1C1d. Voice Over IP (VOIP)

		F) What year (if) substantially completed

	2003




	Default - 1C1e. Video Services—specify below

		F) What year (if) substantially completed

	1999




	Default - 1C1f. Wireless Broadband Services

		F) What year (if) substantially completed

	1999




	Default - 1C1g. Other (specify):

		F) What year (if) substantially completed

	




	Default - 1C1h. Other (specify):

		F) What year (if) substantially completed

	




	Default - 1C1i. Other: (specify):

		F) What year (if) substantially completed

	






	1C1g. Other (specify):
	1C1h. Other (specify):
	1C1i. Other: (specify):



1C2. Network: Describe actions taken and results achieved including but not limited to broadband and wireless initiatives. Specify examples showing support for the above identified initiatives and services.  (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	Virginia has implemented an enterprise multiprotocol label switching (MPLS) network serving 86 executive agencies located throughout the state. The network utilizes a Cisco Intelligent Network core infrastructure hosted in redundant data centers with immediate failover capabilities to ensure services are consistently delivered.  A frame relay/asynchronous transfer mode (ATM) network continues to provide wide area network (WAN) connectivity and Internet access to Virginia’s legislative and judicial branches, while the state’s colleges and universities share a statewide network that provides internet access using MPLS, frame relay, ATM and Ethernet services.    The executive agency network leverages the Cisco Unified Communications Manager (CUCM) platform to establish Unified Communications as a Service (UCaaS) as the state’s preferred multi-service communications offering.  The inherent design of the MPLS network, CUCM and UCaaS provides an infrastructure that easily enables voice, data, video, and other digitized messages to traverse the environment and be efficiently delivered to the user’s selected device. The inherent IP design of the CUCM/UCaaS uses voice over internet protocol (VoIP) to communicate over the MPLS network and obtain nearly-free long distance calls. http://bit.ly/OqrUQn     Audio/Web conferencing is supported using various external providers’ services outside the enterprise network. To support video services, the Commonwealth is evolving existing “bridging” environments and switching IP-based systems, using bandwidth from shared public and/or private networks and the Internet to connect with other like and PSTN connected systems.    Contracts have been established with each of the top tier wireless mobile providers to make wireless broadband services available to mobile workers who require the ability to transfer large files or who need to participate in high bandwidth activities like video conferencing.  Contracts are in place to make fixed wireless broadband services available in nearly every region of the state, so that sites without access to a wireline provider can access the Internet. http://bit.ly/LS2xr5     Virginia established the Broadband Advisory Council to help determine the Commonwealth's goals for broadband and how best to achieve them.http://bit.ly/SXofu9; http://bit.ly/SXofu9     A comprehensive and interactive broadband map of Virginia was created in released in June 2011. The map is designed for use by, government leaders, providers, and citizens to identify availability of broadband services and un-served/underserved areas. The map plays a vital role in our efforts to ensure that all Virginians have access to affordable, reliable broadband services and that our schools, libraries, hospitals, and first responders have the connectivity needed to the serve the our citizens. http://1.usa.gov/N1Htus



1D1.. Applications Initiatives/ Services Status
	Question
	A) Not in place
	B) Reflected in ICT policy framework
	C) At least one instance in place
	D) Implemented in Multiple Agencies
	E) Implemented at Enterprise Level

	1D1a. ERP-Budgeting/Accounting
	0
	0
	1
	0
	0

	1D1b. ERP-Human Resources & Payroll
	0
	0
	1
	0
	0

	1D1c. ERP-Procurement/Admin/Asset Tracking etc.
	0
	0
	0
	0
	1

	1D1d. Business Intelligence/ Advanced Analytics (specify):
	0
	0
	0
	0
	1

	1D1e. Agile Development (See Glossary for definition)
	0
	0
	0
	1
	0

	1D1f.  Mobile Apps
	0
	0
	0
	1
	0

	1D1g.  Application Modernization (specify):
	0
	0
	0
	0
	1

	1D1h.  Multi-Agency Development (specify):
	0
	0
	0
	0
	1

	1D1i. Other (specify):
	0
	0
	0
	0
	1

	1D1j. Other (specify):
	0
	0
	0
	0
	1

	1D1k. Other: (specify):
	0
	0
	0
	0
	1



	1D1d. Business Intelligence/ Advanced Analytics (specify):
	1D1g.  Application Modernization (specify):
	1D1h.  Multi-Agency Development (specify):
	1D1i. Other (specify):
	1D1j. Other (specify):
	1D1k. Other: (specify):

	LogiXML
	VirginiaCORIS, Automated Child Care Subsidy System, Social Services Customer Portal Enterprise Delivery System Program, Law Enforcement Activity Management System
	Enterprise financial system; Performance budgeting; Enterprise time, attendance and leave (HR); Commonwealth Authentication Service; Workforce Productivity Service/Customer resource management (Dynamics;)Collaboration (SharePoint); VLDS (Virginia Longitudinal Data System); Workforce One Stop –Common Intake Form; Drug Testing e-Service
	email archiving
	Support for mobile computing/enterprise handheld service/BYOD (Good Technology)
	VOiP (UCaas)



1D1. Year Completed
	Default - 1D1a. ERP-Budgeting/Accounting

		F) What year (if) substantially completed

	2011




	Default - 1D1b. ERP-Human Resources & Payroll

		F) What year (if) substantially completed

	2011




	Default - 1D1c. ERP-Procurement/Admin/Asset Tracking etc.

		F) What year (if) substantially completed

	2000




	Default - 1D1d. Business Intelligence/ Advanced Analytics (specify):

		F) What year (if) substantially completed

	2010




	Default - 1D1e. Agile Development (See Glossary for definition)

		F) What year (if) substantially completed

	2009




	Default - 1D1f.  Mobile Apps

		F) What year (if) substantially completed

	2010




	Default - 1D1g.  Application Modernization (specify):

		F) What year (if) substantially completed

	2010




	Default - 1D1h.  Multi-Agency Development (specify):

		F) What year (if) substantially completed

	2012




	Default - 1D1i. Other (specify):

		F) What year (if) substantially completed

	2012




	Default - 1D1j. Other (specify):

		F) What year (if) substantially completed

	2012




	Default - 1D1k. Other: (specify):

		F) What year (if) substantially completed

	2003






	1D1d. Business Intelligence/ Advanced Analytics (specify):
	1D1g.  Application Modernization (specify):
	1D1h.  Multi-Agency Development (specify):
	1D1i. Other (specify):
	1D1j. Other (specify):
	1D1k. Other: (specify):

	LogiXML
	VirginiaCORIS, Automated Child Care Subsidy System, Social Services Customer Portal Enterprise Delivery System Program, Law Enforcement Activity Management System
	Enterprise financial system; Performance budgeting; Enterprise time, attendance and leave (HR); Commonwealth Authentication Service; Workforce Productivity Service/Customer resource management (Dynamics;)Collaboration (SharePoint); VLDS (Virginia Longitudinal Data System); Workforce One Stop –Common Intake Form; Drug Testing e-Service
	email archiving
	Support for mobile computing/enterprise handheld service/BYOD (Good Technology)
	VOiP (UCaas)



1D2. Applications: Describe actions taken and results achieved including but not limited to any of the above internal services - such as enterprise applications, internal line of business (LOB) services, business intelligence, and analytics; and external citizen and business-facing online services.  (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	VITA has led and/or worked collaboratively with multiple agencies on application and services projects. A new statewide Performance Budgeting System, including a Strategic Planning module, is now in place (http://dpb.virginia.gov/pb/index.cfm). Virginia’s Cardinal project (http://www.cardinalproject.vi.virginia.gov) is a modernization initiative replacing antiquated state financial applications with new PeopleSoft-based systems. A new Time/Attendance/Leave system will provide these needed functions for all agencies (http://1.usa.gov/Mws7iq). The enterprise-level shared Business Intelligence (BI) service using LogiXMl  (http://www.logixml.com/) provides infrastructure, tools and expertise to agencies to build BI capabilities.  Guided by a Governor’s Reform Commission directive to increase efficiency and productivity of state government (http://bit.ly/Otvrik) , VITA is implementing a roster of new productivity solutions.  Some applications already are in widespread use, while others have been built, tested and now near enterprise introduction.  VITA’s Workplace Productivity Solutions is a shared MS Dynamics-based platform used in a variety of customer relations/case management applications by agencies as varied as the Workforce One-Stops, the Elections Board, and the Governor’s Office (http://www.governor.virginia.gov/CommunityRelations). Our Workplace Collaboration Services, to be rolled out this fall, offers several levels of SharePoint capabilities. Among their other attributes, both these services integrate seamlessly with the Outlook desktop already provided all executive agencies as part of the transformed enterprise infrastructure.  Additional productivity-enhancing services include e-Mail Archiving (http://bit.ly/OCr6b1), support for mobile computing/enterprise handheld service/BYOD (http://1.usa.gov/Of9NdS), and VoIP/UCaaS (http://1.usa.gov/OxgHeX).



1E1. Data and Cyber Security Initiatives/ Services Status
	Question
	A) Not in place
	B) Reflected in ICT policy framework
	C) At least one instance in place
	D) Implemented in Multiple Agencies
	E) Implemented at Enterprise Level

	1E1a. Published Cyber Security and Privacy Policies, Directives and Guidelines
	0
	0
	0
	0
	1

	1E1b. Cyber Security Employee Awareness Training Program
	0
	0
	0
	0
	1

	1E1c.  Intrusion Prevention System
	0
	0
	0
	0
	1

	1E1d. Data Encryption Policy/Enforcement
	0
	0
	0
	0
	1

	1E1e. Anti-Virus/End Point Protection
	0
	0
	0
	0
	1

	1E1f. Security Server Patch Enforcement
	0
	0
	0
	0
	1

	1E1g. Public Key Infrastructure (PKI)
	1
	0
	0
	0
	0

	1E1h. Data Classification / Cataloging
	0
	0
	0
	0
	1

	1E1i. SAAS approach for Data Sharing
	0
	0
	0
	0
	1

	1E1j. 'Big Data' Management (non-structured data)
	1
	0
	0
	0
	0

	1E1k. Fraud Detection - Multi-Agency Data Sharing
	0
	0
	0
	0
	1

	1E1l. Identity / Access Management
	0
	0
	0
	0
	1

	1E1m. Single Sign-On
	0
	0
	0
	0
	1

	1En. PCI (Payment Card Industry) Compliance and Governance
	0
	0
	0
	1
	0

	1E1o. Other (specify):
	0
	0
	0
	0
	0

	1E1p. Other (specify):
	0
	0
	0
	0
	0

	1E1q. Other: (specify):
	0
	0
	0
	0
	0



	1E1o. Other (specify):
	1E1p. Other (specify):
	1E1q. Other: (specify):

	
	
	

	
	
	

	
	
	



1E1. Year Completed
	Default - 1E1a. Published Cyber Security and Privacy Policies, Directives and Guidelines

		F) What year (if) substantially completed

	2006




	Default - 1E1b. Cyber Security Employee Awareness Training Program

		F) What year (if) substantially completed

	2007




	Default - 1E1c.  Intrusion Prevention System

		F) What year (if) substantially completed

	2006




	Default - 1E1d. Data Encryption Policy/Enforcement

		F) What year (if) substantially completed

	2010




	Default - 1E1e. Anti-Virus/End Point Protection

		F) What year (if) substantially completed

	2007




	Default - 1E1f. Security Server Patch Enforcement

		F) What year (if) substantially completed

	2007




	Default - 1E1g. Public Key Infrastructure (PKI)

		F) What year (if) substantially completed

	




	Default - 1E1h. Data Classification / Cataloging

		F) What year (if) substantially completed

	2007




	Default - 1E1i. SAAS approach for Data Sharing

		F) What year (if) substantially completed

	2012




	Default - 1E1j. 'Big Data' Management (non-structured data)

		F) What year (if) substantially completed

	May 2013




	Default - 1E1k. Fraud Detection - Multi-Agency Data Sharing

		F) What year (if) substantially completed

	2010




	Default - 1E1l. Identity / Access Management

		F) What year (if) substantially completed

	2007




	Default - 1E1m. Single Sign-On

		F) What year (if) substantially completed

	2009




	Default - 1En. PCI (Payment Card Industry) Compliance and Governance

		F) What year (if) substantially completed

	2009




	Default - 1E1o. Other (specify):

		F) What year (if) substantially completed

	




	Default - 1E1p. Other (specify):

		F) What year (if) substantially completed

	




	Default - 1E1q. Other: (specify):

		F) What year (if) substantially completed

	






	1E1o. Other (specify):
	1E1p. Other (specify):
	1E1q. Other: (specify):



1E2. Data and Cyber Security: Describe actions taken and results achieved including measures to increase the data and security availability, accuracy, integrity and share-ability (through common data standards, architectures, protocols and practices). Specify examples showing support for the above-identified initiatives and services.  (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	Centralized IT offers vastly improved information security compared to inconsistent application at isolated agency sites.  Today Commonwealth security manages a portfolio of tools, processes, communication and training to secure data and systems. Layers of protection are employed. A three-pronged strategy is designed to prevent intrusion, expose unauthorized activity and respond to security events, leveraging a standard platform and baseline environment.    Robust enterprise desktop security is deployed. Role-based access is established and documented. More than 50,000 personal computers and 4,500 servers are baseline hardened and patched regularly with up-to-date controls and intrusion protection. PCs processing sensitive information are encrypted. An enterprise virtual private network requires two-factor authentication for access to sensitive data. Network traffic is restricted to business-essential functions with single-factor authentication.    Users and visitors benefit from enterprise monitoring, threat planning, source analysis and quick, comprehensive response.  (See Commonwealth of Virginia Annual Reports on Information Security, http://bit.ly/OT4a3z)    Agencies’ designated Information Security Officers meet monthly and complete training requirements at advisory group (ISOAG) meetings (http://bit.ly/Nys2ir). These personnel work together to follow industry best practices as defined by recognized authorities (ISO, NIST, ISACA, COBIT and GAO).    The Commonwealth Information Security Council addresses information security initiatives as they arise but also has formed committees around risk management, cloud services, and healthcare IT. All ISOs, IT auditors and others are invited to attend council meetings (http://bit.ly/QmQk0m).    VITA publishes a monthly Cyber Security Tips bulletin in partnership with MS-ISAC, (http://bit.ly/MVDD9w), provides an online incident reporting form with back-end workflow established (http://bit.ly/QKWuSx), and regularly refreshes its online Information Security Toolkit (http://bit.ly/MVDIdo).    Secretary of Technology Cyber Security Report: http://1.usa.gov/LVdrYw    The Commonwealth’s Enterprise Data Management (EDM) solution is actively under development as part of the overall eHHR project portfolio (see 2C2). Launch is planned April/May 2013. The EDM solution will support matching/linking records from across multiple agency source data systems, as well as a Commonwealth Authentication Service.    The Commonwealth’s Enterprise Architecture Policy 200-02 provides a robust definition of Enterprise Information Architecture (EIA) and establishes an EIA maturity model.  The new EIA elements are framed around four program areas – data governance, data standardization, data-asset management and enterprise data sharing.  (Also see http://1.usa.gov/Q4JkCx)



1F. Energy Management:    1F1. To what degree are the IT strategies and practices aligned with the state's sustainability program or climate action plan?
	Answer
	Response

	1-No program or plan1
	0

	2-Developing a program or plan2
	0

	3-Not aligned3
	0

	4-Somewhat aligned4
	0

	5-Fully aligned5
	1



1F2 Energy Management: Describe actions taken and results achieved in terms of sustainability, energy conservation, and green government; including both activities within the ICT domain, as well as other innovative energy management programs within the government.   (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	VITA constantly is searching for ways to conserve energy in its employee and data facilities that support the Commonwealth’s IT infrastructure and assist executive agencies with their energy savings in accordance with Commonwealth energy policy, http://1.usa.gov/Mbt4AY.    Several initiatives have been implemented in the Chester, Va. and Lebanon, Va. data centers including the installation of a water side economizer to reduce electrical demand on the chillers. This ensures that when pre-determined dew point, humidity and temperature conditions are met, only the chilled water pumps are running. Additionally, chilled water loop cycles have been implemented to reduce water usage during the cooling process.    In the VITA support facilities, all restroom and kitchen fixtures are set up for reduced water usage, and include low volume type flush valves, faucets and urinals. Water usage in irrigation systems has been reduced and no water is used for exterior cleaning. Motion lighting, “green” light bulbs and solar trash compactors are utilized. Additionally, employee adoption of recycling has significantly reduced the amount of waste, and plastic foam materials are in the process of being eliminated. In the Chester facility alone, 18.7 tons of paper and 257 pounds of plastic bottles have been recycled thus far in 2012.     Finally, in alignment with former Virginia Governor Tim Kaine’s Executive Order 82 to renew Virginia through the “Greening of State Government,” VITA recommended the use of power management at executive state agencies. VITA then implemented a Wake-on-LAN feature for desktops and laptops that switches the systems to a low-power state when inactive (typically overnight or after standard business hours), then re-powers or resumes activities remotely when needed. This initiative prolongs the battery life for laptops and reduces the computers’ cooling demands, resulting in a longer equipment life. Both of these initiatives provide significant reduction in energy and building cooling requirements.



1G1. Governance, Management & Funding Initiatives/ Services Status
	Question
	A) Not in place
	B) Reflected in ICT policy framework
	C) At least one instance in place
	D) Implemented in Multiple Agencies
	E) Implemented at Enterprise Level

	1G1a. Project Review Mechanism for initiating and overseeing IT investments
	0
	0
	0
	0
	1

	1G1b. IT Steering Committee with Executive Level Members
	0
	0
	0
	0
	1

	1G1c. Project Management Office
	0
	0
	0
	0
	1

	1G1d. Enterprise Architecture (EA) Model
	0
	0
	0
	0
	1

	1G1e. Portfolio Management Model (specify):
	0
	0
	0
	0
	1

	1G1f. IT Strategic Plan (current)
	0
	0
	0
	0
	1

	1G1g. Shared Services Model/Policy
	0
	0
	0
	0
	1

	1G1h. Training Program to educate around EA and Shared Services
	1
	0
	0
	0
	0

	1G1i. Other (specify):
	0
	0
	0
	0
	1

	1G1j. Other (specify):
	0
	0
	0
	1
	0

	1G1k. Other: (specify):
	0
	0
	0
	1
	0



	1G1e. Portfolio Management Model (specify):
	1G1i. Other (specify):
	1G1j. Other (specify):
	1G1k. Other: (specify):

	Oracle PPM
	CommonwealthTechnology Business Plan
	Secretariat IT Strategic Plan
	Secretariat IT Program Management/Oversight



1G1. Year Completed
	Default - 1G1a. Project Review Mechanism for initiating and overseeing IT investments

		F) What year (if) substantially completed

	2005




	Default - 1G1b. IT Steering Committee with Executive Level Members

		F) What year (if) substantially completed

	2003




	Default - 1G1c. Project Management Office

		F) What year (if) substantially completed

	2005




	Default - 1G1d. Enterprise Architecture (EA) Model

		F) What year (if) substantially completed

	2005




	Default - 1G1e. Portfolio Management Model (specify):

		F) What year (if) substantially completed

	2007




	Default - 1G1f. IT Strategic Plan (current)

		F) What year (if) substantially completed

	2006




	Default - 1G1g. Shared Services Model/Policy

		F) What year (if) substantially completed

	2005




	Default - 1G1h. Training Program to educate around EA and Shared Services

		F) What year (if) substantially completed

	




	Default - 1G1i. Other (specify):

		F) What year (if) substantially completed

	2011




	Default - 1G1j. Other (specify):

		F) What year (if) substantially completed

	2012




	Default - 1G1k. Other: (specify):

		F) What year (if) substantially completed

	2012






	1G1e. Portfolio Management Model (specify):
	1G1i. Other (specify):
	1G1j. Other (specify):
	1G1k. Other: (specify):

	Oracle PPM
	CommonwealthTechnology Business Plan
	Secretariat IT Strategic Plan
	Secretariat IT Program Management/Oversight



1G2. Governance, Management and Funding: For the above initiatives, and any other governance initiatives, provide explanations of what was implemented in the most recent biennium; including structures, management disciplines and funding approaches that deliver sustained value and ensure the continued viability of ICT operations in an era of fiscal constraints and at a time when infrastructure, applications and data are shared across previously separate entities and governance structures. Specify examples showing support for the above-identified initiatives and services.   (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	Project review mechanism for initiating and overseeing IT investments:  Consistent with state Code requirements, the CIO revised the IT Project Management Standard, ensuring project governance, oversight, procedures and documentation are commensurate with the risk and complexity of the particular IT project.  Each project is now categorized into one of four risk-plus-complexity oversight categories.  The net result is to “right-size” oversight of each project. Over the past two years, 95% of major IT projects have been completed on time and on budget against their managed project baseline. http://bit.ly/MKbVOP     Project Management Office:  VITA Project Management Division (PMD) is creating an IT program management standard for successfully delivering business value from complex undertakings.  Compared to the challenges of managing super-sized projects, the “divide-and-conquer” mindset of IT program management (decompose an overly-large project into smaller, discrete component projects, with a program management function for coordination) is growing in favor and usage in the industry, and Virginia is applying this program methodology where appropriate.    Enterprise architecture (EA) model:   VITA has created the Commonwealth Data Governance (CDG) team to advance use of data standards within and across agencies. To date, 130 such standards and implementation guides have been adopted. http://1.usa.gov/MWzWyy    Health Information Technology Standards Advisory Committee (HITSAC):  This body is chartered to harmonize and recommend data standards in the health domain. The CDG team provides staff support to HITSAC and maintains a membership in HL7 – the international health IT standards body.  http://1.usa.gov/OytYY3    Collaborative approach: Virginia initiated its first ever cross-secretariat IT program, eHHR, consisting of sixteen inter-related IT projects. A Program Oversight Committee (POC), including principals of key secretariats and agencies, reports to the governor and the General Assembly, and is responsible for managing and delivering the desired business value.  http://bit.ly/QmQtRr     Health & Human Resources Secretariat IT strategic plan: Recognizing the wide reach of the eHHR Program, Virginia created its first secretariat-level (vs. agency-level) IT strategic plan (ITSP) representing 10 agencies. The plan ensures alignment to federal and state direction and an enterprise vision. Adherence to the ITSP is being included in the performance plans of all involved agency heads, deputies, and CIOs. http://1.usa.gov/O5myaM    Enhanced Memorandum of Understanding (E-MOU): The Secretaries of Technology and Health & Human Resources partnered to develop an enterprise data-sharing agreement, modeled after federal and state agreements being utilized for health information exchange data sharing. http://1.usa.gov/MWsVOm



1H. Business Continuity and Disaster Recovery:    1H1. What steps has the state taken for business continuity and disaster recovery to ensure systems and data continuity? (Select all that apply)
	Answer
	Response

	State disaster / emergency / safety crisis management plan is completed
	1

	Mission-critical systems have been identified and business continuity / contingency plans have been established for them, including essential services
	1

	State personnel have been trained on the plan's technology systems' recovery aspects
	1

	Emergency alerting and notification system is in place
	1

	State's plan has been coordinated with local disaster response authorities including interoperability communications plan
	1

	Back-up for technology systems and data is in place
	1

	State authorities can securely access communications and data from a remote or mobile location, in the event state facilities are affected by the emergency
	1

	State's E 9-1-1 capability allows first responders to be dispatched to the exact location of the emergency
	1

	None of the above
	0



1H2. Business Continuity and Disaster Recovery: Please elaborate on the above and other results achieved for the state’s business continuity and disaster recovery efforts.    (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	Virginia Department of Emergency Management (VDEM, www.vaemergency.com) is lead agency for disaster response and alert delivery.  VDEM works with local government, state and federal agencies and voluntary organizations to provide resources and expertise.  Services include:    --State emergency plans: blueprints for response to a variety of scenarios and community assistance; drills conducted across the state. Identification and prioritization of critical IT assets is a key component of today’s agency DR plans on file with VDEM.    --Public awareness: intensive public awareness campaigns. Social media are now key tools.    --Virginia Emergency Operations Center: hub for state efforts before, during and after emergencies; in a secure facility with redundant power and communications technology.    --Virginia Emergency Response Team (VERT): representatives from state and federal agencies, private and nonprofit organizations ensure needed resources are provided to disaster stricken areas. A state-of-the-art mobile command post is available for field operations.    Watch Center: state’s emergency point of contact; coordinates situational assessment, alerts and warnings, resource management, operational planning and reporting and external relations.    Statewide Comprehensive 9-1-1 Plan Initiatives: A refreshed plan was approved by the State E-9-1-1 Services Board in March 2011(http://1.usa.gov/QfnOeg). Working with the Board and other stakeholders, VITA’s Public Service Communications (PSC) Division supports projects to advance deployment of next generation E-911 solutions.    For the consolidated IT infrastructure, VITA/NGC provide the following:    --IT disaster recovery plan: provides a tiered recovery of IT services;. tested annually against scenarios past 3 years; results successful for all participating agencies. Recent tests included examination of connections from external vendors supporting essential functions and ability to create new mobile command centers.    --Tiered service catalog of IT DR services: VITA’s offerings are based on both recovery time objectives and recovery point objectives, as defined by agencies’ business impact analysis documentation. Allows agencies to make the correct business decisions based on needs with very few wasted resources. VITA supports the Governor’s Continuity of Government Plan, allowing assessment of service needs and recovery priorities from both agency and Commonwealth perspectives.     --Real world testing: Virginia’s DR program does not use a tabletop exercise as its only test method.  Instead, DR exercises simulate the kind of disaster as closely as possible and establish all rules based on a real situation.  In the case of the main data center being deemed inoperable, no resources from that site may be used in any way for DR testing.



1I. Performance Benchmark Reporting:    1I1. Has the state established a process for performance benchmark measurement and reporting? Was an established benchmark and measurement process used to compare the cost structure of the earlier way of conducting business and a new model based on the improvements in the use of technology? (NOTE: this question applies to any responses to questions 1A-1H)
	Answer
	Response

	No
	0

	Yes, but the results are not disclosed
	0

	Yes, and results are public.*
	1



1I2. Performance Benchmark Reporting: Describe how the data and reports were used in decision-making.  *In order to get full credit for the answer -Yes, and results are public- above indicating public reporting, describe the specific programs and include an http link or other reference to the location of such disclosure:   (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	Virginia Performs: The Council on Virginia's Future publishes and displays a wide array of information about agency performance at www.vaperforms.virginia.gov.    Service Level Agreements (SLAs) between NGC and the Commonwealth are posted online and are used to monitor performance:  http://www.vita.virginia.gov/itpartnership/default.aspx?id=369     SLAs also are used to monitor performance of Computer Aid Inc., the commonwealth's managed services provider of IT contingent labor (ITCL).    Strategic Planning and Budgeting: Consolidation has provided significant strategic opportunity.  A Technology Business Plan, http://1.usa.gov/OfaHXQ, now links business priorities and the statewide Strategic Plan for Information Technology, providing business guidance to agencies’ collective technology initiatives. Agency IT strategic plans are centralized and approved by the CIO. In 2011, the 14 Health and Human Services (HHS) agencies collectively created a single integrated IT plan - a significant first.     Efficient cost analysis: Centralized IT facilitates accurate, comprehensive analysis of potential IT cost savings. To leverage this capability and further promote IT cost control, the 2011-2012 Budget bill, [(Act)] Item 470, H1-H2, required implementation of Comprehensive Information Technology Assessments (CITA ) for state agencies receiving services charged by VITA. http://1.usa.gov/T0OkbM      At the direction of the Secretary of Technology and CIO, VITA Customer Service and Management Office provided IT best practices and programmatic guidance to agencies in preparation of the assessment, and also in the execution of the assessment’s recommendations. CITA was used to help agencies reduce budgets to levels required by the Governor. http://1.usa.gov/T0OkbM



2A1. Finance, Admin, Procurement, & HR Initiatives/Services Status
	Question
	A) Not in place
	B) Reflected in ICT policy framework
	C) At least one instance in place
	D) Implemented in Multiple Agencies
	E) Implemented at Enterprise Level

	2A1a. Financial Transparency
	0
	0
	0
	0
	1

	2A1b. Open Data
	0
	0
	0
	0
	1

	2A1c. eProcurement
	0
	0
	0
	0
	1

	2A1d. Strategic Sourcing (provide specifics of existing process below)
	0
	0
	0
	0
	1

	2A1e. Online Employee Self-service
	0
	0
	0
	0
	1

	2A1f. Unemployment Insurance Self-service
	0
	0
	0
	0
	1

	2A1g. Online payment process to conduct government business more efficiently
	0
	0
	0
	0
	1

	2A1h. Mission-critical systems Identified
	0
	0
	0
	0
	1

	2A1i. Business continuity plans in place for mission-critical systems
	0
	0
	0
	0
	1

	2A1j. Online Tax Revenue Management
	0
	0
	0
	0
	1

	2A1k. Other (specify):
	0
	0
	0
	0
	1

	2A1l. Other (specify):
	0
	0
	0
	0
	1

	2A1m. Other: (specify):
	0
	0
	0
	0
	0



	2A1k. Other (specify):
	2A1l. Other (specify):
	2A1m. Other: (specify):

	Managed services contract
	eGov contracts
	



2A1. Year Completed
	Default - 2A1a. Financial Transparency

		F) What year (if) substantially completed

	2010




	Default - 2A1b. Open Data

		F) What year (if) substantially completed

	2010




	Default - 2A1c. eProcurement

		F) What year (if) substantially completed

	2000




	Default - 2A1d. Strategic Sourcing (provide specifics of existing process below)

		F) What year (if) substantially completed

	2000




	Default - 2A1e. Online Employee Self-service

		F) What year (if) substantially completed

	2005




	Default - 2A1f. Unemployment Insurance Self-service

		F) What year (if) substantially completed

	2008




	Default - 2A1g. Online payment process to conduct government business more efficiently

		F) What year (if) substantially completed

	2007




	Default - 2A1h. Mission-critical systems Identified

		F) What year (if) substantially completed

	2008




	Default - 2A1i. Business continuity plans in place for mission-critical systems

		F) What year (if) substantially completed

	2008




	Default - 2A1j. Online Tax Revenue Management

		F) What year (if) substantially completed

	2006




	Default - 2A1k. Other (specify):

		F) What year (if) substantially completed

	2008




	Default - 2A1l. Other (specify):

		F) What year (if) substantially completed

	2012




	Default - 2A1m. Other: (specify):

		F) What year (if) substantially completed

	






	2A1k. Other (specify):
	2A1l. Other (specify):
	2A1m. Other: (specify):

	Managed services contract
	eGov contracts
	



2A2. Finance, Administration, Procurement and Human Resource Management: Specify examples showing support for the above-identified initiatives and services. Please include scope (state-wide, specific agencies, etc.), level of collaboration, innovation, investment and specific outcomes achieved.  If possible, please quantify the benefits.  In the case of a major multi-year program, please indicate the percentage of work completed to date, and an anticipated date for achievement of the stated goals.   Please include links to any relevant documentation and also include quantitative examples of results whenever possible. (Note: scoring will be based on accomplishments, not future plans).       (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	Comprehensive Information Technology Assessments (CITA): Required in 2011-12 budget bill for state agencies receiving VITA services. Tasks help find actionable opportunities for savings, potential automated processes. http://1.usa.gov/Rgng5D     VITA’s 2011 Wireless Audit project, part of CITA, produced $470,000 in annual savings - 4.8% of total annual cellular spend. Customers: most agencies, higher education, many localities and sub-units; 350 billing entities, 21,000+ wireless devices.     Legacy financial system upgrade/Cardinal: Lead agency VDOT implemented Dec. 2010; rollout to others to occur incrementally.     Enterprise Performance Budgeting System, including Strategic Planning module, has been rolled out.      Time, Attendance, and Leave (TAL): Chartered Feb. 2012; automates a labor-intensive paper-based process. Requires, fosters agency collaboration. Productivity Investment Fund (PIF) monies secured. Current approach is costly; est. 2009 spend in 10 agencies (excluding “super” agencies): $6.6M+.     New eVA functionality: Quick Quote Reverse Auction: Suppliers bid multiple times, offer better pricing, increase chances to receive a contract. Seeks lowest price.  Report and Resource Center: LogiXML business intelligence provides Web visibility into spend. Graphic historical trends. Querying capability; updated daily. http://bit.ly/QfpiFv Data integration Web Services: Links eVA with other systems. First use: Vendor Data.  Real-time Department of Minority Business Enterprises (DMBE) SWaM data populates vendor registration. http://bit.ly/Mu1WJ7     eGov contracts:  In April 2012 VITA completed competitive, Virginia Public Procurement Act-compliant procurements to modernize eGov services; awarded contracts to multiple suppliers for hosting, operations and maintenance, and state Web portal. First update since concept origination, 1997; significant example of strategic sourcing. Enhanced value, greater transparency, broader participation by Virginia suppliers, cost-effective access to IT services.   http://1.usa.gov/Mu24bC  http://bit.ly/NQCBut   http://bit.ly/QKrO47     IT Contingent Labor: Managed service provider provides tools, capabilities. Market-based rates, consistent descriptions and process. Use of non-competitive high-cost consultants is significantly reduced. Proven agile for short deadline projects. Provider manages subcontractors’ performance, issues; agencies define and get results. Data now is collected on usage, types and spending. Service Level Agreements. Sampling indicates savings.     Incremental IT items: Effective Aug. 2011, agencies can achieve cost savings of 17 – 20% on consumables (projectors, bar code scanners, etc.) not available as IT partnership service. Agencies purchase items directly from VITA contracts. http://bit.ly/NeZODF     Statewide IT contracts: Monthly email marketing, 5,000 subscribers. http://vita.virginia.gov/servicebulletin/     2012 Leading Light award: http://bit.ly/NeZULg    Telework: 154 of 178, or 87%, of VITA telework; VITA provides resources to other agency telework programs.



For Data Collection Only: 2A3. Thinking about IT systems and infrastructure initiatives, what are the Top 5 priorities for the coming biennium in Finance, Administration, Procurement and Human Resources Management?
	2A3 - 1)
	2A3 - 2)
	2A3 - 3)
	2A3 - 4)
	2A3 - 5)

	Continued efficiencies
	eGov transition
	Cardinal expansion
	Time, Attendance and Leave modernization
	CRM expansion



2B1. Year Completed
	Default - 2B1a. Integration with Real Time Criminal Data Bases

		F) What year (if) substantially completed

	2000




	Default - 2B1b. Real Time Alerts (homeland, Amber, weather)

		F) What year (if) substantially completed

	2002




	Default - 2B1c. Mobile Data Pictures and Video Integration

		F) What year (if) substantially completed

	2012




	Default - 2B1d. Criminal Justice Information System

		F) What year (if) substantially completed

	2009




	Default - 2B1e. Stolen Vehicle Searches

		F) What year (if) substantially completed

	2012




	Default - 2B1f. Corrections Offender Management

		F) What year (if) substantially completed

	2009




	Default - 2B1g. Inmate Electronic Funds Management

		F) What year (if) substantially completed

	1999




	Default - 2B1h. Geospatial Data

		F) What year (if) substantially completed

	2007




	Default - 2B1i. Mission-critical systems identified

		F) What year (if) substantially completed

	2008




	Default - 2B1j. Business continuity plans in place for mission-critical systems

		F) What year (if) substantially completed

	2008




	Default - 2B1k. Statewide Interoperable Public Safety Communications

		F) What year (if) substantially completed

	2011




	Default - 2B1l. Next Generation 9-1-1

		F) What year (if) substantially completed

	2011




	Default - 2B1m. Emergency Coordination/ Disaster Awareness

		F) What year (if) substantially completed

	2000




	Default - 2B1n. Other (specify):

		F) What year (if) substantially completed

	




	Default - 2B1o. Other (specify):

		F) What year (if) substantially completed

	




	Default - 2B1p. Other: (specify):

		F) What year (if) substantially completed

	






	2B1n. Other (specify):
	2B1o. Other (specify):
	2B1p. Other: (specify):



2B1. Public Safety, EM, Criminal Justice and Corrections Initiatives/Services Status
	Question
	A) Not in place
	B) Reflected in ICT policy framework
	C) At least one instance in place
	D) Implemented in Multiple Agencies

	2B1a. Integration with Real Time Criminal Data Bases
	0
	0
	0
	1

	2B1b. Real Time Alerts (homeland, Amber, weather)
	0
	0
	0
	1

	2B1c. Mobile Data Pictures and Video Integration
	0
	0
	1
	0

	2B1d. Criminal Justice Information System
	0
	0
	0
	1

	2B1e. Stolen Vehicle Searches
	0
	0
	1
	0

	2B1f. Corrections Offender Management
	0
	0
	0
	1

	2B1g. Inmate Electronic Funds Management
	0
	0
	1
	0

	2B1h. Geospatial Data
	0
	0
	0
	1

	2B1i. Mission-critical systems identified
	0
	0
	0
	1

	2B1j. Business continuity plans in place for mission-critical systems
	0
	0
	0
	1

	2B1k. Statewide Interoperable Public Safety Communications
	0
	0
	0
	1

	2B1l. Next Generation 9-1-1
	0
	0
	1
	0

	2B1m. Emergency Coordination/ Disaster Awareness
	0
	0
	0
	1

	2B1n. Other (specify):
	0
	0
	0
	0

	2B1o. Other (specify):
	0
	0
	0
	0

	2B1p. Other: (specify):
	0
	0
	0
	0



	2B1n. Other (specify):
	2B1o. Other (specify):
	2B1p. Other: (specify):

	
	
	

	
	
	

	
	
	



2B2. Public Safety, Emergency Management, Criminal Justice and Corrections: Specify examples showing support for the above identified initiatives and services. Please include scope (state-wide, specific agencies, etc.), level of collaboration, innovation, investment and specific outcomes achieved.  If possible, please quantify the benefits.  In the case of a major multi-year program, please indicate the percentage of work completed to date, and an anticipated date for achievement of the stated goals.   Please include links to any relevant documentation and also include quantitative examples of results whenever possible. In this question, additional value will be placed on examples than span multiple agencies. (Note: scoring will be based on accomplishments, not future plans).     (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	Law enforcement, courts, corrections facilities, probation and parole interact; communication is required between local, state and federal law enforcement.     VirginiaCORIS: Dept. of Corrections (VADOC); communicates with/used by State Police, Fusion Center, local law enforcement, Attorney General and courts. Secure Web interface for input and data view, plus a new data mart and Multi Dimensional Decision Support System. Over 13,000 current users (institutions, probation/parole officers and Virginia Parole Board); manages a population over 100,000 at 115 locations. Two mainframes, 20 individual systems and many databases updated, integrated. "As-Is" costs were $2.5M yearly. At a project cost of $17M and annual support cost of $400,000, ROI over 20 years is positive 13.5%. http://bit.ly/QZ3oIy    Enterprise drug testing program: General Services, Division of Consolidated Laboratory Services (DCLS) and VADOC received a 2012 Governor's Teamwork Award for implementation of a new drug testing business process.  Drug testing of inmates, parolees was centralized and streamlined. Duplicate testing operations were consolidated; all samples now sent to DCLS.  Sample collection was defined, storage and transport procedures established, standard testing methodologies selected and new data exchanges created.     Law Enforcement Activity Management System: Reduces dependence on paper workflows, legacy technologies. Upgrades process controls, management oversight, data quality, processing timeliness, system access, analytical tools.     Computerized Criminal History (CCH) statewide criminal history system: Online access; follows FBI security and other standards. All data is encrypted. Real time electronic submission is shared with courts, VADOC.     Auto Vehicle Locator (AVL): When a trooper sends a message using the mobile system, latitude/longitude coordinates are transmitted to assist in locating the trooper. Some query capabilities enabled, more in development.    Sex offender registry: Residence and work addresses are geocoded; publicly viewable online, search by address enabled.     Statewide Agency Radio System (STARS): Network completed in 2011. Provides interoperability between 21 participating state agencies and other state, federal, and local agencies.  Radios comply with NIFOG interoperability standards. Capability to transmit images is being installed, live in pilot; will be universal next biennium. http://bit.ly/Pfo9cI    Commonwealth Link to Interoperable Communications (COMLINC): Statewide; provides seamless radio communications between STARS-participating agencies and other state, local, and federal entities with disparate radio systems.  Currently 108 participants; will be over 150 entities soon. User agreements specify use, operation, training, and maintenance.     License plate reader alert: Installed in selected trooper vehicles, mainly used on interstates now. Stolen vehicle information is extracted by FBI.    2012 Statewide Interoperable Communications Plan http://bit.ly/T0LeVn



For Data Collection Only:    2B3. Thinking about IT systems and infrastructure initiatives, what are the Top 5 priorities for the coming biennium in Public Safety, Emergency Management, Criminal Justice and Corrections?
	2B3 - 1)
	2B3 - 2)
	2B3 - 3)
	2B3 - 4)
	2B3 - 5)

	Replacement of legacy criminal history system
	Next-gen 9-1-1
	RFP for intelligent system in Fusion Center
	Mobile offender look-up system
	Electronic health records for offenders



2C1. Health, Social and Human Services Initiatives/Services Status
	Question
	A) Not in place
	B) Reflected in ICT policy framework
	C) At least one instance in place
	D) Implemented in Multiple Agencies
	E) Implemented at Enterprise Level

	2C1a. Benefits Eligibility, Application and Status Checking
	0
	0
	1
	0
	0

	2C1b. Case Management Integration
	0
	0
	1
	0
	0

	2C1c. Certificate Ordering (birth, marriage, divorce, death)
	0
	0
	0
	1
	0

	2C1d. Credential Status Look-up (hospital, doctor, dentist, nurse)
	0
	0
	0
	0
	1

	2C1e. Health Information Exchange
	1
	0
	0
	0
	0

	2C1f. Health Insurance/ Health Benefits Exchange
	1
	0
	0
	0
	0

	2C1g. Telemedicine
	1
	0
	0
	0
	0

	2C1h. Integrated Identity Management
	1
	0
	0
	0
	0

	2C1i. Authentication
	1
	0
	0
	0
	0

	2C1j. Mission-critical systems identified
	0
	0
	0
	0
	1

	2C1k. Business continuity plans in place for mission-critical systems
	0
	0
	0
	0
	1

	2C1l. Other (specify):
	0
	0
	0
	0
	0

	2C1m. Other (specify):
	0
	0
	0
	0
	0

	2C1n. Other: (specify):
	0
	0
	0
	0
	0



	2C1l. Other (specify):
	2C1m. Other (specify):
	2C1n. Other: (specify):

	
	
	

	
	
	

	
	
	



2C1. Year Completed
	Default - 2C1a. Benefits Eligibility, Application and Status Checking

		F) What year (if) substantially completed

	2007




	Default - 2C1b. Case Management Integration

		F) What year (if) substantially completed

	2006




	Default - 2C1c. Certificate Ordering (birth, marriage, divorce, death)

		F) What year (if) substantially completed

	2008




	Default - 2C1d. Credential Status Look-up (hospital, doctor, dentist, nurse)

		F) What year (if) substantially completed

	2007




	Default - 2C1e. Health Information Exchange

		F) What year (if) substantially completed

	2013




	Default - 2C1f. Health Insurance/ Health Benefits Exchange

		F) What year (if) substantially completed

	2013




	Default - 2C1g. Telemedicine

		F) What year (if) substantially completed

	




	Default - 2C1h. Integrated Identity Management

		F) What year (if) substantially completed

	2013




	Default - 2C1i. Authentication

		F) What year (if) substantially completed

	2013




	Default - 2C1j. Mission-critical systems identified

		F) What year (if) substantially completed

	2008




	Default - 2C1k. Business continuity plans in place for mission-critical systems

		F) What year (if) substantially completed

	2008




	Default - 2C1l. Other (specify):

		F) What year (if) substantially completed

	




	Default - 2C1m. Other (specify):

		F) What year (if) substantially completed

	




	Default - 2C1n. Other: (specify):

		F) What year (if) substantially completed

	






	2C1l. Other (specify):
	2C1m. Other (specify):
	2C1n. Other: (specify):



2C2. Health, Social and Human Services: Specify examples showing support for the above-identified initiatives and services. Please include scope (state-wide, specific agencies, etc.), level of collaboration, innovation, investment and specific outcomes achieved. If possible, please quantify the benefits. In the case of a major multi-year program, indicate the percentage of work completed to date, and an anticipated date for achievement of the stated goals. Please include links to any relevant documentation and also include quantitative examples of results whenever possible. In this question, we are generally interested in work that spans multiple agencies (e.g. unified eligibility, case management, etc.), work that has been accomplished from ARRA funding for Health Information Exchanges, and also work that has been undertaken to meet the changes resulting from the Patient Protection and Affordable Care Act (March 23, 2010).  (Note: scoring will be based on accomplishments, not future plans.)   (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	Integrated health IT system: Being built; based on service-oriented architecture (SOA) and Medicaid Information Technology Architecture (MITA). Concurrently, Virginia is using business process redesign to take maximum advantage of new technologies.       Scope, funding: ARRA money used to plan a health information exchange (HIE). Federal ruling that states could utilize the 90% administrative match through Medicaid to fund infrastructure and eligibility systems convinced the 2011General Assembly to fund build of SOA infrastructure, including an enterprise service bus (ESB), enterprise data management (EDM) tool, workflow and business rules, creation of a program office and resources to create legacy system interfaces. http://1.usa.gov/QKukXW    Commonwealth authentication system (CAS): Leverages DMV data, the most trusted citizen demographic information. Integrated with EDM tool; will enable creation and management of accounts using a consistent identity. http://1.usa.gov/Mu2VsL, http://bit.ly/Nf0kS2    Enhanced Memorandum of Understanding (E-MOU): Secretaries of Technology, Health and Human Resources developed; supports data sharing across HHR agencies and from other secretariats. Approach modeled after federal and state agreements for HIE data sharing. http://1.usa.gov/MWsVOm    eHHR Program Oversight Committee (POC): Includes principals of key secretariats and agencies: HHR, Social Services, DMV and VITA.     Virginia Vital Events and Screening Tracking System (VVESTS), Health (VDH): Collaborative IT system; tracking and reporting of vital events, registry data more efficient, accurate. Web-based. Business rules, role-based/multiple layers of security and restriction of access. SOA anticipates future additions. Stringent validations meet National Center for Health Statistics (NCHS) data requirements. 27.8% ROI within 3 years, saves $202,343 per year. 99.6% of in-state resident live births and 51,121 unique infant records captured first 6 months. Participating hospitals realize average savings of 8,935 man hours per year. Citizens now complete the birth certificate application onsite at birth. The federal Center for Disease Control used VVESTS to demonstrate best practice implementation to other states.    Automated Child Care Subsidy System (CCSPS), Social Services (DSS): In development; will identify providers who receive payments, track payments made, identify and reduce potential fraud, and relieve local departments of labor intensive provider payment procedures. Will include: real-time documentation of attendance; payment tracking and alerts, including federal, state, and local shares of improper payments identified and collected; improved federal reporting. Will interface with existing systems for inquiris, populate with extracted demographic data. Automated eligibility determination.    Customer Portal Enterprise Delivery System Program (EDSP), DSS: 4 major projects in development: Worker Portal, Customer Portal, Master Customer ID and Document Management Imaging System.



For Data Collection Only:2C3. Thinking about IT systems and infrastructure initiatives, what are the Top 5 priorities for the coming biennium in Health, Social and Human Services?
	2C3 - 1)
	2C3 - 2)
	2C3 - 3)
	2C3 - 4)
	2C3 - 5)

	Implement data and messaging standards
	Implement a single, secure customer portal for HHR services
	Establish a common technology architecture
	Implement the Commonwealth’s Health Information Exchange (HIE)
	Implement certified electronic health records (EHR) in agencies



2D1. Transportation and Motor Vehicles Initiatives/Services Status
	Question
	A) Not in place
	B) Reflected in ICT policy framework
	C) Implemented
	D) Data Integrated with Other Agencies

	2D1a. Vehicle Registration Renewal
	0
	0
	0
	1

	2D1b. Driver's License Renewal
	0
	0
	0
	1

	2D1c. Traffic Web Service/ Road Conditions
	0
	0
	0
	1

	2D1d. Intelligent Transportation Systems
	0
	0
	1
	0

	2D1e. Vehicle Titling and Lien Processing
	0
	0
	0
	1

	2D1f. Commercial Driver Testing Results Database
	0
	0
	0
	1

	2D1g. Mission-critical systems identified
	0
	0
	0
	1

	2D1h. Business continuity plans in place for Mission-critical systems
	0
	0
	0
	1

	2D1i. Mobile Inspections
	0
	0
	0
	1

	2D1j. Other (specify):
	0
	0
	0
	1

	2D1k. Other (specify):
	0
	0
	0
	1

	2D1l. Other: (specify):
	0
	0
	0
	1



	2D1j. Other (specify):
	2D1k. Other (specify):
	2D1l. Other: (specify):

	Online DMV Customer Account 360 degree view
	DMV smartphone app for citizen transactions
	Electronic Renewal Notification via email, text or voicemail; online product tracking



2D1. Year Completed
	Default - 2D1a. Vehicle Registration Renewal

		F) What year (if) substantially completed

	1997




	Default - 2D1b. Driver's License Renewal

		F) What year (if) substantially completed

	1999




	Default - 2D1c. Traffic Web Service/ Road Conditions

		F) What year (if) substantially completed

	2012




	Default - 2D1d. Intelligent Transportation Systems

		F) What year (if) substantially completed

	2011




	Default - 2D1e. Vehicle Titling and Lien Processing

		F) What year (if) substantially completed

	2007




	Default - 2D1f. Commercial Driver Testing Results Database

		F) What year (if) substantially completed

	1997




	Default - 2D1g. Mission-critical systems identified

		F) What year (if) substantially completed

	2012




	Default - 2D1h. Business continuity plans in place for Mission-critical systems

		F) What year (if) substantially completed

	1997




	Default - 2D1i. Mobile Inspections

		F) What year (if) substantially completed

	2000




	Default - 2D1j. Other (specify):

		F) What year (if) substantially completed

	2010




	Default - 2D1k. Other (specify):

		F) What year (if) substantially completed

	2012




	Default - 2D1l. Other: (specify):

		F) What year (if) substantially completed

	2011






	2D1j. Other (specify):
	2D1k. Other (specify):
	2D1l. Other: (specify):

	Online DMV Customer Account 360 degree view
	DMV smartphone app for citizen transactions
	Electronic Renewal Notification via email, text or voicemail; online product tracking



2D2. Transportation and Motor Vehicles: Specify examples showing support for the above-identified initiatives and services. Please include scope (state-wide, specific agencies, etc.), level of collaboration, innovation, investment and specific outcomes achieved. If possible, please quantify the benefits. In the case of a major multi-year program, indicate the percentage of work completed to date, and an anticipated date for achievement of the stated goals. Please include links to any relevant documentation and also include quantitative examples of results whenever possible. (Note: scoring will be based on accomplishments, not future plans.)   (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	MyDMV Account: Virginia citizens now get a 360 degree view of their DMV account online; access information on safe driving points, license and registration expirations, owner information, more.  Utilized existing architecture, hardware, and development resources to institute innovations. Percentage of online usage increase since implementation: ID Card Replacement, 443%; Reinstatement Fee Payments, 363%; Title Replacements, 200%; Vehicle Transcripts, 171%; Address Change, 183%; Compliance Summary, 184%; Report Vehicle Sold, 169%; Driver License Replacement, 130% and Driver Transcripts, 81%. Over one million Virginia citizens now receive online account PIN, vehicle and license renewal notices via text messaging, email and voicemail, saving the state over $2,500,000 annually in postage fees.     Online transactions: With the 2012 addition of a new veteran’s ID card, driver’s license and ID delivery status transactions, DMV now has 32 online self-service transactions, more than any other DMV in the US.      DMV 2 Go: Mobile customer service center; complete all DMV transactions. Handicap-accessible service center visits assisted living facilities, retirement communities, businesses, college campuses and military bases.      Cardinal project: Transportation (VDOT) was lead agency for ERP overhaul and new financial management system. Key internal/external stakeholders developed approach that met VDOT's immediate needs while providing path to enterprise solution. Dept. of Accounts is major stakeholder. Implemented at VDOT Dec. 2011; now is the backbone of administrative operations and is the agency's financial management system of record. Functional scope included General Ledger, Accounts Payable/Receivable, Project Accounting, Purchasing, and Time and Attendance. A financial data warehouse was established and over 5,000 VDOT users trained. As funds are available, the application will be rolled out to other agencies.         511: VDOT awarded a contract in Sept. 2011 to consolidate its 511 services and implemented a new full-service 511 program May 2012. See 4C.    Roadway Inventory Management System: Provides more accurate road inventory, geographical and attribute data on SLD and maps. Roadway inventory data is entered once and shared as needed with other systems.  The result: a single authoritative source for VDOT roadway network information in a relational data base, spatially enabled via GIS technology.    Highway Performance Monitoring System: Supports VDOT’s entire business model; provides better road and geographical data and required reporting to the Federal Highway Administration. Provides cost savings due to reduction in annual maintenance costs and revenue benefits from additional federal funds through more accurate reporting of roadway inventory.



For Data Collection Only: 2D3. Thinking about IT systems and infrastructure initiatives, what are the Top 5 priorities for the coming biennium in Transportation and Motor Vehicles?
	2D3 - 1)
	2D3 - 2)
	2D3 - 3)
	2D3 - 4)
	2D3 - 5)

	Commonwealth Authentication Service (CAS)
	Customer Service Center System 2.0
	Statewide Snow Plowing Tracking
	Integrated Six Year Plan Technology Upgrade
	TOC Operations and Statewide ATMS Services



3A. Please select one of the following categories for your response (to question 3A1 below) from the list:
	Answer
		
	



	Response

	Licensing and Permitting (non-DMV)
		
	



	0

	Commerce, Labor and Taxation- Economic, Business, Community and Workforce Development
		
	



	1

	Environment, Natural Resources, Parks, Hunting and Fishing, and Agriculture
		
	



	0

	Education
		
	



	0

	Legislative and/or Judiciary Branch Support
		
	



	0



3A1. Describe the major changes made in the past two years in services in the category selected above; including scope, level of collaboration, innovation, investment and with what results.   In the case of a major multi-year program, please indicate the percentage of work completed to date, and an anticipated date for achievement of the stated goals.  Please include links to any relevant documentation and also include quantitative examples of results whenever possible. (Note: scoring will be based on accomplishments, not future plans).       (Responses will be limited to 3,100 characters, approximately 500 words.)    
	Text Response

	2012 - Year of the Entrepreneur:  “Virginia is an incubator for good ideas and we have the right tax, regulatory and business climate for entrepreneurs to turn those ideas into job-creating businesses." http://www.governor.virginia.gov/YOE/     Business One Stop:  Interactive portal has been revamped; information now is organized into categories that mirror life cycle of a business. Goal : be the first and only stop to establish or accomplish tasks related to a business. Partnership between lead Dept. of Business Assistance and Secretaries of Commerce and Trade, Technology; agencies Virginia Employment Commission (VEC), TAX, Professional and Occupational Regulation, State Corporation Commission, General Services, Minority Business Enterprise and VITA. www.bos.virginia.gov     Workforce One Stop –Common Intake Form (WFOS-CIF): Partnership between VITA, Dept. of Rehabilitative Services, VEC and Virginia Community College Systems (VCCS); pilot launched in 2010, now being expanded with enhanced functionality to 12 centers. Allows citizens seeking employment assistance to walk into a physical one stop and easily navigate available services and assistance programs. The electronic CIF allows the citizen to provide information just once, utilizing a kiosk. Reduces time for obtaining services; provides rich reporting.     Virginia Workforce Connection: A virtual “doorway” to the workforce network; a resource to learn more about available services. http://vwn.vccs.edu    Capital Gains Exemption for Technology Businesses:  To further encourage recruitment and retention of technology business in Virginia, the Secretary of Technology. http://www.technology.virginia.gov/CapitalGains/     Modeling and Simulation (M&S): One of the top three states for M&S research and industry, Virginia is home to ~190 companies that apply M&S technology and employ more than 11,000 people. “Modeling and Simulation Activities in the Commonwealth of Virginia” highlights initiatives undertaken to promote industry growth. http://1.usa.gov/OJpVYS      Serving Virginia’s Veterans:  Over 820,000 military veterans and their families call Virginia home.  Priority has been given across the enterprise to assisting these citizens towards a goal of making Virginia the most veteran-friendly state; technology plays a role. The Dept. of Veterans Services now is developing an automated claims processing system. A new Veteran’s ID card is available through DMV.  Special conditions have been established for many licenses, and e-licensing procedures adjusted accordingly.     Sales tax exemption for data centers: Recommended by technology business coalition, supported by the Governor, numerous Cabinet Secretaries and passed by the 2012 Virginia General Assembly    Chief Jobs Creation Officer, Lt Governor Bolling, Workforce development subgroup: http://1.usa.gov/Nf0Ak3     Games development career path: Special partnerships, program launched in Wye, New River and Radford http://bit.ly/PbI    PlugGEDInVA: http://1.usa.gov/Nf0Q2l



For Data Collection Only: 3A2. Thinking about IT systems and infrastructure initiatives, what are the Top 5 priorities for the coming biennium in the above-selected area?
	3A2 - 1)
	3A2 - 2)
	3A2 -3)
	3A2 - 4)
	3A2 - 5)

	Commonwealth Research and Technology (R&T) Strategic Roadmap
	Enhanced online services for veterans
	Improved online distance training options
	Reduction of paper-based processes at DOLI
	Further enhancements to Business One Stop



3B. Please select one of the following categories for your response (to question 3B1 below) from the list:
	Answer
		
	



	Response

	Licensing and Permitting (non-DMV)
		
	



	0

	Commerce, Labor and Taxation- Economic, Business, Community and Workforce Development
		
	



	0

	Environment, Natural Resources, Parks, Hunting and Fishing, and Agriculture
		
	



	0

	Education
		
	



	1

	Legislative and/or Judiciary Branch Support
		
	



	0



3B1. Describe the major changes made in the past two years in services in the category selected above; including scope, level of collaboration, innovation, investment and with what results.   In the case of a major multi-year program, please indicate the percentage of work completed to date, and an anticipated date for achievement of the stated goals.  Please include links to any relevant documentation and also include quantitative examples of results whenever possible. (Note scoring will be based on accomplishments, not future plans).   (Responses will be limited to 3,100 characters, approximately 500 words.)        
	Text Response

	Virginia Longitudinal Data System (VLDS): The Virginia Department of Education (VDOE), Governor’s office, VCCS, VEC, State Council of Higher Education (SCHEV) and VITA have collaborated, planned, modeled and soon will launch a fully functional pilot of a comprehensive longitudinal P-20 data system. Funding is via federal grant. VLDS securely accesses, merges and analyzes de-identified data from multiple data sources. The system will allow Virginia to answer questions regarding program participation, outcomes, effectiveness, alignment and return on investment while maintaining privacy and confidentiality. Extensive data modeling, business requirements definition, architectural design and workflow processes have been completed.  Pilot begins Nov. 2012.     Accelerate Virginia: Virginia Tech’s eCorridors program launched a statewide effort, AccelerateVirginia. Consumer Internet service details are collected leveraging GIS tools; broadband speed test map and report generation tools. http://bit.ly/T0LyDm; http://bit.ly/Mu3IKg.     Digital at the Core: Virginia State University was the first school in the country to deliver core curriculum in a predominantly digital format. In Fall 2010, the School of Business piloted licensed open-source textbooks @ $19.95/license.     IT Intern program, Piedmont Virginia Community College (PVCC), Albemarle Co.: In 2010/11, PVCC placed IT interns with local businesses and government agencies. Funded by the ComET Project, a National Science Foundation Grant. Interns increase the pool of skilled electronics, computer and IT technicians. The County realized $16,200 in measurable cost-savings during the first year.    Virginia Commonwealth University – WEAVEonline: Innovative web-based tool helps manage accreditation, assessment, planning and quality improvement processes for colleges and universities; a transformational tool to the higher education community. Implemented at VCU, UVa, Virginia Tech, George Mason, Longwood and Roanoke College.     College of William and Mary (W&M), Old Dominion University and Virginia Institute for Marine Science (VIMS) - Chesapeake Bay Inundation Prediction System (CIPS): Highly collaborative effort between universities, an industrial partner and the federal government. Modeling system capable of predicting Chesapeake Bay storm surge and inundation during hurricanes and northeasters. Using parallel computing technology on the cluster computer machines at W&M and VIMS, CIPS was successfully demonstrated during Hurricane Irene, Aug. 2011. The 30-hour (updated every 6 hours) real time forecast of wind, water level and maximum surge provides invaluable information to the National Weather Service and emergency managers to assess the situation in real time.



For Data Collection Only: 3B2. Thinking about IT systems and infrastructure initiatives, what are the Top 5 priorities for the coming biennium in the above-selected area?
	3B2 - 1)
	3B2 - 2)
	3B2 - 3)
	3B2 - 4)
	3B2 - 5)

	VLDS full implementation
	Increase number of industry certifications earned by Virginia students through online career and technical education
	Improve online opportunities for teacher professional development
	Expand online instructional support services
	Provide 21st century knowledge and skills - eCompetency



3C. Please select one of the following categories for your response (to question 3C1 below) from the list:
	Answer
		
	



	Response

	Licensing and Permitting (non-DMV)
		
	



	0

	Commerce, Labor and Taxation- Economic, Business, Community and Workforce Development
		
	



	0

	Environment, Natural Resources, Parks, Hunting and Fishing, and Agriculture
		
	



	1

	Education
		
	



	0

	Legislative and/or Judiciary Branch Support
		
	



	0



3C1. Describe the major changes made in the past two years in services in the category selected above; including scope, level of collaboration, innovation, investment and with what results.   In the case of a major multi-year program, please indicate the percentage of work completed to date, and an anticipated date for achievement of the stated goals.  Please include links to any relevant documentation and also include quantitative examples of results whenever possible. (Note: scoring will be based on accomplishments, not future plans).  (Responses will be limited to 3,100 characters, approximately 500 words.)  
	Text Response

	The Department of Conservation and Recreation (DCR) completed development of an enterprise website for the Virginia Stormwater Management Program capable of processing registration statements for permit coverage, receiving, accounting for and distributing fees, providing permit coverage letters and providing for reporting of land disturbance information and best management practice implementation. The project was accomplished with service procurement through VITA.     The Virginia Department of Game and Inland Fisheries (DGIF) has partnered with Virginia Interactive (VI) to offer the Android version of its Hunt Fish VA mobile app. The online tool allows Virginia sportsmen and sportswomen to search a wide variety of Virginia hunting and fishing-related information and services on their smart phones, including secure online license purchasing, geolocation, regulation searching and mapping. The mobile app is available free from the Android Market.  DGIF  launched the Hunt Fish VA mobile app for Apple's iOS devices in July 2011 and was later recognized with a 2011 Governor's Technology Award. Since its release, the iOS version has been downloaded over 7,000 times and remains a five-star rated app in Apple's iTunes store. License sales and harvest reporting systems (GotGame) provide data for wildlife population and habitat analysis to support wildlife information, education and management service plans.    The Department of Environmental Quality (DEQ) has deployed a node system which provides for automated, electronic exchanges of consistently formatted environmental data between DEQ, EPA, and other stakeholders such as the Chesapeake Bay Program and other state agencies.     DEQ also deployed an Electronic Discharge Monitoring Report (EDMR) system for individual permit holders, which allows the regulated community to file electronic reports with DEQ via the web to improve effectiveness of DEQ staff and the regulated community by providing faster response for data analyses and decision-making.



For Data Collection Only: 3C2. Thinking about IT systems and infrastructure initiatives, what are the Top 5 priorities for the coming biennium in the above-selected area?
	3C2 - 1)
	3C2 - 2)
	3C2 - 3)
	3C2 - 4)
	3C2 - 5)

	Streamline service delivery by developing new web-based tools for customer self-service
	creating or licensing web-based management where not already implemented
	Equip all agency field employees with the tools needed to perform multi-media inspections and electronic onsite data capture
	Continue to develop sophisticated environmental data modeling and forecasting tools
	Complete digitization and electronic storage of all records, data, and other paper materials



4. Citizen Engagement Methods Status
	Question
	A) Not in place
	B) Reflected in ICT policy framework
	C) At least one instance in place
	D) Implemented Agency by Agency
	E) Implemented at Enterprise Level

	4.1.Blogs / Micro-blogs
	0
	0
	0
	1
	0

	4.2. Social Networks
	0
	0
	0
	0
	1

	4.3 Wikis, Collaboration, Knowledge Sharing
	0
	0
	0
	0
	1

	4.4. Podcasts / Webcasts
	0
	0
	0
	1
	0

	4.5. Mobile-enabled Website
	0
	0
	0
	1
	0

	4.6 GeoIP
	0
	0
	0
	1
	0

	4.7. Integration with Call Center(s)
	0
	0
	0
	1
	0

	4.8 Integration with One Stop Service Centers
	0
	0
	0
	1
	0

	4.9. Photo Sharing, Video Sharing
	0
	0
	0
	1
	0

	4.10. User Satisfaction Surveys
	0
	1
	0
	0
	0

	4.11. Live Help
	0
	1
	0
	0
	0

	4.12. Widgets / Mobile Applications
	0
	0
	0
	1
	0

	4.13 Open Data - URL:
	0
	0
	0
	0
	1

	4.14 Online Elections Management/ Citizen Voting Systems
	0
	0
	0
	0
	1

	4.15. Other (specify):
	0
	0
	0
	0
	0

	4.16. Other (specify):
	0
	0
	0
	0
	0

	4.17. Other: (specify):
	0
	0
	0
	0
	0



	4.13 Open Data - URL:
	4.15. Other (specify):
	4.16. Other (specify):
	4.17. Other: (specify):

	http://datapoint.apa.virginia.gov/
	
	
	



4. Year Completed
	Default - 4.1.Blogs / Micro-blogs

		F) What year (if)  substantially completed

	




	Default - 4.2. Social Networks

		F) What year (if)  substantially completed

	2009




	Default - 4.3 Wikis, Collaboration, Knowledge Sharing

		F) What year (if)  substantially completed

	2007




	Default - 4.4. Podcasts / Webcasts

		F) What year (if)  substantially completed

	




	Default - 4.5. Mobile-enabled Website

		F) What year (if)  substantially completed

	




	Default - 4.6 GeoIP

		F) What year (if)  substantially completed

	




	Default - 4.7. Integration with Call Center(s)

		F) What year (if)  substantially completed

	




	Default - 4.8 Integration with One Stop Service Centers

		F) What year (if)  substantially completed

	




	Default - 4.9. Photo Sharing, Video Sharing

		F) What year (if)  substantially completed

	




	Default - 4.10. User Satisfaction Surveys

		F) What year (if)  substantially completed

	2011




	Default - 4.11. Live Help

		F) What year (if)  substantially completed

	2011




	Default - 4.12. Widgets / Mobile Applications

		F) What year (if)  substantially completed

	




	Default - 4.13 Open Data - URL:

		F) What year (if)  substantially completed

	2009




	Default - 4.14 Online Elections Management/ Citizen Voting Systems

		F) What year (if)  substantially completed

	2008




	Default - 4.15. Other (specify):

		F) What year (if)  substantially completed

	




	Default - 4.16. Other (specify):

		F) What year (if)  substantially completed

	




	Default - 4.17. Other: (specify):

		F) What year (if)  substantially completed

	






	4.13 Open Data - URL:
	4.15. Other (specify):
	4.16. Other (specify):
	4.17. Other: (specify):

	http://datapoint.apa.virginia.gov/
	
	
	



4A. Open Government:  Please describe the state’s policy and approach (strategic and tactical) to citizen engagement through open government initiatives.   Please be specific describing precisely what information is made public and in what format.  Provide specific links to this data on the state Web portal.  If data is provided in an open format to the general public, please explain what data is provided, how it has been used, and what benefits the public has realized as a result of these offerings.      (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	State portal: Transparency resources are easily accessible on a single page for ease of use. http://bit.ly/OrN2nq:    Virginia Performs: Virginia has led public posting of government performance measures through the Council on Virginia’s Future and this website. Measures and tracks progress toward improving citizen services and results. Pioneered and continues effective use of dashboard reporting including by agency. http://bit.ly/MboIda    Commonwealth Data Point: State and local government revenues, expenditures; compares budgets to actual spending; analyzes government charge card transactions, more.     Virginia Budget: Current budget information, executive budget document, budget bill database search. http://bit.ly/OrNxO8    VDOT pioneered dashboard reporting transparency. http://bit.ly/MfpplT  “Measuring Transportation Investments: The Road to Results,” May 2011, Pew Center on the States ranks VDOT, Virginia as overall top performer, “leading the way.” http://bit.ly/MboW40    Virginia Geographic Information Network (VGIN) publicly provides base map data layers including digital orthophotography, road centerlines (locality/9-1-1 and transportation data), elevation (DTM, contours, TIN and LIDAR), governmental boundaries, hydrography (USGS), cadastral and geodetic control. Virginia’s GIS Strategic Plan:  http://bit.ly/Oi3Qk7    Virginia Base Mapping Program: Aerial imagery from 2011 flyover now is online.  The VGIN Advisory Board (http://bit.ly/MKaIam) voted Oct. 2011 to freely provide universal online access to data. (Physical copies incur a charge.)  The 2011 flyover covered ~25,000 square miles. Aerial imagery is a highly accurate and visual base layer; localities and others add layers to develop needed functionality. Addition of a 9-1-1 address layer is a recognized method of improving emergency response.     The imagery contains large files that could extend download times and reduce usability. GIS web services, optimized for speed and rendered through Internet connection, allow this large data set to be stored once and used many times, providing efficient and cost-effective access.     In 2012, VGIN and partners completed and publicly released high accuracy elevation mapping of Virginia’s Eastern Shore. Light Detection and Ranging (LiDAR) data was collected by aircraft using light pulses to derive elevations of ground features. New data sets now help evaluate flooding hazards and improve resiliency of coastal environments. Flights were managed by VGIN, funded by The Nature Conservancy, UVa’s Long-Term Ecological Research Project and the U.S. Geological Survey. http://bit.ly/MpyT9m; slide show of improvements, http://bit.ly/QmwKfb



4B.Citizen Online Services: Please describe how technology has been used to improve citizen engagement thru online service delivery, and the effects of those changes on internal operations. Please include the benchmarks and metrics used to measure results including the number of actual services that are online, and those that were implemented online in the last biennium. (For example only - citizen service management, 311 response, permitting requests.) (Include URLs in the response as appropriate.)     (Responses will be limited to 3,100 characters, approximately 500 words)
	Text Response

	Enterprise customer relationship management (CRM): Microsoft Dynamics; implemented at the Governor’s Office, http://1.usa.gov/MbpxCK, 6 agencies through a shared technical services environment. Implementation began at the top to provide improved constituent services and model the approach for agencies.  Microsoft awarded Virginia  with the "Real Impact Solutions Award” for its program.  http://1.usa.gov/QmQdBX    The tool has automated and streamlined traditional constituent services for the Governor’s Office including requests for documents, answers to questions, assistance to citizens regarding issues, and registering citizen opinions on matters affecting the Commonwealth. Since implementation, staff required to process requests has been reduced by 50% and processing time by 45%. The service also creates new metrics and analysis for the Governor on trending topics and hot issues, including a heat map which plots requests geographically by topic, allowing a quick view into what matters to citizens in different areas of the state.    Modernized business functions have enabled faster processing of citizen services, inquiries and concerns, retirement of outdated and often unsupported software and hardware systems, and redeployment of existing staff to other tasks. Agencies now are operating more efficiently and effectively at current staffing and budgetary levels.     The Secretary of the Commonwealth’s use supports 120,000 notaries; projected 3 year cost savings are $340,000 for one function. Cleared a 4-week backlog in days; no backlogs since implementation. Reduced service turnaround from 25 days to 7 days and allowed a 50% staff reduction/reassignment.     Online services have been mashed and categorized by a number of helpful content types into a dedicated area on the state portal: http://portal.virginia.gov/online/.This area delineates service categories into Alerts, Data, Feed, Interactive, Map, Media, Mobile, Search and Wizard. Services are held in a database; searchable by category, government entity and platform. Users participate in “crowd sourcing” by rating services via a familiar five-star system.    The online services main page is consistently the second most visited, behind only the home page, and accounts for 5.44% of total traffic, representing 980,794 page views and 833,715 unique views; average time on page is 2:17, indicating users may be exploring services beyond those initially sought. “Search Services” is prominently displayed in the primary navigation and 38.18% of traffic arrives directly from the home page.     Enterprise banner: Tops VA government sites; links to “Online Services” to assist users unfamiliar with government structure but in need of service. Analytics support the strategy; top referrals to the online services page from the link: vec.virginia.gov (53,723); tax.virginia.gov (38,126); vdh.state.va.us (37,135); commonwealth.virginia.gov (30,121); dss.virginia.gov (23,519); dpor.virginia.gov (23,395); dgif.virginia.gov (23,106); and dmv.state.va.us (21,992). Google search drove 49,930 views.



4C. Mobile Services: Mobile devices and applications (apps) continue to grow in popularity, overtaking traditional online PC services in popularity.  According to NASCIO,[3]“at all levels of government, states have taken the lead in developing (mobile) apps for state employees and citizens interacting with state government.”  Please describe how mobile technology has been used to improve citizen engagement through online/mobile service delivery, and the effects of those changes on internal operations.  Please include the benchmarks and metrics used to measure results including the number of actual services that are online, and those that were put online in the last biennium.      (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	Citizens’ rapid move to mobile has challenged Virginia to render existing websites on mobile devices, create mobile apps and provide device independence. Web staffers have had to acquire new skills in a time of hiring freeze and reduced training. Virginia Government Webmasters (state, local and education) collaborates via peer-to-peer communication, presentations and participation in webinars.    Development funding: Some apps, like Education’s award winning 2010 “Pass the Past” app, qualified for grant funding. The portal providerand VITA’s ITCL resources have effectively assisted. Many have leveraged sponsor funding.     VDOT’s 511 Traffic Information System - Coordinated multi-media:   • Android, iPhone apps; real-time traffic cameras, travel times, electronic message signs, traffic maps   • New, improved 511 phone service; better voice recognition system   • Website shows incidents, construction zones, electronic message signs, travel times, traffic cameras; integrated with Twitter   • Most cameras stream video at 15 frames per sec; provides sharp, clear images   • Reach the Beach: fastest routes to Virginia Beach and Outer Banks Expressway   Funding: New 511 signs have space for sponsorships; funds help offset costs. Long-term goal is break even. http://1.usa.gov/MWu74l     eVA Mobile 4 Business app:  Real-time mobile access to government business opportunities; VA one of the first states to launch a mobile procurement app. Businesses have immediate access to all bid opportunities, solicitations on eVA’s Virginia Business Opportunities. http://bit.ly/T0KVd7  Businesses follow opportunities by creating a Watch List.       Virginia State Parks Mobile Tour Guide: Locate nearest park, access trail videos, activities, descriptions. Personalize routes, mark favorite spots. Navigate parks without mobile reception via cached maps. Photos: snap, mark coordinates, share. Safety: quickly send GPS coordinates, message to designated contacts in emergency. http://bit.ly/Q4L1QZ     DMV mobile: Locate the closest DMV office, average wait times; mobile access to over 24 DMV transactions, including renewing decals, driver's licenses. Design and purchase license plates. Sample driving exams.     Virginia is for Lovers: The first statewide personalized travel guide; multi-media access to attractions, events, accommodations, restaurants and special offers.     Virginia Grown Mobile: Search for fresh-from-farm products; directions to nearest place to buy.     Virginia State Bar iPhone App: Member login for member specific information.    Hunt Fish VA, Game and Inland Fisheries: “ Near me,” news, regulations, limits; “Hunting & Fishing in Your Pocket”     Interactive SOL Math App: Dept of Education    “The Good Old App” official U.Va.app: Alerts, events, live sports, admissions, courses.  Audio of fight songs! GeoIP, building building search, Augmented Reality.     Visit Virginia Tech: Prospective students, families, friends, alumni and visitors to the campus now have an electronic map, driving directions, walking tour, admissions info, restaurant /hotels.



4D. Social Media:  Web 2.0 technology is now fully established with social media, crowd sourcing and other two-way communications between government and its constituents becoming status quo.  Please describe how social media has been used to improve citizen engagement and the effects of those changes on internal operations.  Please include the benchmarks and metrics used to measure results.      (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	Virginia consistently has maintained a policy of agency independence for deployment of online tools, including agency websites, e-communication tools and social media. This approach flows from the overarching policy that government business, and its requirements, should own and drive selection and use of IT tools.     The multi-agency Web Standards Workgroup formalized a policy for social media adoption with its 2011 revision: “Use of social media is an agency business decision.” This policy was posted online for a 30-day comment period prior to adoption, was subsequently approved by the CIO and Secretary of Technology and now is part of the Enterprise Technical Architecture, Web Site Topic Report.  http://bit.ly/Of1rmq    The many Virginia government social media channels are aggregated on the portal: http://bit.ly/QZ61Ke    Virginia Speaks: More than 1,400 recommendations were submitted by citizens to the Commission on Government Reform & Restructuring thanks to an innovative social media approach. Ideas posted on the site were not edited for comment, and commissioners reviewed each idea received. Filters enabled citizens to view specific areas or types of recommendations, and a “comment” link to the right of each idea allows feedback on each of the proposed recommendations.     Public safety also is advanced through the effective use of social media in Virginia. Shortly after the recent derecho straight line wind event that left much of Virginia damaged and in the dark, Gov. McDonnell declared a state of emergency and the Virginia Emergency Operations Center was activated. VDEM public information staff rapidly mobilized social media accounts to distribute news rapidly and in a coordinated manner. The agency website was updated via a blog. A special Twitter account, #derecho, was used to tweet relevant news to the many media and followers. Citizens posted situational information and power companies provided updates. Safety information helpful during a power outage was regularly pushed. Tweetdeck was used to monitor the hashtag; #derecho tweets also were posted to the agency’s Facebook page.  This approach provided a rapid and viral dissemination of important news.



For Data Collection Only: 4E. Thinking about IT systems and infrastructure initiatives, what are the Top 5 priorities for the coming biennium in Citizen Engagement: Open Government, Citizen Online Services, Mobile Services and Social Media?
	4E - 1)
	4E - 2)
	4E - 3)
	4E - 4)
	4E - 5)

	Completion of new portal platform, CRM integration
	Portal content authoring by business owners
	Mobile service delivery, further GIS integration
	Two-way citizen communication
	Update of Web Site Topic Report



5A. Innovation: Please tell us about the most innovative or greatest breakthrough ICT accomplishment in the last two years. How has ICT been used to create a new support or service capability or accomplish something organizationally never before thought possible? How is success being measured or demonstrated? Provide examples.  (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	The “electronic Health and Human Resources (eHHR) IT Program” is a large program designed to give the Commonwealth the capability to successfully face the estimated 45% increase in the number of citizens eligible to receive aid under the Affordable Care Act (ACA), and create and leverage modern enterprise data management (EDM) and centralized authentication (Commonwealth Authentication Services (CAS)) to reduce waste and fraud in benefit delivery.      The eHHR Program is transforming the current IT infrastructure into an integrated system based on service-oriented architecture (SOA) and the Medicaid Information Technology Architecture (MITA).  Goals are to increase the effectiveness of services by improving informatics and targeted case management, automating tasks, facilitating communication and reducing paper usage and storage.     Although HHR is the focus of current efforts, the program forms a basis for extension of the SOA platform. All activities are undertaken with the goal of multitasking and/or repurposing. Resolution of issues of governance, data sharing, security, adoption of uniform data standards, reengineering of business processes across and between agencies, and effective use of a common technical infrastructure are critical to success.    Key to the SOA infrastructure are the enterprise service bus (ESB), EDM and workflow and business rules engines. Included are creation of a program office and resources to create legacy system interfaces such as birth and death registries, immunization registry and the health information exchange.    The authentication (CAS) capability was built in DMV. CAS is integrated with the EDM tool and will enable citizens to create and manage accounts using a consistent identity. It will improve the ability to prevent fraud while permitting appropriate application of services. The EDM will essentially become a directory of Virginia citizens. Ownership of the CAS system will be transferred to VITA after two years of production experience within DMV.    A new VITA team was created to facilitate eHHR and provide shared enterprise services through the “Center of Excellence” for SOA, EDM and CAS business services.  These centralized services will be available for purchase as a partial or complete solution for future projects, where publishing and subscribing data to the ESB (rather than several point-to-point interfaces) is deemed the most effective design.



5B:  Collaboration: Please provide examples where collaboration among multiple entities either within the state government executive branch, or outside the executive branch, or outside of the state government (multi-jurisdictional) resulted in a major improvement in governmental services in the past two years.    (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	Virginia established eHHR by bringing together a breadth of state entities.  To date, the program has conducted a formal launch and chartered 3 projects that are currently in execution phase.  Nearly a dozen additional projects, each designed to deliver more functionality and business value, are in the initiation stages.    The primary driver for the eHHR program is the health and human resources secretary, who created a first-ever secretariat-level IT strategic plan (ITSP), since the eHHR vision and impact transcended 12 HHR agencies.  To ensure continuity beyond the current administration, adherence is being included in all agency head, deputy and CIO employee work profiles.    Thus far, 4 secretariats and multiple agencies are engaged.  The eHHR program Oversight Committee (POC) was created to include principals of key secretariats and agencies. Monthly meetings are attended by involved agencies, legislative staff and the auditor of public accounts.    Funding is primarily provided (90%) through federal Center for Medicare and Medicaid Services sources.  This funding source also covers the foundational-enabling-technology SOA, EDM) and CAS.  SOA infrastructure is built upon the ESB backbone by VITA under the secretary of technology.    CAS is being built by DMV, under the secretary of transportation. Critical to success are a multilateral agreement on governance, data sharing, security, adoption of uniform data standards, reengineering of business processes across and between agencies and agreement on the technical infrastructure.    Along with a fresh emphasis on enterprise data standards, the secretaries of technology and health and human resources have partnered to develop an enterprise data-sharing agreement, the Enhanced Memorandum of Understanding (E-MOU). The E-MOU will support data sharing across HHR agencies and potentially other agencies. This approach is modeled after federal and state agreements utilized for health information exchange data sharing.     Altogether, the eHHR Program has drawn together resources, alliances and commitments that span 4 secretariats and 15 agencies.  This collaboration, together with federal CMS funding and oversight, represents a bold partnership committed to providing better services to citizens.



For Data Collection Only: 5A-B. Thinking about IT systems and infrastructure initiatives, what are the Top 5 priorities for the coming biennium in Innovation and Collaboration Initiatives?
	5A-B - 1)
	5A-B - 2)
	5A-B - 3)
	5A-B - 4)
	5A-B - 5)

	Improve information-sharing to optimize current business functions and supporting systems
	Leverage technology to improve worker productivity and make state employment more attractive to the future workforce
	Support educational attainment initiatives—key to achieving state economic development and quality of life goals
	Emphasize programs and tools that enable citizens to interact with government 24x7—when, how, and where they want it
	Expand and support back-office platforms that support Governor’s Reform Commission recommendations on streamlining government operations



5C. Jurisdictional Differentiator: What critical factors: for example political, organizational, community, leadership or others have most contributed to overall ICT success in the previous biennium?  What are you most proud of and what makes your state unique in its approach to using ICT to support and improve the delivery of public service?   Examples may include things leadership provided in the broader IT community; historical, technical or organizational barriers overcome; development of public/private partnerships or anything else you would like to submit for consideration.     (Responses will be limited to 3,100 characters, approximately 500 words.)
	Text Response

	Virginia has accomplished much in the way of ITC within the past biennium.  Without question, two differentiating factors stand out in the Commonwealth’s path and those of its sister states: (1) a commitment to the concept and details of IT transformation, in terms of both the consolidation of the executive branch’s IT infrastructure and the use of a public/private partnership to carry it out; and (2) determination to press on with enterprise-wide and shared services business process improvements built on that foundation, even in the face of the most significant economic downturn since the Great Depression.  The concept of a consolidated IT infrastructure, and the partnership route to achieve it, was born two governors ago. The enabling legislation itself was the result of bipartisan collaboration between the executive and legislative branches, despite the change in the chief executive. In 2010, instead of cracking under the fiscal crisis, a second collaboration between the executive and legislative branches recognized the governance and contractual changes needed to ensure success, and then made them happen.  The ongoing commitment of Virginia’s leadership to be the “best managed state” once again transcended party/branch lines and every-four-years’ chief executive change.  With 86 of 89 executive branch agencies now complete, IT transformation in Virginia has obtained “critical mass” over the past biennium.  Efficiencies of scale are being realized, and significant enterprise and shared applications now are taking advantage of that modernized, consistent platform.    Increase government efficiency: Significant focus has been placed on cost-effective workplace productivity tools generic to all agencies’ basic business functions.      Be inclusive:  Effective, regular communication with all stakeholders has been a key VITA mandate; this philosophy has expanded over the past biennium. Role and interest-based groups have been strengthened, expanded and empowered to provide actionable input.     Collaborate:  Exciting collaborative IT projects are underway across Virginia government. A performance management and strategic funding approach encourage development of shared solutions. Health care mandates and funding have been key drivers of this collaboration, but Virginia has used the domain as a springboard to move towards desired and ever more efficient, best-practice shared solutions.     Focus on the business: As one of the early visionaries and legislative champion of a public-private, enterprise approach to IT, Sam Nixon was very familiar with the vision and status of implementation when he was named Commonwealth CIO in April 2010. During his tenure, known and unseen challenges have arisen, but his focus has remained the same: focus on the business of government first, and then deploy appropriate strategies and tools to solve the business problem. Nixon’s renewed focus on the agency as business owner has helped remove political and organizational obstacles.



Comments and Context about the responses: Is there anything else we should know about your responses?  
	Text Response

	As noted in 1A, Virginia employs rigorous methodology to choose, plan and track IT projects in alignment with Commonwealth, Governor and secretariat business goals. Various other policies also are used to guide initiatives. Other relevant links to informative Virginia guidance:     Department Mission/Goals:  Education: http://www.doe.virginia.gov/about/index.shtml    DMV: http://www.dmv.state.va.us/webdoc/about/about_dmv.asp    VDOT: http://www.virginiadot.org/about/missionandvalues.asp    General Services/eVA: http://www.virginiadot.org/about/missionandvalues.asp    VITA: http://vita.virginia.gov/about/    Corrections: http://www.vaperforms.virginia.gov/agencylevel/stratplan/spReport.cfm?AgencyCode=799     Environmental Quality: http://www.deq.state.va.us/AboutUs.aspx    DARS: http://www.vadrs.org/welcome.htm    Accounts: http://vaperforms.virginia.gov/agencylevel/stratplan/spreport.cfm?AgencyCode=151    VDBA: http://vaperforms.virginia.gov/agencylevel/stratplan/spReport.cfm?AgencyCode=325    Employment Commission: http://www.vec.virginia.gov/about    YesVirginia.org: http://yesvirginia.org/about_us/default.aspx    Miscellaneous:    State environmental policy:  http://www.governor.virginia.gov/PolicyOffice/ExecutiveOrders/viewEO.cfm?eo=19     Service Level Agreements:  http://www.vita.virginia.gov/itpartnership/default.aspx?id=369     Governor’s Reform Commission 2011 report:  http://www.reform.virginia.gov/docs/11-21-11_Report.pdf    Governor’s Reform Commission 2010 report:  http://www.reform.virginia.gov/docs/12-01-10_GovernorsCommissionReport.pdf    State of the Commonwealth Address 2012:  http://www.governor.virginia.gov/MediaLibrary/Speeches/2012/SOC.cfm     Executive order: continuing STARS:  http://www.governor.virginia.gov/PolicyOffice/ExecutiveOrders/viewEO.cfm?eo=43    Executive order—Agency disaster recovery planning:  http://www.governor.virginia.gov/PolicyOffice/ExecutiveOrders/viewEO.cfm?eo=41    Secretary of Technology Cyber Security Report:  http://www.technology.virginia.gov/CyberReport.pdf    On VA’s business climate:  http://vaperforms.virginia.gov/indicators/economy/businessClimate.php    VA’s emergency preparedness:  http://vaperforms.virginia.gov/indicators/publicSafety/emergencyPreparedness.php    VA internet access/policy/goals:  http://vaperforms.virginia.gov/indicators/govtCitizens/internetAccess.php    Innovation and Entrepreneurship Investment Authority Strategic Plan:  http://vaperforms.virginia.gov/agencylevel/stratplan/spReport.cfm?AgencyCode=934    General about CIT:  http://www.cit.org/about-us/ieia-documents    Message from CIT president on innovation:  http://www.cit.org/about-us/message-our-president    CIT 2011 Annual Report:  http://www.cit.org/2011AnnualReport    Sam Nixon’s presentation to the Reform Commission on using the Commonwealths’ enterprise business model:  http://www.reform.virginia.gov/Presentations/docs/Presentation%20-%20EBM%2006-04-2010.ppt    Joint Legislative Audit and Review Commission (JLARC) Agilys audit report  http://jlarc.virginia.gov/other/JLARC%20NG%20Audit%20Summary.pdf



Contact: Who may we contact if we have questions about responses to any of the above questions?
	Name
	Title
	Agency
	Email
	Phone

	Emily Seibert
	Program Manager, Digital Communications
	VITA
	emily.seibert@vita.virginia.gov
	804-416-6084
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