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What’s New in PCI DSS v3.0? 



History of PCI 

 Card brands had individual programs since late 90s 

 PCI DSS version 1.0 introduced in December 2004 

 Standard updated to version 1.1 in September 2006 

 PCI Security Standards Council formed 

 Version 2.0 released in October 2010 

 Version 3.0 released in October 2013 



PCI DSS Lifecycle 

PCI Security Standards Council, LLC (2014) 



The Gist 

 PCI DSS v3.0 effective January 1, 2014 

 Requirements more prescriptive, provide 

clarification, and are evolving 

 New Self Assessment Questionnaires (SAQ) available 



New SAQs 

PCI Security Standards Council, LLC (2014) 

Existing SAQs:  A, B, C, C-VT, D, and P2PE-HW 



Changes 

 Network diagram must show card data flow (Req 1) 

 Inventory of components in scope (Req 2) 

 Evaluate evolving threats on systems not commonly 

infected with malware (Req 3) 

 Antivirus actively running and cannot be disabled or 

altered (Req 5) 

 Code required to protect against broken authentication 

and session* (Req 6) 

 
*Effective 7/1/2015 



Changes cont. 

 Flexibility with alternative password requirements (Req 8) 

 Service Providers (SP) to use unique authentication* (Req 8) 

 Other authentication mechanisms must be linked to an 

individual account (Req 8) 

 Control physical access to sensitive areas for onsite personnel 

(Req 9) 

 Physical protection of payment capturing devices* (Req 9) 

 

 

*Effective 7/1/2015 



Changes cont. 

 Use and changes to identification and authentication 

mechanisms logged (Req 10) 

 Include stopping and pausing of audit logs (Req 10) 

 Maintain inventory of authorized wireless APs along with 

documented business justification (Req 11) 

 Implement incident response procedure for rogue APs 

when detected (Req 11) 

 Implement methodology for pen testing* (Req 11) 

 
*Effective 7/15/2015 



Changes cont. 

 Implement process to respond to any file change-detection 

alerts (Req 11) 

 Risk assessment should be at least annually and after 

significant changes (Req 12) 

 Identify requirements managed by SP and entity (Req 12) 

 SPs to provide written agreement/acknowledgement to 

customers (Req 12) 

 Document security polices and operational procedures (All) 



Liability Shift 

 EMV Chip and Pin becoming required 

 Acquirers and processors are EMV ready April 2013 

 Shift liability policy for POS effective October 2015 

 Fuel dispensers by October 2017 

 ATMs EMV ready October 2016 for MasterCard and 

2017 for VISA 
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