
Commonwealth  
Information Security Officers 

Advisory Group (ISOAG)  
Meeting  

 
 

April 4, 2012 

www.vita.virginia.gov 1 

1 



2 

Congratulations ! 

Michael Watson 
 

Commonwealth of Virginia   
Chief Information Security Officer 
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ISOAG April 2012 Agenda 

I. Welcome & Opening Remarks        Michael Watson, VITA 
 

II. Unpacking the Grant Writing        Laurie Jarrett Rogers  
  Process 
       
III. MS-ISAC / SANS Partnership        John Fitzgerald, SANS 
  Training Offering 
      
IV. Upcoming Events & Other Business     Michael Watson, VITA 

 
V. Partnership Update         Bob Baskette, VITA, Eric Taylor, 
             Moses Camacho, Mike Clark, NG 
       
 
     

 

 



Unpacking the Grant Writing 
Process 

Instructor:  Laurie J. Rogers 
804-285-8989 

Lcjr@me.com 
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Slides Intentionally Omitted 



SECURING THE HUMAN 

John Fitzgerald 
Managing Director 
SANS Securing The Human 



Challenges 
Organizations have multiple challenges: 

• How to develop and deploy an effective Security 
Awareness Program 

• What to teach Users in that Security Awareness 
Program 
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Lance Spitzner’s Class 
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Challenges 
Organizations have multiple challenges: 

• How to develop an effective Security Awareness 
Program 

• What should that Security Awareness Program 
contain? 
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Identifying the issues 
• It is hard to do security awareness consistently well: 

– Vendor awareness training often too generic and not applicable 
– Cost to develop a quality program internally is high PLUS don’t forget the cost 

of keeping the program updated, often several times annually 
– Often no framework for the training 
– Different programs for different parts of the organization – consistency in 

message across the organization? 
 

• A new model is needed: 
– To establish a consistent training program that is built on a solid security 

framework and mandated compliance requirements 
– Ensuring that the specific needs of the organization are addressed  
– Providing a consistent program for the organization.  Everybody on the same 

page 
– Demonstrating that the organization’s security needle is moving in the right 

direction 
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STH 2012.1 Update 
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Securing the Human 
• STH training is mapped to the 20 Critical Controls  Security Audit Framework. 
• Updated TWICE annually to ensure that the latest threat vectors are addressed.  
• Each organization can choose to host the training: 

– Internally on their own Learning Management System (LMS)  
– Use the SANS VLE (hosted LMS solution) 

• Training materials are custom branded with your organization’s own name and logo. 
• You can add your own custom content to the training program when you choose the 

SANS VLE option. 
• You can view the content on any mobile device such as iPads when you use the SANS 

VLE option. 
• Training is SCORM-compliant – all training activity by your Users can be tracked and 

reported.  Meets your compliance audit needs. 
• Training is US Federal 508 compliant (ADA Requirement) – subtitles for all languages. 
• Available in 20 languages – this is a solution for global organizations 
• SANS will be adding a Pre- and Post-Training exam option to the VLE that Clients can 

choose to use to measure effectiveness of the training in 2012-April as part of the 
platform continuous improvement process. 
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Engaging the Audience 

• 70-80% of your awareness program also applies 
to peoples’ personal life. 
 

• Do not focus on Fear, Uncertainty and Doubt, 
instead focus on how they benefit, how you 
enable the use of technology 
 
 

35 



Computer-based Video Training 

• YouTube / Facebook generation. 
• Ability to scale. 
• People can take training on their own schedule. 
• Standardize what you communicate, in multiple 

languages 
• Tracking use, critical for compliance. 
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65 Minutes of Training 
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35 Minutes of Training 
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Sample Video 

Show a sample of one of the modules. 
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Reinforcement of the Training 
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You can add your own policies 
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Sequence of Training 

1. Show STH Video Module 
2. Answer STH Quiz Questions 
3. Download and Review Client Policy 
4. Agree to Client Affirmation Statement 
5. Repeat 

43 



Reporting 
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Reporting 
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Reporting 
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Support Resources you can preview 
www.securingthehuman.org/support 

27 



Preview these training sessions 
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• MS-ISAC & REN-ISAC membership will be able to aggregate their 
purchase requirements and get this approved security awareness 
product for reduced pricing: 

– $1.50/User/Year for a 1-year license   
– $1.25/User/Year for a 2-year license 

This is the best price that SANS STH can be purchased for. 

• There are minimum purchase requirements: 
– One-Year Agreement =   $2,000 
– Two-Years Agreement =  $3,000 

•    www.securingthehuman.org/programs/ms-isac/ 
 Order Period = 15 June to 31 July 2012.  Pay by 30 Aug 2012 
•    www.securingthehuman.org/programs/ren-isac/ 
 Order Period = 01 June to 15 July 2012.  Pay by 15 Aug 2012 
 

Aggregate Purchase Program 
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http://www.securingthehuman.org/programs/ms-isac/
http://www.securingthehuman.org/programs/ren-isac/


securingthehuman.org/programs/ren-isac/ 
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STH Support 
• Please send an email with a brief description of your issue 

to support@securingthehuman.org 
• Ticket is automatically generated and response by not 

later than next business day. 
• All support tickets are reviewed by STH Management to 

ensure an issue is fully resolved. 
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OnDemand & Universal Voucher Credits 
• Order Period = June 1-30, 2012 

  Payments due by July 30, 2012 
• Minimum order size per transaction:  

OnDemand = $3,000 
Universal Voucher Credit = $5,000 

• Partnership Class Costs 
– SANS Long Courses =  $1,000 (4-6 day classes) 
– SANS Short Courses =  $500 (1-3 day classes) 
– GIAC Certification =   $549 each 
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SANS Partnership Offerings 
 What is SANS Universal Voucher Credit? 

www.sans.org/vouchers/options/universal-credit.php  
–  Similar to Online Savings Account 

• SANS pays 10-25% bonus (interest) up front. 
• Manage Credits and Debits online. 

– Best when you have a set training budget, but need 
flexibility on training methods, certification, class dates 
and who will attend. 

– Credits are valid for 12 months 
– Use for classroom, online learning, and GIAC 

certification. 
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http://www.sans.org/vouchers/options/universal-credit.php


 
“The expense isn't what it costs to train 

employees. It’s what it costs not to train 
them. You realize that as you grow.”  

                            -- Gary Wilber, CEO of Drug Emporium, Inc. 

 
John Fitzgerald 
Managing Director 
SANS Securing the Human Program 
US   +1 646 257 5875 
UK   +44 779 257 9875 
e.      jfitzgerald@SANS.org 
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Upcoming Events 
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Information Security System Association 

  ISSA 
 DATE:  Wednesday, April 11, 2012 
 

 LOCATION:  Maggiano’s Little Italy 
  11800 West Broad Street, #2204, Richmond, VA 23233 
 TIME: 11:30 - 1:00pm. Presentation starts at 11:45.      
                        Lunch served at 12. 
 COST: ISSA Members: $20 & Non-Members: $25 
 
 SPEAKER:  Jack Mannino, CEO of nVisium Security 
 
    TOPIC:  Practical Android Security 
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AITR Meeting 

   
  Wednesday, April 11th 

  8:30 am – 9:00 am:  Networking 
  9:00 am: Meeting start 

   
  Location: CESC 
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COV Training Offered by DOA 
 Implementing Enterprise Risk Management:   
 A Practical Approach w/ ARMICS 
 

 This class incorporates references to Virginia’s ARMICS process and will 
focus on training governmental employees  and incorporating the mission 
statement of the agencies represented at the training. 

 

• When:  May 8 & 9 
• Time:  8:15am to 4:45pm each day 
• Where:  James Monroe Building 
• Cost:  $320 
• Register: https://hrtraining.doa.virginia.gov/  

   Earn 16 CPEs for taking this class 
 

Questions?  Contact:  Tim.Sadler@DOA.Virginia.Gov 
 

  

https://hrtraining.doa.virginia.gov/
mailto:Tim.Sadler@DOA.Virginia.Gov
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ISACA Offering Training 

  CISA Review Class 
 

Location:  EdgeComm, 4913 Fitzhugh Ave, Ste: 201, Richmond, VA 23230 
Time:  6 – 9 pm 
Dates:   May 7, 9, 14, 16, 21, 23 
Instructor:  Jerry Jarvis, CISA, CRISC, CIA, CFSA 
Registration:  Online at www.isaca-va.org/ 
   Discount for early registration before April 15.  Registration closes May 4. 
 
Course will cover all (5) job practice domains of the CISA body of knowledge. 
 The process of Auditing Information Systems 
 Governance and Management of IT 
 Information Systems Acquisition, Development & Implementation 
 Information Systems Operations, Maintenance & Support 
 Protection of Information Assets 
Sample tests will be administered and discussed. 

 
 
 
 
  

http://www.isaca-va.org/
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ISACA Offering Training 

  CISM Review Class 
 

Location:  EdgeComm, 4913 Fitzhugh Ave, Ste: 201, Richmond, VA 23230 
Time:  6 – 9 pm 
Dates:   May 8, 10, 15, 1,. 22, 24 
Instructor:  John Karabaic, CIPP/IT, CISM, CISSP &  
        Chandra Barnes, CISM,CRISC 
Registration:  Online at www.isaca-va.org/ 
   Discount for early registration before April 15.  Registration closes May 4. 
 
Course will cover all (5) domains of the CISM body of knowledge. 
 Information Security (IS) Governance 
 Information Risk Management 
 IS Program Development 
 IS Program Management 
 Incident Response & Management 
Sample tests will be administered and discussed. 

 
 
 
 

http://www.isaca-va.org/


41 

Future ISOAG’s 
 

 
 
 
 
 

 

 

From 1:00 – 4:00 pm at CESC 

  Wednesday -  May 2, 2012 

  Speaker:  Alana Foster with RSA 

 

 Wednesday -  June 6, 2012 

  Topic: Obtaining IT Security Certifications 

  

   

   

 

 

 

ISOAG will be held the 1st Wednesday of each month in 2012 
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IS Orientation Sessions 
 

 
 
 

 

 

Tuesday - May 15, 2012 9:00 – 11:30a  
     (CESC) 

 

Email CommonwealthSecurity@VITA.virginia.gov if 
you are interested in attending. 

 

 

       IS Orientation also available via webinar!   

 

mailto:CommonwealthSecurity@VITA.virginia.gov
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Submit Events  
• If your group or organization is promoting 

a security related event and would like to 
have it communicated to the Information 
Security Officer community: 
 

 Please submit all upcoming events to: 
CommonwealthSecurity@VITA.Virginia.Gov 

 

mailto:CommonwealthSecurity@VITA.Virginia.Gov
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ISOAG-Partnership Update  
  

IT Infrastructure Partnership Team 
Bob Baskette 

 April 4, 2012 
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ADJOURN 

Source: Ubuntuiisit.blogspot.com 
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