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Happy Holidays!

Happy New Year!

Cold Weather???? 



www.vita.virginia.gov 3

CONGRATULATIONS SWESC!
As we speak the Governor is cutting the 
ribbon at the Southwest Enterprise 
Solutions Center in Lebanon, Virginia!
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ISOAG December 2007 Agenda
I. Welcome and Opening Remarks Peggy Ward, VITA

II . COOP Assessment and COG prioritization Brittany Schaal, VDEM

III . Payment Card Industry (PCI) Bob Moore, ABC

IV. Transformation Status Update Mike VonSlomski (IT Partnership)

V. Information Risk Executive Council Jason Dolan, IREC

VI. Webmasters Group Emily Siebert (VITA)

VI I. Enterprise Architect Data Collection Mike Hammel (VITA)

V III . Data Removal Standard Cathie Brown (VITA)

IX. Commonwealth Information Cathie Brown (VITA)

Security Annual Report 

IX. Wireless Threat Environment Tripp Sims (VITA)

X. Upcoming Events & Other Business Peggy Ward, VITA



COOP/COGCOOP/COG 
Planning EffortsPlanning Efforts

December 12, 2007December 12, 2007



EO 44 COOP RequirementsEO 44 COOP Requirements
To provide for consistent and uniform planning, directs each exeTo provide for consistent and uniform planning, directs each executive branch cutive branch 
agency including institutions of higher education with guidance agency including institutions of higher education with guidance from their from their 
Emergency Coordination Officer:Emergency Coordination Officer:

Create or update Continuity of Operation Plans to conform to theCreate or update Continuity of Operation Plans to conform to the template produced by template produced by 
the Virginia Department of Emergency Management, andthe Virginia Department of Emergency Management, and
Utilize the resources available from the Virginia Department of Utilize the resources available from the Virginia Department of Emergency Management Emergency Management 
for creating or updating Continuity of Operations Plans. for creating or updating Continuity of Operations Plans. 

The process of creating or updating Continuity of Operations PlaThe process of creating or updating Continuity of Operations Plans shall be ns shall be 
completed by April 1 of each year, with an electronic copy sent completed by April 1 of each year, with an electronic copy sent to the Virginia to the Virginia 
Department of Emergency Management.  The Office of Commonwealth Department of Emergency Management.  The Office of Commonwealth 
Preparedness, in consultation with the Virginia Department of EmPreparedness, in consultation with the Virginia Department of Emergency ergency 
Management will devise a process for review of all executive braManagement will devise a process for review of all executive branch agenciesnch agencies’’
Continuity of Operations Plans by the first week of December eacContinuity of Operations Plans by the first week of December each year. h year. 

The Office of Commonwealth Preparedness will develop an annual CThe Office of Commonwealth Preparedness will develop an annual Continuity of ontinuity of 
Operations Plan testing, training and review schedule for all exOperations Plan testing, training and review schedule for all executive branch ecutive branch 
agencies.agencies.



New COOP ResourcesNew COOP Resources

Local Government COOP ToolkitLocal Government COOP Toolkit
Institution of Higher Education COOP ToolkitInstitution of Higher Education COOP Toolkit
Pandemic Influenza COOP Annex ToolkitPandemic Influenza COOP Annex Toolkit



New ToolkitsNew Toolkits

Developed in cooperation with representatives Developed in cooperation with representatives 
from local governments and institutions of from local governments and institutions of 
higher education in the Commonwealth of higher education in the Commonwealth of 
VirginiaVirginia
COOP Planning ManualCOOP Planning Manual
WorksheetsWorksheets
TemplatesTemplates
Available on Available on www.vaemergency.comwww.vaemergency.com

http://www.vaemergency.com/


COOP Planning ManualsCOOP Planning Manuals

Developed to provide guidance for the Developed to provide guidance for the 
development and maintenance of Continuity of development and maintenance of Continuity of 
Operations (COOP) plans. Operations (COOP) plans. 
Intended to offer both procedural and Intended to offer both procedural and 
operational guidance for the preparation and operational guidance for the preparation and 
implementation of a COOP plan. implementation of a COOP plan. 



COOP WorksheetsCOOP Worksheets

Correspond with the seven phases of the Correspond with the seven phases of the 
COOP planning process.COOP planning process.
Assist in assembling the information necessary Assist in assembling the information necessary 
to develop the critical elements of a COOP to develop the critical elements of a COOP 
plan.plan.



COOP TemplatesCOOP Templates

The templates, in conjunction with the information The templates, in conjunction with the information 
gathered in the worksheets, will assist in completing gathered in the worksheets, will assist in completing 
cohesive and comprehensive COOP cohesive and comprehensive COOP plan(splan(s) to meet ) to meet 
each institutioneach institution’’s needs.s needs.

Alternatives are a single comprehensive planAlternatives are a single comprehensive plan
Basic plan that provides overall guidance and structure, Basic plan that provides overall guidance and structure, 
with a series of divisional or departmental plans that with a series of divisional or departmental plans that 
address the specific needs of functional areas.address the specific needs of functional areas.

The strategy decided on depends on the size and The strategy decided on depends on the size and 
structure of the college or university, the complexity structure of the college or university, the complexity 
of its mission and available resources for planning.of its mission and available resources for planning.



Pandemic Influenza COOP AnnexPandemic Influenza COOP Annex

The online manual, worksheets and template focus on the The online manual, worksheets and template focus on the 
efficient and effective management of expected limited human efficient and effective management of expected limited human 
resources. resources. 
The guidance manual focuses on pandemic influenza, though it The guidance manual focuses on pandemic influenza, though it 
can apply to scenarios involving loss of workforce from other can apply to scenarios involving loss of workforce from other 
highly communicable diseases. highly communicable diseases. 
The worksheets help to gather the raw data needed to develop The worksheets help to gather the raw data needed to develop 
a pandemic influenza COOP annex. They can be modified to a pandemic influenza COOP annex. They can be modified to 
fit the needs of an agency, institution, locality or department.fit the needs of an agency, institution, locality or department.
The template provides agencies and institutions with the basic The template provides agencies and institutions with the basic 
annex itself.  In collaboration with the manual and worksheets, annex itself.  In collaboration with the manual and worksheets, 
will assist in completing a cohesive and comprehensive will assist in completing a cohesive and comprehensive 
pandemic influenza annex to a COOP plan. pandemic influenza annex to a COOP plan. 



2007 Assessment2007 Assessment

Assessment of overarching COOP Program as Assessment of overarching COOP Program as 
well as individual planswell as individual plans
Scores are not pass/failScores are not pass/fail
The overall assessment tool had 79 elements The overall assessment tool had 79 elements 
on which an agency could be scoredon which an agency could be scored



COOP Assessment for Strategic COOP Assessment for Strategic 
Plan InputPlan Input

24 components that focused on the operational 24 components that focused on the operational 
versus administrative elements of the overall versus administrative elements of the overall 
assessment toolassessment tool
The average score was 73% an increase of 4% The average score was 73% an increase of 4% 
from the original overall Assessment Reportsfrom the original overall Assessment Reports
Assessment this year focused on the critical Assessment this year focused on the critical 
elements of a COOP planelements of a COOP plan



COOP Next StepsCOOP Next Steps

Updating COOP Toolkit by first of the yearUpdating COOP Toolkit by first of the year
In 2008, time will allow for a committee to be In 2008, time will allow for a committee to be 
utilized so that the assessment template can be utilized so that the assessment template can be 
revised and better capture the operational revised and better capture the operational 
components of a COOP Plan such as processes components of a COOP Plan such as processes 
and procedures for plan implementationand procedures for plan implementation
Continue to update current COOP planContinue to update current COOP plan



Where do you fit in?Where do you fit in?

Incorporating existing IT DR into COOP plans Incorporating existing IT DR into COOP plans 
and proceduresand procedures
Establishing realistic understanding of the IT Establishing realistic understanding of the IT 
recovery processesrecovery processes



COG COG 

The Office of Commonwealth Preparedness The Office of Commonwealth Preparedness 
and VDEM coordinated the development COG and VDEM coordinated the development COG 
Plans for each Secretariat OfficePlans for each Secretariat Office
The COG plan prioritizes essential services The COG plan prioritizes essential services 
and functions across theand functions across the Secretariat, and Secretariat, and 
details appropriate resource assignments to details appropriate resource assignments to 
ensure these services/functions are continued ensure these services/functions are continued 
during times of emergencyduring times of emergency



COG Next StepsCOG Next Steps

Utilize the information from the COG Plans in Utilize the information from the COG Plans in 
further prioritization processes especially further prioritization processes especially 
where resources and personnel are shared where resources and personnel are shared 
among agenciesamong agencies
Test the plans during the GovernorTest the plans during the Governor’’s Cabinet s Cabinet 
ExerciseExercise



Questions?Questions?

Brittany SchaalBrittany Schaal
COOP PlannerCOOP Planner

VDEMVDEM
Brittany.Schaal@vdem.virginia.govBrittany.Schaal@vdem.virginia.gov

(804)897(804)897--6500 x65236500 x6523

mailto:Brittany.Schaal@vdem.virginia.gov


Payment Card Industry 
Compliance 

December 12, 2007



Compliance Environment

Primarily VISA, MasterCard and American Express
Compliance plans address the security of data on these cards
Security encompasses not only cardholder data but also magnetic 
stripe data
Recent history has highlighted the vulnerability of this data

The credit card industry ultimately takes the loss of fraudulent activity,

BUT…

Card companies will recover this loss from their merchants in the form 
of rates and penalties.



Jargon
PCI – Payment Card Institute

DSS – Data Security Standard

Safe Harbor

Merchant Level

Level Validation



PCI Data Security Standard 
(PCIDSS)

Build and Maintain a Secure Network
Install and maintain a firewall configuration to protect data
Do not use vendor-supplied defaults for system passwords and other security 
parameters

Protect Cardholder Data
Protect stored data
Encrypt transmission of cardholder data and sensitive information across public 
networks

Maintain a Vulnerability Management Program
Use and regularly update anti-virus software
Develop and maintain secure systems and applications

Implement Strong Access Control Measures
Restrict access to data by business need-to-know
Assign a unique ID to each person with computer access
Restrict physical access to cardholder data

Regularly Monitor and Test Networks
Track and monitor all access to network resources and cardholder data
Regularly test security systems and processes

Maintain an Information Security Policy
Maintain a policy that addresses information security



Safe Harbor

Safe harbor provides members protection from Visa fines in the event its 
merchant or service provider experiences a data compromise. To attain 
safe harbor status: 

1. A member, merchant, or service provider must maintain full compliance at 
all times, including at the time of breach as demonstrated during a forensic 
investigation. 

2. A member must demonstrate that prior to the compromise their merchant 
had already met the compliance validation requirements, demonstrating full 
compliance. 

3. It is important to note that the submission of compliance validation 
documentation, in and of itself, does not provide the member safe harbor 
status. The entity must have adhered to all the requirements at the time of 
the compromise.



Merchant Level

Level 1
Any merchant-regardless of acceptance channel-processing over 6,000,000 Visa 

transactions per year. 
Any merchant that Visa, at its sole discretion, determines should meet the Level 
1 merchant requirements to minimize risk to the Visa system. 

Level 2
Any merchant-regardless of acceptance channel-processing 1,000,000 to 6,000,000 

Visa transactions per year.
Level 3

Any merchant processing 20,000 to 1,000,000 Visa e-commerce transactions per 
year.

Level 4
Any merchant processing fewer than 20,000 Visa e-commerce transactions per 

year, and all other merchants-regardless of acceptance channel-processing up 
to 1,000,000 Visa transactions per year.



Level Validation Requirements
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Ambiron Trustwave

Ambiron Trustwave is ABC’s compliance 
vendor (October 2007, 3 years)

TrustKeeper® is Trustwave’s enterprise 
compliance suite

TrustKeeper® can be leveraged to validate 
compliance against HIPAA, GLBA, SOX, FISMA 
and ISO17799.



ATW Service 1-Year Term 3-Year Term 5-Year Term

Compliance Validation Service (CVS) •

 

$22,000/yr •

 

$18,500/yr •

 

$17,000/yr

Policy & Procedure Service  (PPS) •

 

$12,000/yr 
1

•

 

$10,000/yr 
1
•

 

$3,000/yr 
2
•

 

$3,000/yr 
3

•

 

$9,000/yr 
1
•

 

$2,750/yr 
2
•

 

$2,750/yr 
3
•

 

$2,750/yr 
4
•

 

$2,750/yr 
5

ATW Optional Service Schedule 1 1-Year Term 3-Year Term 5-Year Term

Internal Vulnerability Scanning Service 
(IVSS)
•

 

Per IVSS Appliance
•

 

$8,500/yr •

 

$7,250/yr •

 

$6,750/yr

Trustwave: Rate Schedules 1



ATW Optional Service Schedule 2 Per Item Cost

Consulting Support Services
•

 

Per Hour ($250/hr)
•

 

50 Hour Bundle ($225/hr)
•

 

100 Hour Bundle ($215/hr)

•

 

$250/hr
•

 

$11,250
•

 

$21,500

Network Penetration Testing (Up to 10 IPs)
•

 

Per Test
•

 

Quarterly Testing (3 Additional/Year)
•

 

$7,500
•

 

$18,000

Onsite Assessment  & Report On 
Compliance
•

 

Per Re-Assessment & ROC Update
•

 

Quarterly Re-Assessment & ROC Update 
(3 Additional/Year)

•

 

$4,000
•

 

$10,000

Trustwave: Rate Schedules 2



Deliverable Description
Completion 

Date
Vulnerability 
Scan Report

Up to one vulnerability scan per month during the term will be 
conducted with a report delivered via the TrustKeeper portal. 
The report will incorporate both questionnaire and scan results.

Upon 
completion of 
questionnaire 
and 
vulnerability 
scanPCI Report on 

Compliance
At the conclusion of the assessment, a PCI Report on 
Compliance (ROC) will be created detailing the findings of the 
assessment and any areas of non-compliance. Specifically, the 
ROC will include the compliance status with respect to each PCI 
requirement, and recommendations for addressing areas of non- 
compliance.

Assessment 
Conclusion

Statement of 
Compliance

Upon achieving PCI Compliance, Client will be provided with a 
Statement of Compliance letter.

Upon achieving 
compliance

Penetration 
Test Report

A report detailing the findings of the manual verification and 
analysis of discovered vulnerabilities.

Test 
Conclusion

Policy and 
Procedures 
Documents

As a result of the Procedures Services, ATW will develop a set of 
Information Security Procedures addressing the PCI Data 
Security Standard.

During 
Assessment

Trustwave: Deliverables



Summary

Determine your merchant level to avoid surprises!

If that level requires independent validation, you are 
invited to use ABC’s Trustwave contract.

Contact:
charles.moore@abc.virginia.gov
804-213-4483

mailto:hcharles.moore@abc.virginia.gov


ISO Transformation Briefing

ISO Transformation Briefing
Mike Elkins and Mike Von Slomski

IT Infrastructure Partnership Transformation

December 12, 2007



ISO Transformation Briefing
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Transformation Deployment Updates



ISO Transformation Briefing

• Accomplishments for the 3rd quarter
– Exceeded desktop refresh rate (6,000 vs 4,500 target)

– Successfully moved 192 servers from RPB to CESC - migrated Agriculture & Consumer Services 
mainframe to CESC

– Completed office move to CESC.  Construction complete at SWESC and ribbon cutting scheduled 
for 12/12

– Network migration completed at 190 agency sites

– ITIL change, configuration and release management implemented across partnership on 9/4

• Challenges
– Maintaining desktop refresh rate during 2008 session

– Finalizing mainframe cutover date with impacted agencies

– Complex coordination between ITIL processes, Procedures Manual and preparation for Managed 
Services phase of the CIA

Transformation Overview



ISO Transformation Briefing

Transformation – Current Rollout Focus
Desktop Refresh

Completed Started
– DPB       - Gunston Hall       - DBA - VDH - TAX  - JYF
– DVS - DCG - DGIF  - DOC - DOCE - VDOT
– DMBE - CHR - SBE - DCE          - DHCD 
– VMNH - DCJS Pilot          - VSDBS - DJJ           - DMHMRSAS
– DEDR - VMFA - VSDBH - GOV - MVDB
– SCHEV - VWM - VITA - DRPT - VDA
– VCA - SCB

Incident Management (Peregrine) 
• Dept for Blind and Vision Impaired migrated October 1

• Dept for Rehabilitative Services migrated October 1

• Virginia Board for People with Disabilities migrated October 1

• Virginia Dept for the Deaf and Hard of Hearing migrated October 1

Network Refresh
• 265 sites converted to MPLS
• Network equipment deployed in SWESC (circuit turned up from SWESC to CESC)

Server and MF 
• Two Network Move Tests and one Mock Move Test Completed (Mainframe) 
• 329 of 635 Servers moved from RPB to CESC

Messaging
• VDH pre-migration meetings and schedule completed 



ISO Transformation Briefing
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ISO Transformation Briefing

Transformation Schedule- High Level
2006 2007 2008                  2009+

SAJ DNO FJ M SAJM DNOJA

Service Commencement  Date
7/1/06General

Transformation Phase  (36 Months to June 2009)Domains

ESOC Complete
SCD+23 (6/1/08)

Security Interim Security
Incident tracking
and Mgmt System
SCD+3 (10/1/06)

Enterprise Vulnerability Assessment 
Program Operational SCD+20 (3/1/08)

CSIRC Complete
SCD+20 (3/1/08)

MPLS Core Complete 
SCD+14 (9/1/07)

Complete Agency LAN migration 
(90%)SCD+30 (1/1/09)

Enterprise NOC
SCD+16 (11/1/07)

Data
Network

Temp. NOC
(11/1/06)

Voice VoIP Architecture Design
And Recommendations 

SCD+9 (4/1/07)

VoIP Completion (90%)
SCD+63  10/01/11

Procedures Manual (10/1/06)

ITIL Process Optimization 
Complete SCD+23 (6/1/08)

DR Test at SWESC SCD+22 (5/1/08)

FJ M SAJM DNOJA FJ M A

Messaging

months

+24 +30

D
C

S
N

VS
SS

RPB Migration
Complete
SCD+19 (2/1/08)

CESC  Ready for 
Occupancy

SCD+12   (7/1/07)
SWESC Ready
For Occupancy

SCD+16 (11/1/07)

Facilities

Server Consolidation
90% Complete

SCD+35 (6/1/09)

Mainframe /
Server

Help Desk Production Incident Mgmt System
/ SPOC Help Desk (SWESC)

SCD+24 (7/1/08)
Complete Desktop Refresh

SCD+32 (3/1/09)
Desktop

Single Statewide Address List
SCD+9 (P4/1/07-A3/22/07)

Enterprise messaging
90% complete

SCD+ 35 (6/1/09)

DNS / WINS 
Infrastructure
SCD+13 (9/1/07)

EU
S

Infrastructure Ops Center
(Interim) 11/1/06)

Begin Desktop Refresh (P3/01/07-A3/15/07)

Incident Mgmt.  Web Accessible (8/1/06)
Knowledge Mgt. System Operational P10/1/06-A4/01/07

Procedures Manual Plan (8/1/06)

Process Cutover (Internal Apps)

Desktop & asset mgmt system operational (P1/1/07-A1/29/07)

Arch Network Blueprint Addressing Plan (2/1/07)

+12 +18+6SCD
= Delivered, awaiting final VITA acceptance        = Delivered = Delayed



ISO Transformation Briefing

6 Month Transformation Agency Activity (50 agencies)

Key
S=Server 
H=Helpdesk 
N=Network 
D=Desktop 
MF=Mainframe

# Agency Oct-07 Nov-07 Dec-07 Jan-08 Feb-08 Mar-08
999 ABC H, N H H
226 BOA D D D
200 CSA D D
702 DBVI H, N H, N D, H, N D D D
750 DCE D, N, H N, H N, H N N N
140 DCJS S H H
440 DEQ N N H, N H, N H, N
960 DFP D D D D D
403 DGIF H H H
194 DGS  S
165 DHCD D D D H H H
423 DHR D D D D D
129 DHRM MF D D D D
777 DJJ D, H, N D, H, N H, N N N N
720 DMHMRSAS D, N D, N D, N D, N D, N D, N
409 DMME D D D, H D, H D, H
154 DMV N, MF N, MF N N, H N, H N, H
151 DOA MF MF  D D
841 DOAV D D D D D
701 DOC D, H D, H, MF H
201 DOE H
411 DOF H H D D D D
181 DOLI D, H D, H H
122 DPB MF MF  
505 DRPT D D D D
262 DRS H D D D D D
765 DSS S MF D
121 GOV D D D
425 JYF D D D D, H D, H D, H
202 LVA N N N
506 MVDB D D
132 SBE D, MF MF
157 SCB MF MF
245 SCHEV D
161 TAX D, MF, S  D, MF D
152 TD (Treasury) MF MF
606 VBPD N D, N D, N
794 VCBR D D D
163 VDA D D D D D
301 VDACS H, MF H D D D



ISO Transformation Briefing

Transformation Schedule- Q307, Q407 and Q108
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ISO Transformation Briefing

ITP has made tremendous progress across the 
Transformation deployments

Desktops (11,075+ deployed)
– Standard platform with anti virus and firewall 

security
– Reduces support calls required for older 

equipment

Peregrine live at 33 sites (2 waiting 
agency signoff)

– Centralized ticket reporting to support teams
– Easier metrics consolidation and monitoring

Piloted ITIL
– Integrated change management to increase 

successful change and coordination for 
infrastructure teams

– Configuration, Change, Release (CCR) 
management Go-Live on 9/4 for IT Partnership

Server consolidation
– Standardizing hardware platforms and added 

redundancy to the architecture allows for fewer 
problem outages.

– 251 of 2500 servers consolidated.
– 192 of 635 servers moved from RPB to CESC

Disk Consolidation – storage
– Removes older hardware from the architecture.
– Rapid deployment of new storage requirements
– Data replication to improve recovery timeframes

Mainframe
– Bubble test environment up and operational.
– VDACS mainframe moved to CESC
– New mainframe printers requested for CESC

Network MPLS Points of presence 
– Provides redundancy for main core infrastructure.
– Less down time and allows for maintenance to be 

performed while keeping network available
– Over 50% of ABC stores completed with very 

positive feedback from ABC



ISO Transformation Briefing

Desktop 4th QTR 07 & 1st QTR 08



ISO Transformation Briefing

Helpdesk – Peregrine Tool Coverage

DMHMRSAS
Office of the Governor
Virginia Department of Health
Virginia Museum of Natural History

Dept. of TAX
Dept. of Rehabilitative Services
Dept. of Agriculture and Consumer Svcs
Dept. of Forestry

33 Agencies Completed including: 20 Agencies in Progress 
including:

Peregrine Rollout (Agency/Users Served)
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ISO Transformation Briefing

Messaging Quarterly Run Rate
Exchange End User Migration Approach

0

10000

20000

30000

40000

50000

60000

70000

En
d 

U
se

rs
 M

ig
ra

te
d

Planned 50 4989 5401 7562 23097 34855 47213 57213
Actual 50

Q3 CY07 Q4 CY07 Q1 CY08 Q2 CY08 Q3 CY08 Q4 CY08 Q1 CY09 Q2 CY09

Q3 Pilot
VDA

Q108 Starts 
Messa

ging Full R
ollout



ISO Transformation Briefing

• Update
– 339 sites converted to MPLS as of November 28
– DEQ and VDH HQ network cross connects in place
– Kickoff completed for DRS, DJJ, VDOT, ABC, VDH, DEQ, VEC,  DOC, DMV
– Completed site surveys for VDH, LVA, VRC, and VEC

• Moving forward
– Perform site surveys for Mental Health, DMV, and VDOT
– LVA and VRC:  Final network requirements are being reviewed
– December’s Agency Transformation:  DJJ, VDOT, VDH, VEC 
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ISO Transformation Briefing

Agency Consolidation 
Date Confirmed

Consolidation  
Start

Consolidation 
Complete Total Target Servers

VDOT Y 5 Sept 07 16 Jan 08 325

DMV Y 8 Aug 07 1 Feb 08 350

TAX Y 10 Aug 07 11 Jan 08 185

VDH N 25 Sept 07 15 Feb 08 370

Server Consolidation Notional Schedule

Process to discover Servers:

– Validate Inventory

– Obtain data not provided by automated tools

– Classify servers via eligibility category



ISO Transformation Briefing

Server/Mainframe: 30 Day Outlook of Key Activities

Server

Complete Server Consolidation at DMHMRSAS (EOY requested by Agency)

Complete pilot Server Consolidation testing in VDOT, DMV, VDH, DOC

Complete production Peregrine interface integration for HPOV

Removal of rack and spare systems from RPB (this will include relocation of usable 
items to the SWESC facility) 

SITL Lab reconnection in CESC and population with test load sets (in support of 
Server Consolidation, Chargeback, Messaging) 

Mainframe

Mainframe relocation for 15 agencies scheduled for weekend of 12/15 and 12/16

– Agencies are engaged and are aware of relocation impacts; application 
availability and Internet will not be available during relocation

– Command Center to coordinate with agencies during relocation



ISO Transformation Briefing

Questions?
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2007 IREC COV Utilization
Online: 60 people 

visited the IREC 
website in 2007 (137 
total logins)

Teleconferences: 9 
people attended an 
IREC teleconference 
in 2007

Downloads - 203 Total 

9

33

48

25

0

17

9
5

20

30

7

00

10

20

30

40

50

60

Ja
nu

ary
Feb

rua
ry

Marc
h

Apri
l

May

Ju
ne Ju
ly

Aug
us

t
Sep

tem
be

r
Octo

be
r

Nove
mbe

r
Dece

mbe
r























www.vita.virginia.gov 61

Your 2008 IREC Decision

Please vote whether or not to continue the 
relationship with IREC by emailing 
VITASecurityServices@VITA.Virginia.Gov
with IREC Yes or IREC No in the subject line.

mailto:VITASecurityServices@VITA.Virginia.Gov
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Commonwealth Webmaster’s 
Group

Emily Hines Seibert
PR & Marketing Specialist

ISOAG Meeting
December 12, 2007

www.vita.virginia.gov 62
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Commonwealth Webmasters

• Who are these people and what are they 
doing?
– Collaborative group/community of interest
– Open to any government Web staffer
– Listserv provides day-to-day collaboration
– Group meetings provide demonstrations, tools 

and inspiration
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Recent meeting highlights
• Secretary of Technology Chopra 

introduced the Productivity Investment 
Fund and requested innovative ideas

• Microsoft conducted a “Virtual Earth” 
Webinar to display mapping technologies

• Foreign language workgroup led 
discussion about options and challenges

• Commonwealth Security Architect 
provided security tips



www.vita.virginia.gov 65

Informal Webmaster Workgroups

• Workgroups are formed as needed to 
address common issues

• Workgroup members usually volunteer 
based on interest and/or expertise

• Members provide good range of 
perspectives for common solutions

• Currently workgroups are studying foreign 
language translations, multimedia
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Formal Workgroups
• Commonwealth’s Web Site Policy, Standard and Guideline  

Work Group is chartered, with objectives and scope
• Convenes to review and suggest needed revisions of the 

current versions of the Web Site Policy (ITRM GOV105-00), 
Web Site Standard (ITRM GOV106-01), and Web Site 

Guideline (ITRM GOV107-00)

• Efforts are documented in an Enterprise Architecture sub- 
domain report on Virginia government Web sites for 
inclusion in the Application Domain of the Commonwealth’s 
Enterprise Technical Architecture

• Comprised of subject matter experts from a wide cross 
section of agencies

• Reconvening in January 2008
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Collaboration Enables Innovation
• Inside the agency environment, often hard 

to participate in enterprise thinking
• Web staff size and capability varies greatly
• Many areas of expertise in the “Web” 

domain
• Group participation allows sharing of ideas 

and expertise, fosters mentoring and 
innovation – as in the security groups
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Innovation in Action

David Foster
eCommerce Analyst - eVA Operations,

Department of General Services
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Innovation in Action

• Last October Kevin Adler, Microsoft Virtual Earth 
Geospatial Solutions Specialist, was invited to 
give a 15 minute presentation at a 
Commonwealth of Virginia Webmaster meeting. 
In that 15 minutes, he did share the web address 
for the  Virtual Earth online interactive software 
development kit. 

• As a result of the presentation the 
Commonwealth was able to harness the power of 
Virtual Earth measured in days, not years.

http://www.microsoft.com/virtualearth/government
http://dev.live.com/virtualearth/sdk/
http://dev.live.com/virtualearth/sdk/
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Emergency Procurement Mapping System BETA

TOOLS

• Virtual Earth online interactive software development kit.

• FrontPage or Dreamweaver Html Editors

• Adobe Photoshop

• Web server

• Development Time: Approximately 5 hours
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Emergency Procurement Mapping System BETA
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Emergency Procurement Mapping System BETA
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Emergency Procurement Mapping System BETA
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Emergency Procurement Mapping System BETA
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Emergency Procurement Mapping System BETA



www.vita.virginia.gov 76

Microsoft Blog
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Agencies who are developing other VE applications

Department of Emergency Management 
• Emergency Procurement Mapping System BETA

Department of Emergency Management

Virginia Department of Forestry

Department of Motor Vehicles 
• Map of Virginia with our DMV locations map of Virginia with our DMV locations

Library of Virginia 
• Show how much money is spent on libraries throughout the state

http://www.eva.state.va.us/learn-about-eva/virtualEarth.htm
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Innovation in Action

Judy Napier
Deputy Secretary of Technology 
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Innovation in Action: Google sitemaps
Partnership with Google significantly 

improved citizen access to government

• 27 government entities used free tools to create next generation 
sitemaps for pilot; 55 participants today, more wanted!

• Many joined this effort who had not formerly participated in state 
Web standards, including higher education, elected officials, 
museums and independent boards and authorities

• Over 183,000 state URLs have been made newly or more 
searchable through the sitemap initiative

• Virginia was one of four states to lead this pilot nationally; 
Governor Kaine’s news release is online.

http://www.governor.virginia.gov/MediaRelations/NewsReleases/viewRelease.cfm?id=400
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Innovation in Action: Custom Search
Partnership with Google significantly improved 

citizen access to government

• State portal, www.virginia.gov, installed a Google custom 
search engine to greatly improve results for state information  
(it’s the algorithm) 

• Agencies installed a new common banner on top of their sites 
to improve citizen usability and provide common elements

• Citizens don’t know/don’t want to know agency structure
• Custom search feature in common banner allows users to 

search for needed information and service from any site
• Again, many entities out of scope to standards participated – 

because it was the right thing to do for citizens.

http://www.virginia.gov/
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Partner with your Web staff!

• The Webmasters’ listserv, hosted by the 
Library of Virginia, is open to you.
To subscribe, please see instructions at 
http://listlva.lib.va.us/archives/vagovweb. 
html

Encourage your Web staff to subscribe to 
VITA security updates, and help them as 
they work to provide efficient government 

http://listlva.lib.va.us/archives/vagovweb.html
http://listlva.lib.va.us/archives/vagovweb.html
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Questions?

Emily Hines Seibert
Emily.seibert@vita.virginia.gov

804-416-6084

mailto:Emily.seibert@vita.virginia.gov
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Enterprise Architecture 
Data Collection

Mike Hammel, Todd Kissam, Easton Rhodd
Enterprise Architects

Version 7
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Enterprise Architecture – What is it?
Planning Framework to align information 

technology with business functions:

• Where are we now?

• Where do we want to go?

• How do we get there?
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Purpose of Data Collection
2007 CIO Objective

– Provide the knowledge base to assist the ITIB 
and our partners in 

1.gaining a better understanding of how IT 
investments support the business of the 
Commonwealth, and 

2. identifying collaboration opportunities 
through refinement and expansion of the 
Enterprise Architecture by June, 2008

Collaborative effort with NG and VEAP.
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EA Data Collection Outputs

• Inventory of Applications
• Inventory of Data Assets
• Inventory of Software Tools
• Linkages and Interfaces
• Extended EBA for HR and Finance

– Supports VEAP
• Supplements Configuration Management 

Database (CMDB)
• Library of Virginia Database Index
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Value to Agencies
• Gain a better understanding of how automated solutions 

support the business of the agency
• Gain a better understanding of how agency data assets are 

being used (internal and external)
• Data in repository will be shared with any who need it (i.e. 

single entry from agencies)
• Identifies state data assets
• Identifies available interfaces to state data assets
• Enterprise view supports collaboration of software solutions 

and sharing of data assets between agencies
• Better pricing on selected software tools
• Identifies who is using and who has expertise in which 

software tools. 
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Data Collection Process
Phase 1 Data Collection

– Create a Strawman based on previously collected data
– Meet with agency to review Phase 1 data collection 

spreadsheets
– Agency completes and returns spreadsheets to VITA-EA 

Three Spreadsheets
– Applications

– Software Tools

– Data Assets

Microsoft Excel 
Worksheet

Microsoft Excel 
Worksheet

Microsoft Excel 
Worksheet
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UPCOMING EVENTS!    
December 16 – State Payday with new Raises!

Monday December 17, 12:00 - 2:00 ISO Council Meeting with committee 
meetings from 2:00 – 3:00

Wednesday December 19, 2:00 – 3:00 National Webcast on Botnets 
sponsored by the U. S. Department of Homeland Security’s National Cyber 
Security Division and the Multi-State Information Sharing and Analysis Center

Tuesday January 8, 1:00 - 4:00 ISOAG meeting

Wednesday January 9 General Assembly Session

January ISO Orientation Date TBD register by emailing 
VITASecurityServices@VITA.Virginia.Gov
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UPCOMING EVENTS!
March 3, 2008 – March 8, 2008 SANS AT VA TECH 

Virginia Tech has been sponsoring onsite SANS classes every March since 
2001 and these classes are available to state and local government 
employees including state and local law enforcement at a substantial 
discount. 

The registration URL is http://www.cpe.vt.edu/isect. 

The price is $700/person for the entire event.  

Topics include: PCI Compliance, Advanced Network Worm and Bot 
Analysis, Windows Command-Line Kung Fu In-Depth and Reverse- 
Engineering Malware. 

Many thanks to Randy Marchany, Virginia Tech IT Security Lab Director 
for letting us know about this opportunity!

http://www.cpe.vt.edu/isect
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Other Business
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Partnership Audits  
• SAS 70 Type II Audit – Infrastructure services 

delivered to 26 agencies

• Security Audits – Security Controls on Infrastructure 
services delivered to 8 agencies

• Applicable portions of reports will be provided 
hardcopy to the Agency ISO not later than early 
January
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ADJOURN
THANK YOU FOR ATTENDING

HAVE A WONDERFUL DECEMBER!
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