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1 Introduction

The Commonwealth of Virginia is continually striving to improve its competitive
position in the national and global marketplace, and to provide the best environment for
economic development and quality of life for citizens. Virginia’s investment in
information technologies plays a critical supporting role in reaching the state’s business
goals as well as maintaining the Commonwealth’s position of best-managed state in the
nation.

The Commonwealth Information Technology Strategic Planning project has been
designed to create a strategic plan that will provide technology direction and guidance for
state agencies and a foundation upon which to base technology investment decisions that
are supportive of Virginia’s business direction.

Sixteen stakeholder workshops and many one-on-one sessions were conducted to collect
the perspectives of stakeholders. Over 130 people contributed to the products recapped in
this document.

Virginia citizen and business representatives, Virginia government and IT leaders, higher
education representatives, legislators and legislative staff all gave generously of their
time and expertise to work with this project, outlining and describing what matters most
in moving technology forward to support the business of the Commonwealth.
Technology experts’ “view over the horizon” on leading edge technology showing
promise for state government were gathered through futures presentations, a
vendor/partner workshop, and reviews of Gartner Group reports.

The products of these workshops sessions will provide the strategic planning retreat
participants with stakeholder perspectives on external trends that may impact Virginia,
citizen and business expectations, Virginia government business trends, Virginia IT
trends and leading edge technology direction.
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3 Executive Summary

This summary provides a broad overview of the perspectives of the Commonwealth
Strategic Plan for Information Technology stakeholder workshops. The workshops were
designed to capture high-level external trends that may impact Virginia, perspectives on
citizen and business services, Virginia government business trends, Virginia information
technology trends, and leading edge technology trends that may have implications for
state government. These information sets will inform the retreat participants as they
create the plan.

External Trends

These trends provide an overview of what participants perceive are factors that may need
to be considered when planning for Virginia’s future.

e Rapid change in technology, mobility, flexibility and broadband infrastructure
were trends most identified by workshop participants. Citizens, the business
community and state government staff all expect Virginia to provide efficient and
effective services through optimal use of technology.

e Demographic trends that are impacting Virginia include; an aging population that
will put increasing demands on senior services, cultural diversity that requires
expansion of multilingual services; a growing population that is increasing its
demand for services and shifting from rural to urban areas; and a continuing
digital divide for the poor and elderly.

e Federal deficits are reducing resources available to states, even as federal
requirements for states are growing. High energy costs and rising health care costs
are reducing resources for both businesses and government.

e Participants also recognized that Virginia is competing for industries and jobs in
an increasingly global economy. They were also concerned that rising tuition
costs may put higher education out of reach for more Virginians, hurting
Virginia’s ability to compete for quality jobs in the future.

e Workshop participants believe federal and state regulation and requirements for
performance measurement are increasing, and reflect a trend toward greater
accountability and transparency in government.

e Virginia’s workforce is aging, and the Commonwealth will face significant
knowledge loss in its workforce in the upcoming years. Recruiting and retaining
staff are perceived to be a challenge, and workshop participants believe it has
become more difficult to attract workers to state government jobs.
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Citizen Services

Citizen participants indicated they would like more services delivered through the
Internet, in both transactional capability and information access. They would like those
services delivered through a comprehensive web portal, and also want more options in
subscribing to email notification services.

Business Services

Businesses are pleased with the progress Virginia is making in providing services
electronically, but see room for improvement. Businesses would like to see increased
availability of state data in formats that can be downloaded and analyzed, and to share
data with state agencies in the areas of public safety and geospatial information. They
want state agencies to improve their capacity to share data with each other to reduce
redundancy in state reporting requirements for business, and for state government to
cooperate with the federal government in providing universal IDs other than social
security numbers.

Virginia Government Business Trends

While each Virginia state agency creates, implements and monitors its own strategic plan,
trends from these plans have emerged that cross agency and secretariat boundaries, and
represent the overarching priorities and direction of the business of state government in
aligning to the eight long term objectives set forth by the Council on Virginia’s Future.

Workshop participants believe that state agencies must continue to seek more effective
avenues of communicating with the public and that increased public awareness of
government functions, services and outcomes are essential to promote good public and
private decision-making. Opportunities also exist in internal communication, within and
between agencies, to strengthen collaboration and effectiveness, as well as to reduce
redundancies.

Participants perceive that the demand for services is increasing and strong emphasis is
placed on providing services cost effectively and efficiently to meet growing demands
with limited resources.

The first and most important obligation in governance is execution and compliance with
code mandates. Agency business leaders see opportunities for improving the use of
information to promote and ensure compliance.

Fiscal management trends reflect an emphasis on good stewardship and accountability,
while funding trends reflect concern over adequacy of resources and the need to
maximize opportunities for additional funding where needed for programs.

Ensuring an effective, skilled and productive workforce remains a priority for agencies.
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In the area of planning, improvement of internal controls and use of planning methods for
maximizing efficiency are ongoing concerns. Emerging directions in planning include
focusing on core competencies and incorporating best practices from the private sector,
re-engineering business processes, and evaluating government services based on
performance metrics, a leap forward in government accountability.

Virginia Information Technology Trends

Trends identified by workshop participants include moving toward infrastructure
centralization as well as a need to expand on and improve infrastructure throughout the
Commonwealth.

Virginia IT leaders identified increasing emphasis on security as high-priority.
Maintaining a robust information technology security program is viewed as critical to
ensure effective operation of the Commonwealth of Virginia’s enterprise.

Workshop participants identified the need to improve the ability to share data across
agencies, and between state agencies and localities, and to provide more effective
information access to the public.

Participants perceive that to an extent, information sharing and exchange among state
agencies and between the state and localities are obstructed in the current “stove-piped”
environment. Where information sharing is required among and between these entities,
the lack of common data vocabularies slows business processes, and creates redundancies
for both agencies and citizens. Although some progress has been made, more effort is
needed to detail how information sharing responsibilities and relationships will advance
this task.

Virginia IT leaders recognize consolidation of technologies that provide administrative
functions will allow the Commonwealth to provide more effective services, reduce
redundancy, and lower costs.

In addition, replacement of outdated legacy systems offers not only the opportunity for
cost savings and improved service, but also to coordinate similar projects within and
across secretariats.

Geospatial technology, data management, and data mining were identified as key
applications technologies to support business decisions.

Service-oriented architecture has the potential to “join up” government through
interactive business components that are usable across application and enterprise
boundaries.

IT leaders, business leaders, Virginia businesses and citizens all identified the need to
expand service delivery through a single point of contact portal, truly moving to an e-
government environment.
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Workshop participants identified movement toward greater accountability in IT
investment, formalized risk management and documentation of results. Participants
believe that governance of information technology as a service should be assistive rather
than dictatorial.

Existing Enterprise/Collaboration IT Projects

Agency proposed IT projects that have been identified for initial planning or approved for
planning and that were evaluated for potential IT collaboration opportunities. These
represent enterprise level IT project trends in the Commonwealth, and are categorized in
the following areas:

Services to Citizens: (the mission and purpose of Virginia government in terms of the
services it provides both to and on behalf of its citizens) — Projects under Workforce
Management: training and employment

Mode of Delivery: (describes the mechanisms the Commonwealth uses to achieve the
purpose of government or its services for citizens) — Projects under Regulatory
Compliance and Enforcement: permits and licensing

Support of Delivery of Services: (provides the critical policy, programmatic and
managerial underpinnings that facilitate the state government*s delivery of services to
citizens and to other state and local government agencies) Projects under Revenue
Collection: debt collection, user fee collection

Management of Government Resources (refers to the resource management activities that
must be performed for the State Government to operate effectively on a day-to-day basis)
Projects under Administrative Management: equipment management, facilities
management, travel. Financial Management — All functions, financial vehicles. Human
Resource Management — All functions. Supply Chain Management - goods acquisition,
inventory control, services acquisition

Leading Edge Technologies

New and emerging information technology trends were identified through seminars,
workshops and discussions with the Commonwealth’s vendors/partners, the Higher
Education CI1O Council, and through research from a variety of sources, most often, from
the Gartner Group.

IT management trends include asset management, global sourcing, IT utility,
telecommunications and “joining up” government. VVoice/data convergence is gaining
ground.

Security, privacy and risk are increasingly critical and must be balanced but also must be
consistent with business goals and business risk priorities. Information security and
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identity management need to provide privacy, security, and accessibility to data with a
higher granularity of access rights

Interoperability of systems and information exchange are vital. The demands of
legislative and regulatory compliance requirements, such as Freedom of Information Act
legislation, are realities forcing a risk management approach. Expectations of agencies
are greater and so are constraints in funding and resources.

Service-Oriented Architecture provides interoperability, maintainability, lower
integration and testing, re-use (lower cost, predictability), agility (real-time enterprise),
enables shared services between enterprises, and reduced need for standardization

Web services protocols and standards used for exchanging data between applications or
systems are becoming increasingly important.

Open source provides cost savings, with less upfront cost, interoperability, long-term
archive, quicker time to market for software, and increased innovation.

Service delivery trends identified by participants include consolidated operational
environments, wireless delivery, government provided broadband, single portal/public
access, and GIS based services

Participants deemed IT management trends in asset management, integrating government
and business performance management areas of potential.

The IT workforce will be undergoing profound changes in the future, as new technologies
reduce the need for IT specialists.

Global sourcing demands a focus on operational excellence. In less than five years, the

remote and virtual nature of global delivery will force the decoupling of business process
and applications, which will give rise to selective business process utilities.

10
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4 External Trends

In each workshop, participants were asked to identify high-level trends external to
state government that may impact Virginia.

These trends provide an overview of what participants perceive are factors that may
need to be considered when planning for Virginia’s future.

4.1 Demographic Trends

Summary:

Demographic trends that are impacting Virginia include an: aging population that
will put increasing demands on senior services; cultural diversity that requires the
expansion of multilingual services; a growing population that is increasing demand
for services and shifting from rural to urban areas; and a continuing digital divide
for the poor and elderly.

Detail:

o Aging Population: The baby boom wave is reaching retirement. This puts
increasing demands on Social Security, Medicare and senior services, while the
tax base will decline due to fewer workers contributing income tax dollars to
public coffers.

o Cultural Diversity: Increasing cultural diversity in Virginia, particularly in
Northern Virginia, is creating more need for multilingual services, and service
delivery tailored to different cultures.

o Growing Population: Virginia’s population is increasing, and continuing to shift
from rural areas to urban areas. Service needs are growing and shifting with the
population, and urban migration stressing already overburdened transportation
systems. The demand for services is growing, and budgets are not keeping pace.
Greater efficiency and effectiveness are needed to provide additional services
with static or declining resources.

o Digital Divide: While the overall population has become more technologically
sophisticated, the digital divide still exists. The poor, frequently in need of state
services, have the fewest options in accessing services. The elderly frequently do
not possess the technological sophistication to use e-government. Language
barriers also compound immigrants’ ability to access services electronically as
well as in person.

4.2 Public Expectations

11



Commonwealth of Virginia Strategic Plan for Information Technology — Stakeholder Workshop Results Jan. 2006

Summary:

Workshop participants perceived that the public is becoming increasingly
sophisticated in use of technology, and has growing expectations for electronic
services, on flexible schedules that fit their lifestyles.

Along with increased use and access comes a demand for protection from new
varieties of technologically enabled crime, as well as physical protection from
terrorism and natural disasters.

Detail:

o More Sophisticated Public: The public is becoming increasingly sophisticated in
use of technology, and has greater expectations of government in services and
information. The public increasingly expects 24/7 access, with use of cell phones,
wireless devices and broadband growing.

o More Service Options: Families have changed; there are more single heads of
households, and more families with two breadwinners, creating a demand for
services outside of traditional nine-to-five hours.

o Demand for Electronic Security: Technology has created new varieties of crime,
such as identity theft, and the public wants protection.

o Demand for Physical Security: Terrorism threats, natural disasters and disease
threats have increased public awareness of the need for government emergency
planning and response. Continuity of operations planning and seamless
communication among emergency responders and health care providers are high
priorities.

4.3 Economic Trends

Summary:

Federal deficits are reducing resources available to states, even as federal
requirements for state resources are growing. High energy costs and rising health
care costs are reducing resources for both businesses and government. Workshop
participants also recognized that Virginia is competing for industries and jobs in an
increasingly global economy.

Detail:

o Federal Deficits: Federal deficits are growing and there is increasing competition
for fewer resources. Public dissatisfaction will increase as services decline due to
reduced funding. The Commonwealth is under pressure to preserve programs and
services with state funds. Even as fewer federal funds are available, federal
mandates such as the Health Insurance Portability and Accountability Act

12
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(HIPAA) and the Americans with Disabilities Act (ADA) demand additional state
resources.

o High Energy Costs: High energy costs are impacting agency budgets and the
public. Rising costs have a disproportionate effect on low-income families and
communities. High costs may provide impetus to seek alternative energy sources.
Energy costs may also accelerate the move toward flexible work schedules and
environments.

o Health Care Costs: Health care costs and the cost of insurance are leaving greater
numbers of people without adequate coverage. This affects the workforce, as
productivity is lost when workers do not have adequate health care. Reductions in
federal health care subsidies also put additional pressure on state budgets.

o Global Economy: The global economy and technology have created more
opportunities for companies to outsource on and offshore. Virginia needs to be
competitive to retain and create jobs for Virginians. Worldwide political stability
also affects the global economy and trade, which impacts Virginia’s economy.
Wars and terrorism change funding priorities, and shift funds away from
initiatives such as revamping federal and state infrastructure.

4.4 Education Trends

Summary:

Workshop participants identified a need for schools to keep pace with rapidly
changing technology, contributing to higher costs of public education.

They were also concerned that rising tuition costs may put higher education out of
reach for more Virginians, hurting Virginia’s ability to compete for quality jobs in
the future.

Today’s college students are members of the first generation whose abilities and
expectations have been shaped by access to computers and the Internet since early
childhood. IT has also facilitated different instructional methods, and this will
impact these graduates’ expectations when they enter adulthood and the workforce.

Detail:
o Education and Technology: Families are using increasingly sophisticated
technology in the home. The schools need to keep pace with the latest technology
in the classroom, raising the cost of public education.

o Rising Tuition: Higher education tuition is increasing, potentially widening the
gap in educational opportunities between the economic classes and reducing the

13
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number of Virginians able to obtain a quality education. Fewer educated workers
will reduce Virginia’s competitiveness in attracting high quality industries.

o “Digital Natives”: The first generation of children raised with computers and the
Internet is entering higher education institutions — they are “digital natives” rather
than “digital immigrants”. These students have completely different styles of
learning than previous generations and IT is facilitating new forms of
instructional delivery. As this generation enters the workforce, they will have
vastly different expectations of workplace environments and service provision,
and this will further accelerate the move toward “virtual offices” and on-demand
information and services from the state.

45 Political Trends

Summary:

Workshop participants believe federal and state regulation and requirements for
performance measurement are increasing, and reflect a trend toward greater
accountability and transparency in government. Clear and objective performance
data is a key component in demonstrating results and cost effectiveness.

Participants also expressed concern with lack of continuity caused by Virginia’s
four-year gubernatorial term limit.

Detail:

o Federal/State Regulations and Performance Measurement: Federal and state
regulation and oversight are growing as a consequence of demand for
accountability and demonstration of results. Improvements in collection and use
of data are needed to meet reporting requirements and create transparency in
government.

o Stricter Privacy Regulations and Advocacy: Citizens are wary of government
involvement in private lives, resulting in legislation such as HIPPA. There are
growing conflicts between protecting privacy and using data to improve services.

o Four Year Gubernatorial Term Limit: Virginia’s administration changes every
four years, resulting in a lack of continuity and wasted resources due to changing
priorities and initiatives.

4.6 General Technology Trends

Summary:

Rapid change, mobility, flexibility and broadband infrastructure were trends most
identified by workshop participants. Citizens, the business community and state

14
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government staff all expect Virginia to provide efficient and effective services
through optimal use of technology.

Detail:
a

4.7

Rapid Change: Rapid changes in technology accelerate obsolescence and
upgrade/replacement costs. Changes in technology also require constant training
to upgrade workforce skill sets.

Mobile Technology: Increasing use of mobile technologies such as PDAs and cell
phones, and increasing availability of wireless create demands for access to state
services through these devices.

Broadband Infrastructure: Rural areas are still lacking broadband access, creating
an urban-rural digital divide that complicates service delivery and hinders
economic development.

Information Exchange Standards: Exchange standards establish a foundation for
greater efficiency in data sharing and elimination of redundancy.

Workforce Trends

Summary:

Virginia’s workforce is aging and the Commonwealth will face significant
knowledge loss in its workforce in the future. Recruiting, retaining, training and
retraining the state workforce are perceived to be a challenge, and workshop
participants believe it has become more difficult to attract workers to state
government jobs.

Detail:
a

Aging Workforce: A significant percentage of the Commonwealth’s workforce is
approaching retirement. Aggressive recruitment, training and retraining will be
needed to compensate for knowledge loss.

Generation X Workforce: This generation of workers expects mobility,

telecommuting and flextime. They also lack desire to work for state government,
as salaries are not competitive with the private sector.
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5 Citizen Services

In the citizens” workshop participants were asked to consider/reflect on the services
they currently receive from state government and their expectations of services
offerings for the future. They were also asked to consider how they would like to
receive those services.

Citizen participants indicated they would like more services delivered through the
Internet, in both transactional capability and information access. They would like
those services delivered through a comprehensive web portal, and also want more
options in subscribing to email notification services.

5.1 Services

Summary:

In the citizens’ workshop the participants indicated a desire to interact with state
government more on an electronic footing. This type of interaction covers the full
spectrum of transactional and information services. They also indicated concerns
on the accuracy and timeliness of information.

Detail:
The participants provided the following examples:

Tran