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An Introduction: 
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Remember When… 
The Year Was 2006 
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Remember When… 

 WORST CASE SCENARIO 

– Self-inflicted wound 

Veteran’s Administration 
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As Time Passed… 

 An “Impact Catalyst” (2002) 

 National Importance (2005) 

 Growth in Scale (2005-2009) 

 “Cyber rioting” (2010) 

 Architectural Impacts (ongoing) 

 

 

The Situation Evolved 



Copyright © 2014, Oracle and/or its affiliates. All rights reserved. Oracle Internal & Confidential 6 

There oughta’ be a law… 
WORST CASE:  Public Sector ROI 
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Growing Awareness 
WORST CASE: “Going Deep” 
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Indication of Scale 
WORST CASE: Mega-opportunism 
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Hacktivists 
WORST CASE:  Threat Modeling 
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The Architectural Revolution 

 Paper to Digital 

 Mobile 

 Shared Services 

 Cloud 

 SaaS 

 Big Data 

 BYOD 

Adapting Security for New Business Models 
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A Tipping Point? 
Regardless…we’re someplace else now 
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How to Plan for the Future? 
Trend Analysis & Lessons Learned 

 Adapt 

– Threat Modeling 

– Cyber Capabilities 

– Guidance 

 Best/Appropriate Practices 

 Compliance 

– Impact on Enterprise Architecture 

– “Getting there from here” 
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“Hacktivists” 

• Decentralized “movements” 

• Hack targets for political reasons 

• No clear financial motivation 

• Highly visible, large scale attacks 

• They stay busy (58% of all data 

theft busy*):  CIA, FBI, Infragard, 

US Senate, Scientology, PBS, 

Israel, Paypal, Visa, Mastercard 

and even Wikileaks!  
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Specifically Target Public Sector Orgs 
WORST CASE:  Busy Bees with a “Thing” for Government 
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Insiders Inflict Incredible Injury 

• Immense fallout from leaks 

• 3x as likely to target Public 

Sector’s “Crown Jewel” Data 

Sets 

• Curiosity, Ideology, Fame, 

Challenge, Advantage 

• WORST CASE:  Deal Crushing 

Blows to Most Sensitive 

Initiatives & Programs.  Know 

Where It Hurts. 
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APTs 

16 
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Ever Adapting Threat Landscape 

Stealthy 

Zero Day 

Polymorphic 

Coordinated 

Targeted 

Persistent 
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       Meet PLA Unit 61398… 

18 

- “Quality Intrusions – Since 2006” 
 

- >1000 Servers 
 

- >2000 Employees 
 

- 3 “personas” 
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On Closer Inspection… 

19 

Total # of attacks by  

industry vertical 

 

A number of other 

categories that are 

related. 
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Closer still. 

20 

Most targeted vertical 

since 2011  



Copyright © 2014, Oracle and/or its affiliates. All rights reserved. Oracle Internal & Confidential 21 

Modus Operandi (in a nutshell) 

21 

- Spearphish 
- Recon 

- Persistent 
- Privileges 
- Auditing 

- Package up and remove 
EVERYTHING 

- WORST CASE: Will Require 
Unprecedented Security 
Capabilities to Stop 
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Cybercriminals: 

• Delivery vs. Development 

• Leaving Breaching for Building Tools 

• Targets of Opportunity (75% trend) 

• High Proportion of Automation 
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WORST CASE:  Learning from All Other Players 
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Pick up a paper, any paper… 

 “Those that have been breached…” 

 Lives, programs, fortunes…changed 

 The questions every: 

– CIO 

– Board 

– Governor 

needs to ask 

Profound IMPACT of Cybersecurity 
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Making Adjustments 

 Hacktivists:  Unpredictable, Eschew modeling 

 Insiders:  May know your weaknesses & 

sensitive data better than you do 

 APTs:  Advanced.  Persistent.  Motivated. 

 Cybercriminals:  Quick Learners & Up the Ante 

 WORST CASE:  An amalgam of ALL, stakes 

continue to grow 

What have recent activities shown us? 
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New threats call for a new security roadmap 

 New Considerations 

– Stealth, Covering Audit Trails 

– Cross Boundary Compromises, Non-prod Environs 

– Privileged Users & Privilege Escalation 

– Zero Day 

– Architecture & Delivery 

 

 

 

Accounting for complexity, scale, lessons learned... 
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A Little Help Please? 
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Convergence 
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NIST Special Publication 800-53R4 

 Adjustments 

– Audit protection & proactive alerting 

– Superuser access 

– Continuous monitoring  

– Secure configurations 

 

 

Specific controls and granular capabilities 
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NIST Risk Management Framework 

 Adjustments 

– Top down framework for most specs 

– Risk-based decision making 

– Lifecycle of adjustments 

– Doesn’t count on preventing all attacks 

– Baselining  

– “Continuous monitoring & controls” 

 

 

Integration, Management Processes, Iterative Improvement 
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Convergence in Standards 
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Prescriptive 
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The NIST Cybersecurity Framework 

 Executive Order 13636 

– SERIOUS threats! 

– “Critical Infrastructure Protection” 

 NIST tasked with writing the framework 

 Voluntary 

 Public/private 

 Flexible 

 

 

How’d We Get Here? 
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Who’s affected? 

 Directly S&L:  I.T., Energy, Food & 

Agriculture, Government Facilities, 

Transportation, Water Treatment, 

First Responders 

 Likely Related:  Health Care, Dams, 

Nuclear/Materials/Waste,  

Communications 

 

 

“Critical Infrastructure” 
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Business Impacts 

 Reinforces several security frameworks 

 Public Sector still uses NIST 

– IRS 1075, HIPAA/HITECH, CJIS, etc. 

 Early Supporters 

 De Facto Standard? 

 

 

More adjustments 
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Under the Covers 

 Framework Core (activities/outcomes) 

 Implementation Tiers (processes) 

 Framework Profile (detailed guidance) 

 

 

Identify. Protect. Detect. Respond. Recover. 
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 Identify 

 Identify is NOT referring to threats 

 Assets, Risks, Policies 

 Actionable intelligence, Privilege/role modeling 

 

 

Identify. Protect. Detect. Respond. Recover. 
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 Protect 

 Locking down access (data, identity, remote access) 

 Also secure environments (backup, non-prod, maintenance) 

 Where most of the 800-53 capabilities are organized 

 

 

Identify. Protect. Detect. Respond. Recover. 
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 Detect 

 Requires full-stack visibility 

 Actionable intelligence difficult to cull from disparate systems 

 System, infrastructure, data, access nodes in security context 

 An integration project in itself 

 

Identify. Protect. Detect. Respond. Recover. 
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 Respond 

 Analysis, Alerting, Segmentation 

 Should be reflected in Enterprise Architecture 

 Cyber analytics/reporting and mitigation 

 

 

Identify. Protect. Detect. Respond. Recover. 
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 Recover 

 Resiliency 

 Recovery 

 Business Continuity 

 Iterative Adjustment 

 

 

Identify. Protect. Detect. Respond. Recover. 
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“Getting There from Here” 

 Threats require a holistic approach 

 Multiple-disciplines 

– People 

– Process 

– Policy 

– Technology  

– Enterprise Architecture 

 

 

Cybersecurity looks different for every organization 
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Most Common WORST CASE Prescriptions 

 Comprehensive DB Security 

 Secure  & Complete Audit Platform 

 Masking Sensitive Data in Non-Production 

 Identity Management & RBAC 

 Security Policy Enforcement 

 Secure configuration/management 

 Continuous monitoring/alerting 

 

 

 

Helping where it hurts… 
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Resources & Support 

 Assistance in mapping to Cyber specs 

– Data classification 

– Risk assessment 

– NIST based data security workshop 

 RBAC/Identity Modeling 

– SICAM Infrastructure 

 Mobile Security/BYOD Architecture 

 Secure Government Resource Center 

– Cybersecurity White Paper 

 

 

How Oracle can help 
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More Resources for the Most Important TLA’s 
CLM’s & RGE’s 
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Have a Plan 

 Hope 

 The Plan 

 The Team (“Makin’ a List”) 

– The Lead? 

– CISO?  CPO?  CIO?  Counsel? 

– HR?  Call Center?  Law Enf? 

– Partners?  PR?   

 Drill, Baby, Drill!!! 

– “Checkin’ it Twice” (or 4x) 

– Contracts 

 

 

 

By the Time You Need It… 
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“First 24” 

 Record everything! 

– Detection, Efforts, Notification, Scope 

 Stop & Secure 

– Don’t power down! 

 Assemble the team 

– You have a contact list, right? 

 Interview & more documenting 

 Determine priorities 

– Regulations, Conflicts, Obligations 

 

 

Most Critical Steps (Internal) 
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“First 24”  

 SME’s 

– Law Enforcement 

– Forensics 

– PR/Breach 

 Review Notification Protocols/Decisions 

– Language & Templates 

 Respond/Report 

 

 

 

Most Critical Steps (External) 
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Resources & Templates 

 

 

 

“I see you have a wheel…” 
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“Ground Zero” at a Glance 

 Discover 

 Investigate & Abate 

 Notify Your Team 

 Call in SME’s 

– Counsel, Forensics, Law Enforcement?   

PR?  3rd Party SME’s? 

 Begin Notification Cadence 

 Announcements, Notifications, Call Center 

 RECOVER 

 

 

A Rough Outline Cadence 
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Q&A 
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