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ISOAG  November 2, 2016 Agenda 
 
I. Welcome & Opening Remarks                          Mike Watson, VITA 

 
II. Ethics in IT Security                                     Alison Gise Johnson, PhD, VUU  

          
III. Data Points                                                        Jon Smith & Mark Martens, VITA 

 
IV.  Upcoming Events                                             Mike Watson, VITA 

 
V. Partnership Update                                           Northrop Grumman 

 
 
       
 
 
  
        
 
   
      
       
 
     

 



ETHICS IN A CHANGING 
WORLD 
A Theory on The Influential Nature of Values 
 
 
 
Alison Gise Johnson, PhD 
Presented November 2, 2016  
Virginia Information Technologies Agency 
Copyright©2016 by Alison Gise Johnson, PhD 
 
 



Introduction 
• How I come to this work 
 
• What I see as proposed benefits 

• Means by which to understand office dynamics 
and leadership 

• Means by which to interpret current events 
• Opportunity to ask the question “securing 
what?” 



RELATIONSHIP BETWEEN 
ETHICS, VALUES AND ORDER 
Understanding the Philosophical Foundations for 
“Good” 



Defining Ethics  

•Philosophical and practical means for 
designing systematic operations 
wherein all parts and populations of a 
particular entity operate toward a 
specific end- THE GOOD 
 
 

 
 



What Good is Not. What Good Is. 

•GOOD ≠ RIGHT  
•GOOD ≠ MORAL 
•GOOD ≠ STATIC 
•GOOD= THAT WHICH BRINGS 
  ORDER (Social or Institutional) 

 
 



How Good Operates  

Ideologies/Value Systems 

Governance Structures 

Institutions 

Media/Cultural Productions 



Values 
• Axiology- study of values 

 
• Value systems are the invisible building blocks for 

constructing what is “good.” 
 

• Often tutored through family instruction and dynamics, 
school, social and institutional environments, or may in 
fact be integral to who we are as individuals 
 

• We all have values by which we operate as individuals 
and communal groups which may or may not align with 
those on which our societies are built or even the 
institutions/corporations for which we work 



Two Types of Good 

Value Systems 
Based on 
Acquisition of 
Material Goods 

Value Systems 
Based on 
Maintenance of 
Relationships 



Hall-Tonna Values Mapping 



APPLICATION OF THEORY 



So What Does that Look Like In Terms of 
Office Dynamics 

       AQUISITION   RELATIONSHIP 
 
 Paycheck                Excellence 
 Position    Career Development 
 Power    Personal Commitment to  
Job Security               corporate mission          
Meets minimal requirements Invested in building, 
     growing,  perfecting, 
     innovating 



What Is Required of Leadership 



Example of Tension: A Bugs Life   
Acquisition/Control and Survival to Relationship 



Value Systems As Means of 
Understanding Contemporary Issues 

•Kim Davis Rowan County Clerk 
•Federal Wildlife Refuge Oregon 
•Black Lives Matter Movement 
•Dakota Access Pipeline 
•Rise of ISIS 
 
 
 



Hall-Tonna Values Mapping 



Social Shifts, Technology and Security 
• Values Drive Social Shifts 
• Technology Becomes the Vehicle for Delivery of Ideas 

and Ideals 
• The Difficulty 
 Security is always located on the  acquisition side of 
 values mapping;  
 Those responsible for security are required to 
 maintain existing status quo while trying to define 
 what that means with rapid changes in technology 
 Security and management of data is often viewed as 
 a values-free career. 



What is “Good” in terms of An Ethic of 
Security Based on Shifts in Technology 
and A Changing Social Landscape? 

• Contemporary Situations 
         Private E-Mail Servers and Other Forms of 
  Technology 
 Shift from Welfare State to Military State 
 Competing Values between Institutions and 
  Employees 



QUESTIONS AND 
CLOSING COMMENTS 



Bibliographic Contributions 
• Brian Hall, Values Shift: A Guide to Personal & 

Organizational Transformation, 1994 
• Hall-Tonna Values Mapping, 

www.newcommglobal.com/upload/VTHallTonna%20Value
s%20Map.DOC 

• Malcolm Andress, unpublished work on Social Enterprise, 
2016 
 

http://www.newcommglobal.com/upload/VTHallTonna Values Map.DOC
http://www.newcommglobal.com/upload/VTHallTonna Values Map.DOC
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NCSR, Business Process Workflow, 
& Reconciliation 
 

Jonathan Smith & Mark Martens 
ISOAG 
November 2nd , 2016 
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NCSR - Add or Change drop down 
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NCSR – Questionnaire ID 

Click on the Questionnaire ID to begin. 
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Reports 

Click on 
“Agency 
 Actionable 
 Dashboard” 
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NCSR  
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NCSR Instructions  
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NCSR – Maturity Scale 
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NCSR – Summary 
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NCSR Categories/Questions 
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NCSR – Save 
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Reconciling 
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Apps missing BP or Data Sets 
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Items on this report need help 
 
 
 

• You don’t want to be on this report 
• Over 60 agencies on this report 
• Over 1,300 applications 
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Reports 
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Application Reports 
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Reconciliation 
• All applications must be reconciled.  CSRM 

expects the BIA, Data Sets, and IT 
Security Audit Plan to agree.  If they don’t 
agree, the IT Security Audit Plan will be 
rejected. 
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Miscellaneous 
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Business Process Workflow 
 



41 

Click on the business process to edit 
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New date and approval fields 
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Agency Submission Status 
 



44 

BIA tabs and required fields 
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Questions 
  

????????????? 
 

You may also send any questions to : 
CommonwealthSecurity@VITA.Virginia.Gov 
 

mailto:CommonwealthSecurity@VITA.Virginia.Gov
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Upcoming Events 
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SAVE THE DATE 
 
    

   
     
  
     
 
 
 
                                              
Contact: CovSecurityConference@vita.virginia.gov 
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COV Security Conference 
 
    

More information on the 2017 COV Information Security 
conference can be found @: 
http://www.vita.virginia.gov/default.aspx?id=6442472001  
 
The online form to submit for the Call for Papers can be found 
here: http://vita2.virginia.gov/security/callforpapers/index.cfm 
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ISC2 Update 
 
 

The November ISC2 chapter meeting has moved to December 1st from 6- 8 pm due to the upcoming 
Thanksgiving Holiday. 
Location: TBA 
Website: http://isc2chapter-richmondmetro.com  for further information. 
 
CISSP Course Offer: 
 
ISC2 will be offering a CISSP course on December 5-9th at a discount price for anyone who references the 
(ISC)2 Richmond Metro Chapter.   Normal rate is $2699.00, but for chapter referrals the cost is $1500.00.  
That does not include the exam cost.  
  
Contact any chapter officer:  
 
President  Craig Luka, CISSP       Craig.luka@isc2chapter-richmondmetro.com 
Treasurer                      Ivan Gil, CISSP                       ivan.gil@isc2chapter-richmondmetro.com 
Secretary                       Chris Schurman, CISSP          chris.schurman@isc2chapter-richmondmetro.com 
Membership Chair         Granger Helvey, CISSP           granger.helvey@isc2chapter-richmondmetro.com  
   

 
         
                             
 
 
 
 
 
  
 
   
   

   
 
 
 
 
 
  

http://isc2chapter-richmondmetro.com/
http://isc2chapter-richmondmetro.com/
http://isc2chapter-richmondmetro.com/
http://isc2chapter-richmondmetro.com/
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IS Orientation 
 
 

   

Date:    Thursday, December 8, 2016 
Time:          9:30 – 11:30 am 
Location:        CESC , Room 1221 
Presenter:   Bill Freda 
 
Register here: 
http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10 
 

 
         
                             
 
 
 
 
 
  
 
   
   

   
 
 
 
 
 
  

http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
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Knowledge Center Notice 
 
 

   

If you are attempting to take courses in the Knowledge Center, it 
will be unavailable from Nov. 1 thru Nov. 14 due to an upgrade. 
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Future ISOAG 
 
 

  

December 7, 2016 1:00 - 4:00 pm @ CESC 
 

 Speakers: Zacc Allen, VADOC 
         Topic: Data Governance               
 
  
 
   
   

   
 
 
 
 
 
 

ISOAG meets the 1st Wednesday of each month in 2016 
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ADJOURN 
THANK YOU FOR ATTENDING 

Picture courtesy of www.v3.co.uk 
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