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ISOAG  July 6, 2016 Agenda 
 
  I. Welcome & Opening Remarks                  Mike Watson, VITA 

 
 II. The Internet of Things,                           Ellen Nadeau, NIST, Cyber Policy Strategist 
       Big Data, Smart Grid, Health IT   
   
 III. Archer Reporting/Analysis                   Mark Martens, VITA & Joy Young, VITA 
 
 IV. VITA Centralized/Shared                       Ed Miller, VITA 
        ISO & Audit Services 
 
 
 V. Upcoming Events                                     Mike Watson, VITA   

 
 VI. Partnership Update                               Northrop Grumman 
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Using Risk Management to 
Improve Privacy in 
Information Systems 



Information Security and Privacy: 
Boundaries and Overlap 

Security 
Issues: 

unauthorized 
system 

behavior 

Privacy Issues: 
by-product of 
authorized PII 

processing 

 
Secur
ity of 

PII 



Identifying Risk 
A measure of the extent to which an 
entity is threatened by a potential 
circumstance or event 
A function of: 
 Likelihood of occurrence 
 Adverse impact that would occur 

 
Security Risk = Vulnerability * 

Threat * Impact 



Potential Problems for 
Individuals 

Loss of Self 
Determinatio

n 

Loss of Autonomy 
Exclusion 
Loss of Liberty 
Physical Harm 

Discriminatio
n 

Stigmatizatio
n 

Power 
Imbalance 

Economic Loss 

Loss of Trust 



Privacy Risk Equation 
Privacy Risk = Likelihood of a Problematic Data 

Action * Impact Likelihood is 
determined by 

contextually-based 
analysis that a data 

action is likely to create 
a problem for 

representative set of 
individuals Note: Contextual analysis is the comparison of  Data Actions, the 

personal information on which they act, and contextual considerations 

Impact is determined 
by an analysis of the 
adverse affects on an 

organization of creating 
the potential for 
privacy problems  



Risk can never be eliminated 
and so it must be 

MANAGED!!  
 

   
  

Risk Responses 

• Accept risk 
•  Avoid risk 
•  Mitigate risk 
•  Transfer/share risk 

 
 
 
 
 

Risk Decisions 

• Organization-wide 
process 

• Optimization factors 
include: mission 
objectives; other risk 
areas (financial, legal, 
etc.) 
 
 

Presenter
Presentation Notes
Find the balance!



Privacy Risk 
Assessment  
Methodology 



Fra
me 

Asses
s 

Respon
d 

Monit
or 

Components of  
Risk Management 

Presenter
Presentation Notes
Grounded in RMF -> Why?Info security -> more matureRisk managementRisk management: financeFactors:An organizational system – designed to align necessary processes Empowers agencies to manifest their own goals for privacy within their system



Frame Business Objectives 
 Frame the business objectives for the 
system(s), including the 
organizational needs served.  

  • Describe the functionality of your system(s). 
• Describe the business needs that your system(s) 

serve. 
• Describe how your system will be marketed, with 

respect to any privacy-preserving functionality.  



Frame Privacy Governance 
 Frame the organizational privacy 
governance by identifying privacy-
related legal obligations, principles, 
organizational goals and other 
commitments. 

  

• Legal Environment: Identify any privacy-related 
statutory, regulatory, contractual and/or other 
frameworks within which the pilot must 
operate.  

• Identify any privacy-related principles or other 
commitments to which the organization 
adheres (FIPPs, Privacy by Design, etc.). 

• Identify any privacy goals that are explicit or 
implicit in the organization’s vision and/or 
mission.  

     
      

 



Assess System Design – 
Data Actions 



Assess System Design - 
Context 



Assess Privacy Risk 



Assess Privacy Risk 
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Resources  
NIST Privacy Engineering Website:  
http://csrc.nist.gov/projects/privacy_engineerin
g/index.html 
 
Draft NISTIR 8062: 
http://csrc.nist.gov/publications/PubsDrafts.htm
l#NIST-IR-8062 
 
Contact me: ellen.nadeau@nist.gov 
 

http://csrc.nist.gov/projects/privacy_engineering/index.html
http://csrc.nist.gov/projects/privacy_engineering/index.html
http://csrc.nist.gov/publications/PubsDrafts.html#NIST-IR-8062
http://csrc.nist.gov/publications/PubsDrafts.html#NIST-IR-8062
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Archer Reporting Overview & 
2015 Annual Report Preview 

Mark Martens & Joy Young 
Information Assurance Analysts 
 
ISOAG 
July 6th , 2016 

www.vita.virginia.gov 20 



21 

Dashboard Reports 
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Key Fields 



23 

Application Sensitivity 
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Crisp Rat 
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Crisp Rat 
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Crisp Rat 
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Crisp Rat 
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Helper Icon 
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Creating Reports 
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Modifying Reports 



31 

Add New Relationship 
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New Relationships are Complicated 



33 

Enforce Relationships 



34 

Filtering Reports 



35 

Sorting Reports 



36 

Exporting Reports 
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Overall Risk Program 

35% 

7% 

58% 

Commonwealth Overall Risk 
Program Score 

Complete
Partially Complete
Insufficient
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Risk Assessment Obligation 

35% 

20% 

45% 

3 Year Risk Assessment Obligation 

100% Complete

Some Complete

0% Complete
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Overall Security Audit Program 
 
 
                                              
 
 
 
 
 
  
 
   
   

   
 
 
 
 
 
 

34% 

10% 

56% 

Commonwealth Overall Audit 
Program Score 

Complete

Partially
Complete

Insufficient
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Designation of an ISO 

   
  
 
  
  
 

 
100% 

ISO Designation 

ISO Designated

Presenter
Presentation Notes
A cornerstone of building an IT security program is the agency head’s designation of an ISO every two years. The agency’s ISO is responsible for maintaining a relationship with the CISO and developing, implementing, and managing the agency’s IT security program.



41 

ISO Certification Status 
  
  

87% 

13% 

ISO Certification 

 Pass

N/C

Presenter
Presentation Notes
Attendance at information security orientation is not required but indicates that agencies have taken action to learn how to build an effective information security program.
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Submission of IT Security Audit Plan 
  
  

 

83% 

17% 

IT Security Audit Plan Status 

 Pass

Fail

Presenter
Presentation Notes
A security audit is an independent review to assess the effectiveness of the controls implemented to safeguard the information stored and/or processed by a system. The Commonwealth uses security audits to determine if the proper controls exist to adequately protect Commonwealth data. The controls of each system are evaluated by the requirements in the Commonwealth Information Security Standard, federal laws, state laws, and regulations. Agency heads must take action to have each sensitive systems audited every three years.  IT security audit plans help the agency schedule the necessary IT security audits of the sensitive systems identified in the risk management process.  Each agency head shall submit the agency IT security audit plan to the CISO annually.
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Submission of IT Security Audit Reports 
  
  
 
 

57% 

5% 

38% 

Audit Reports 

Complete

Partially
Complete

Insufficient

Presenter
Presentation Notes
IT security audit reports document the results of the IT security audits. Audit results must be presented to the agency head or designee in a draft report for their review and comment. These results include IT security findings identified during the IT security audit and recommendations for remediation IT security audit reports are required to be submitted to the CISO after the completion of a sensitive system IT security audit.
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Submission of Quarterly Updates (CAPs) 

86% 

9% 
5% 

Quarterly Updates Received 

Complete

Partially Complete

Insufficient

Presenter
Presentation Notes
In order to track the progress of remediation for submitted corrective action plans, agencies are required to provide quarterly updates of corrective action plans with open findings to the CISO. These updates contain the status of outstanding corrective actions and the expected completion date. The quarterly updates continue until the corrective actions have been completed. 
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Investigations 

10% 
12% 

69% 

9% 

Percentage of Investigations 2015 
Source: MS-ISACS 

COV Agency

Local Government

Higher Education

Public School Systems
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Issues Identified 
• No significant improvement in agency IT 

security audit programs or risk programs 
– Agencies are not conducting IT security audits 
– Findings are not addressed in a timely manner 
– Lack of IT Security audits and Risk 

Management practices hinders the ability to 
determine risk 
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Issues Identified (cont.) 
• Information security program compliance 

became a factor in evaluating information 
technology investment funding and off 
premise hosting requests 
 

• Access control continues to be a significant 
area of weakness 
– 26 percent of all security audit findings  
– 32 percent of all security exception requests  
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Questions 
  

????????????? 
 

You may also send any questions to : 
CommonwealthSecurity@VITA.Virginia.Gov 
 

mailto:CommonwealthSecurity@VITA.Virginia.Gov


 
 
 
 
 

VITA Centralized/Shared ISO & Audit Services 
 
 

Ed Miller, VITA 

 
  
 
 
 

July 6,2016 
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SEC501-07 & the Top 
20 Critical Controls 

(and the low hanging fruit) 
 

 
 Ed Miller 

CISA, CIA, CISM, CIPP/IT 
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SEC501-07 & the Top 
20 Critical Controls 

(and the low hanging fruit) 
 

 
 Ed Miller 

CISA, CIA, CISM, CIPP/IT 

CEB  
Subscription 
Corporate Executive Board 

 
 

Ed Miller 
IT Security Governance 
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CEB 
• CEB is a best practice insight and technology 

company. They can provide you with 
information, i.e. tools, templates, case studies, 
etc. regarding what matters—and what works—
in areas of IT risk management. 
 

• We have renewed our commonwealth-wide 
subscription to the CEB Information Risk 
Council for another year. 
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CEB 
• To take full advantage of the CEB website, you 

need an account to login. 
 

• All commonwealth employees should have 
access or be able to get access.  The website 
address is www.cebglobal.com 
 

• This subscription just got renewed, so give it a 
few days before you try. 
 

 

http://www.cebglobal.com/
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SEC501-07 & the Top 
20 Critical Controls 

(and the low hanging fruit) 
 

 
 Ed Miller 

CISA, CIA, CISM, CIPP/IT 

Agency IT 
Strategic Plan 

 
Ed Miller 

IT Security Governance 
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Agency IT Strategic Plans 

• Agency IT Strategic Plans are due September 1st.   
 

• In addition to your agency’s normal planning, it is 
important to address the impact that the IT 
infrastructure sourcing effort will have on your agency 
 

• The VITA website has helpful information & guidance 
on preparing the IT Strategic Plan (search for ITSP) 
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Agency IT Strategic Plans 
• CSRM will be issuing new ORIs (operational 

risk/issues) soon.   
 

• Many ORIs will be triggered from the Annual IT 
Security Report.  If your agency is RED on IT Audit or 
IT Risk Management, you will receive an ORI and you 
will need to address this in your ITSP.  
 

• For any new ORIs and for any previously issued ORIs, 
please keep us updated with remediation steps. Let us 
know when it has been remediated  and what has 
been done to remediate it. 
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SEC501-07 & the Top 
20 Critical Controls 

(and the low hanging fruit) 
 

 
 Ed Miller 

CISA, CIA, CISM, CIPP/IT 

Centralized 
ISO & 

Security Audit 
Services 

 
Ed Miller 

IT Security Governance 
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 General Assembly Session 2016 
• HB30 was introduced to support the Governor’s 

budget related to state agency cyber security. 
 

• The bill B.1: “(VITA) shall operate an information 
technology security service center to support 
the information technology security needs of 
agencies …. “ 
 

• “Support for participating agencies shall include, 
but not be limited to, vulnerability scans, 
information technology security audits, and 
Information Security Officer services.” 
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Funding 
• This bill includes funding to help agencies 

obtain resources to fix auditing and ISO issues. 
 

• DPB has created a cost estimate model for 
each service (Audit or ISO).   
 

• Your DPB analyst can help you determine your 
funding and how it is sourced to your agency. 
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 Participation in Shared Audit/ISO Services 

• 65% yes, 35% no 

0.0%

10.0%

20.0%

30.0%

40.0%

50.0%

60.0%

70.0%

Yes, it is our intention to utilize VITA to acquire 1 or more of these
types of services

No, we will not use VITA. We will contract with another entity or
entities and/or use our own staff to have these services performed.

We will send our plan indicating that to VITA by July 1, 2016

Intent to use VITA's Centralized IT Security Service? 
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 General Assembly Session 2016 
3. Agencies electing to participate in the 
information technology security service 
center shall enter into a memorandum of 
understanding with (VITA).  
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 MOU/Work Request Form 
- The MOU will be in the format of a Work Request 

Form, 1 form for Audit Services and 1 form for 
ISO Services.   
 

- For the agencies wishing to use a service, CSRM 
will pre-populate the form with your agency’s 
estimated funding. 
 

- Please contact your DPB analyst for information 
about your funding.   
 

- The Work Request will be in effect for 3 years. 
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 Funding Model Example 
The DPB funding model, using their spreadsheet formulas for the salary of an 
auditor and the # of hours an audit would take to complete, determined that 
VITA could do your agency’s audits for $X amount.  Your agency’s funding 
was then set for $X amount and spread out over the next 3 fiscal years, 
approximately 1/3 of the total amount per year: 
 
• X = $ Total Amount of Funding Approved for Your Agency for a Service 
• FY17:   1/3(X)  
• FY18:   1/3(X)  
• FY19:   1/3(X)  
  
So regardless of when VITA performs the work, it takes us 3 years to recover 
the funds for doing the work. So if we audit in Year 1, you pay approximately 
1/3 now, 1/3 in year 2 and 1/3 in year 3.  If we don’t audit until Year 3; you 
still pay 1/3 in year 1, 1/3 in year 2 and 1/3 in year 3. Either way, you get 
the audits for the same cost.   
 
That’s why this is a 3 year commitment. 
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 Funding Model Example 

Whether you choose to use VITA’s Centralized 
services or choose to contract with another 
vendor or use contingent labor, the funding is still 
available to your agency to use for this purpose. 
 
Again, please contact your DPB analyst for 
specific information. 
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 General Assembly Session 2016 
“4. Non-participating agencies shall be 
required by July 1 each year to notify the Chief 
Information Officer of the Commonwealth that 
the agency has met the requirements of the 
Commonwealth's information security 
standards. If the agency has not met the 
requirements of the Commonwealth's 
information security standards, the agency shall 
report to the Chief Information Officer of the 
Commonwealth the steps and procedures the 
agency is implementing in order to satisfy the 
requirements.” 
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 Non-Participating Agency Plans 
If you are not using the service, VITA is required to 
collect your plan for bringing your agency into 
compliance. 
 
The simplest way for everyone is to just re-confirm 
your agency’s IT Security Audit Plans and IT Risk 
Assessment Plan. 
 
The difference is that now CSRM is going to have to 
actively monitor agency progress on their plans.  
 
So, the plan has to be realistic and workable. 
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 Non-Participating Agency Plans 
The newly updated IT Security Audit Plans and Risk 
Assessment Plans are essentially the same as the old 
ones. 
 
There is now a drop-down box for selecting the “auditor” 
or “assessor” that will be used:  Contractor, Internal 
Staff, APA, etc. 
 
Note: If you select APA for audits, we will want 
confirmation from the APA when you submit the audit 
report that the audit meets the requirements of an IT 
Security Audit per SEC501 and SEC502.  We want to 
know exactly what was in scope. 
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Centralized Services Directors 
 
We finally were approved for a Director of 
Centralized IT Security Audit Services and a 
Director for Centralized ISO Services.   
 
Look for those positions to be posted very 
soon.   
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Next Steps  
• For agencies that have noted their intention to 

use the Centralized Services, we are in the 
process of getting their MOU/Work Request 
Forms finalized. 

 
• For agencies that do not intend to use the 

Centralized Services, they are currently sending 
us their plans to achieve compliance with the 
commonwealth’s IT Security Standards. If you 
have not done so, please do it. 
 
 

 
 



70 

 Any Questions? 
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Upcoming Events 
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Future ISOAG 
 
 

  

    August 3, 2016 1:00 - 4:00 pm @ CESC 
 

  Speakers:  June Jennings, OSIG 
                              & 
          Irina Piven, Federal  Reserve Bank 
                
                                                          
 
 
 
  
 
   
   

   
 
 
 
 
 
 

ISOAG meets the 1st Wednesday of each month in 2016 
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Future ISOAG 
 
 

  

    August 31, 2016 1:00 - 4:00 pm @ CESC 
 

  Speakers: Paul Grassi, NSTIC  
                            & 
                    Alyson Intihar, RSA 
  
This meeting will be in place of the 
September Meeting 
                          
                                                          
 
 
 
  
 
   
   

   
 
 
 
 
 
 

ISOAG meets the 1st Wednesday of each month in 2016 
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IS Orientation 
 
 

  
 
   
      
 

  When:  Thursday, September 29, 2016 
  Time:    10:00 am to 12:00 pm 
  Where:  CESC , Room 1221 
 
  Register here:   
 http://vita2.virginia.gov/registration/Session.cfm?Meeti
ngID=10 
 
  

http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
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ADJOURN 
THANK YOU FOR ATTENDING 

Picture courtesy of www.v3.co.uk 
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