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The Fog of More 
Robert Shields, CISSP 
PMM Data Security and Privacy, Informatica 



  

Robert Shields 

• Robert Shields, CISSP 
Principal PMM, Data Security and Privacy 
 

• Robert Shields leads product marketing for Informatica’s  
Secure@Source and data masking solutions. Robert is 
responsible for market development and strategy, sales 
enablement, analyst relations and thought leadership.   
 
Robert has extensive information security experience and 
helped introduce and pioneer key security technologies 
including encryption, two-factor authentication, computer 
forensics, eDiscovery and data masking and data security 
analytics.   
 



  

Turns out, the hackers have gotten smarter,  
the breaches have gotten bigger,  

and the threats are coming in from all directions.  
Meanwhile, the organizations responsible for 
all this data have been scrambling to keep up. 

 
Informatica, “Data Centric Security e-Book” 



  

More Data, More Protections, More Risks = Less Security 



  

“The Fog of More”  



  

“The Fog of More”  

• Thousands of databases, millions and billions of files 
 

• Poor understanding of the sensitive data;  
inventory, location, proliferation and  
protection mechanisms….. 
 

• This landscape is dynamic  
and changes weekly if not daily… 
 

• PII and other sensitive information is 
going and proliferating. 
 

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjj4OCN1bjJAhUQPogKHWFHDCIQjRwIBw&url=http://www.gfi.com/blog/big-data-why-should-we-care/&psig=AFQjCNHLfgAXuLA0K4XFVWuXdjQLVQSP7g&ust=1448990671341271


Fog of More:  The Key Drivers 

Source:  Securosis, Adrian Lane 



  

Three key insights from our CISO peer research 

• Cloud, Mobility and Compliance put pressure on their data 
security programs 
• Legacy controls becoming irrelevant 

 

• They lack confidence in their current controls 
• Despite increasing perceived industry and peer risk 

 

• They struggle to measure their impact on the business 
• Security tool metrics fail to correlate effort and impact 

Public 11 



  

Lack of Metrics, Unable to Map to Business Impact 

Q: Do you have metrics to track your top risks?  
A: Half do NOT have metrics (!) 
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What keeps IT practitioners up at night? 

2015-Ponemon: “State of Data Security Intelligence” 



• Consumers 

• Millions 
comprised 

 

• Governments 

• US-OPM, IRS 

• State-CA, WA, FL 

 

• Corporations 

• ”…cannot ensure 
that we will be 
able to identify, 
prevent or contain 
the effects of 
additional cyber 
attacks….” 
 

Is it safe? 

66% 
CAGR of security incidents since 2004 
CSO, Global State of Information Security, 2014 



Government: 
• OPM says 5.6 million fingerprints stolen in cyberattack, five times as many as previously 

thought Sept 23, Washington Post 

 

Commercial: 2014 Annual Report Excerpts 
 

• Major Retailer: 
• 10K-2012: To date, all incidents we have experienced have been insignificant. 
• 10K-2013: …data breach in …2013 has resulted in government inquiries and  

  private litigation... 

• 10-K 2014: We have recorded significant expenses related to the Data Breach… 
 

• Major Healthcare Organization: 
• 10K-2012: …our facilities and systems….may be vulnerable to cyber attacks….. 

• 10K-2013: …our facilities and systems….are vulnerable to cyber-attacks... 

• 10K-2014: …cannot ensure that we will be able to identify, prevent or contain the  
  effects of  additional cyber attacks…. 

 
 

 

Each organization is unique, but not immune 



  

A Data Focus 



  

Aberdeen 



  

Sensitive Data Security is Key 

Network Security Endpoint Security Host  
Security 

Data Centric Security 



We need Insights to Manage Sensitive Data Risks 

Where Is 
Your 

Sensitive 
Data? Where Is Its 

Residency? 

Where Is 
It Going? 

Is It 
Protected? 

What Are 
The 

Regulations 
That Apply? 

Who Has 
Access To 

It? 

What Is Its 
Cost If 

Stolen? 



Structured DB Footprint 
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Sensitive Data Risk:  Manual Efforts 

21 



What would work? 

2015-Ponemon: “State of Data Security Intelligence” 



Would automation help? 

2015-Ponemon: “State of Data Security Intelligence” 



Data Centric Security 



Security at Every Layer… 

Host Endpoint Network Devices Application Data 

Permissions  Encryption Monitoring Authentication Quarantine 

…and yet your data is still at risk 



  
Sensitive Data Challenges 

Regulations? 

What’s 
sensitive? 

Where? 

Cost? 

When? 

Proliferation Risk? 

Protection of 
Sensitive Data 

Understanding  
of Sensitive Data 

In Live 
Applications 

In Test / Dev 

From Data 
Analysts 

From 
Admins 

From 
Support 

From 
Contractors 

From 3rd 
Parties 

From 
Insiders 

From 
Outsiders 

Within OS 
Environ. 

Outside OS 
Environ. 



Data-Centric Security 

• Insights, context, and risk 
scoring of sensitive data 

 
• Data protection for sensitive 

data in use, at rest and in 
motion 

Focus security investments on high risk data assets  
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Data Centric Security 
 

Based on data 
risks, controls 
are deployed 
for 
remediation.  
These 
controls 
include 
masking, 
encryption, 
access 
controls and 
monitoring. 

Data Protection 

Data risk 
analysis is 
conducted 
and data 
security and 
privacy risks 
are identified, 
analyzed and 
prioritized. 

Data Security 
Intelligence 

Based on risk 
and/or 
location, data 
is monitored 
for suspicious 
activity or 
violations of 
use policies. 

Data 
Monitoring 

Enterprises 
need to 
understand 
what data they 
have, classify 
and discover 
data based on 
definitions and 
policies. 

Data 
Classification & 

Discovery 
Enterprises 
define the 
classes of 
data and its 
sensitivity. 
Ownership of 
data must be 
assigned to 
organizational 
and LOB 
leaders 

Data 
Definitions 



  

Sensitive Data Risk Must Include Multiple Factors  
What is your definition of Sensitive Data? 

Where is it in your environment? 

How much of it do you have? 

How does it move throughout your organization? 

Is there any protection for it already in place? 

Who or what is accessing it? 

Do you have any existing policy governing it? 

Are there combinations of your sensitive data that are more 
valuable than individual pieces? 

Proprietary and Confidential 29 



• Enterprise-wide sensitive data 
risk analytics 

• Sensitive data classification & 
discovery 

• Proliferation analysis 
• Policy-based alerting 
• Integrates data security 

information from 3rd parties:  
• Data stores 
• Data owners  
• Classification 
• Protection status 

Sensitive Data Risk 



• Track risk of sensitive data with key risk indicators 
 

 
 

 

• Top level risk summations by department and locations 
 
 
 

 

Sensitive Data Risk 



• Data Proliferation Summary 
 

 
 
 
• Data Proliferation Detail 

 
 
 

 

Sensitive Data Risk 



  

Sensitive Data Protection 
 

Data at Rest 
(Inactive data stored physically in DBs,  

DWs, Spreadsheets, etc.) 

 

 
Data in Motion 

(Data that is traversing a network or  
temporarily residing in memory  

to be read or updated) 

 

 
Data In Use 

(De-Identify, De-Sensitize, 
Annonymize……Protect Data Used by 
Applications, Test, Outsourcing, BI and 

Reporting)  

Encryption 

Persistent Data Masking 
Tokenization 
 

 

 

Encryption (TLS/SSL)  

 

 

 

Dynamic Data Masking  
Persistent Data Masking 
 

http://www.business2community.com/social-data/marketers-need-data-use-0607277


Masking 101 
 

Permanently or dynamically alter sensitive data 

ID Name City Credit Card 

Jakarta 

Bangkok 

K. Lumpur 

Singapore 

Manila 

Manila 

Manila 

Manila 0964 

9388 

2586 

7310 Jeff Ong 

Rob Davis 

Mark Lee 

John Tan 

Josh Phillips 

Andy Sanders 

Jerry Chew 

Mike Wee 

4198 9148 1499 1341 

4298 0149 0134 0148 

4981 4078 9149 1491 

4417 1234 5678 9112 

4198 9481 9147 0521 

4298 9341 9544 9114 

4981 1341 0854 0508 

4417 9741 1949 9471 
• Shuffle Employee ID’s 
• Substitute Names 
• Constant for City 
• Special Credit Card Technique 

Variety of Techniques: 



• A new perimeter is needed:  “Data Perimeter” 
 
• Key to the data perimeter is Data Security Analytics/Intelligence 

 
• The security and privacy landscape will continue to grow in 

challenges and complexity 
 

• Data Centric Security Provides: 
• Risk assessment for data 
• Targeting of sensitive data protection….and other controls 
• Monitoring and audit of sensitive data 

Conclusions 



Award Winning Products 

• 2015 Gold Award for Best New Security Product - Informatica Secure@Source 
 

• 2014 Gold Award for Database Security - Informatica Dynamic Data Masking 
 

• Gartner 2014 Data Masking MQ:  Leader 
 

• 2015, Secure@Source named “Must Have” Security Technology by CSO Online: 

DDM Secure@Source 
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Upcoming Events 
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IS Orientation 
 
 

  
 
   
      
     

  When:  Thursday, December 10, 2015 
  Time:    10:00 am to 12:00 pm 
  Where:  CESC , Room 1211 
 
       Register here: 

 http://vita2.virginia.gov/registration/Session.cfm?
MeetingID=10 
 
 
  

 
   
  

  

http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
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Future ISOAG 
 
 

  

     January 6, 1:00 - 4:00 pm @ CESC 
     Speaker:   Sarah Day, ATM 
Investigations, ATM Fraud Task Force 
                 & 
James Lamatina, Special Agent, 
                 US Secret Service 
 
ATM SKIMMING 
                                              
 
 
 
 
 
  
 
   
   

   
 
 
 
 
 
 

ISOAG meets the 1st Wednesday of each month in 2015 
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Coming Events:  
• Virginia Cyber Security Partnership  
• Meeting topic: MALWARE 
• Location: State Corporation Commission 

– Tyler Building 
1300 E. Main St. 
Richmond, Virginia 23219  

• December 10 
• Registration: 7:30 am to 8:30 am 
• Meeting: 8:30 am to noon 
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IS Security Conference 2016 

 
 

“Securing the Commonwealth” 
  

        Save the Date:  April 7 & 8, 2016  
 
   Keynotes: Theresa Carlton, VP 
          Amazon Web Services 
 
                     Eric O’Neil, Security Expert 
                     Subject of the feature film 
                              “The Breach” 
Registration website: 
http://www.vita.virginia.gov/itac/default.aspx?id=6442472001
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ADJOURN 
THANK YOU FOR ATTENDING 

Picture courtesy of www.v3.co.uk 
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