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I. Welcome & Opening Remarks

II. Cybersecurity Threats and
Industry Response

III. Malware and Intrusion Threat
Protection

IV. 2014 COV Security Annual Report
V. Undercover Holiday Clickers
VI. Upcoming Events

VII. Partner/Operation Update

Mike Watson, VITA

Mark Lippman, Protiviti

Jose Bravo, IBM

Michael Watson, VITA
Ed Miller, VITA
Bob Baskette/Michael Watson, VITA

Bob Baskette, VITA, Michael Clark, NG
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Mark Lippman, Managing Director of
Information Security & Privacy Practice
Protiviti
“Cybersecuirty Threats and Indusiry
Response”

December 3, 2014
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Jose Bravo, Security Architect, IBM
“Malware Threat Protection”

December 3, 2014
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Undercover Holiday
Clickers

December 3, 2014
) ISOAG Meeting

Ed Miller CISA, CISM, CIA, CIPT
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Object of the game is to identify the hidden
image that is “undercover”.

A picture or an image will be uncovered
piece by piece.

When you know the answer or can recognize
the picture, choose the best answer.

«  All of the questions relate to IT security during
the holiday season.
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This Image represents

something that Is unwanted
In your email.

1. Virus

2. Hoax
V3. SPAM

4. Phishing email

5. Mother-in-law coming to
visit

27% 27%
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Undercover Holiday Clicker Rules

1. Compete by teams.

2. Correct answers are worth a maximum of 15
points.

3. Incorrect answers score 0.
4. Scoreis based on the average score of the team.

5. Speed scoring in effect (i.e. the quicker you
answer the more points you score).

6. First response only counts.
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Upcoming Events
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Center for Internet Security &
SANS Institute
for Security Awareness Training

As part of the Center for Internet Security and SANS partnership
agreement they are offering an aggregate purchasing opportunity for
state, local, territory and tribal governments, as well as related

educational and not-for-profit entities, during the December 1, 2014
to January 31, 2015 timeframe.

Please follow your agencies procurement policies and procedures when
purchasing security training

For more information:
http://alliance.cisecurity.org/opportunity/training.cfm



http://alliance.cisecurity.org/opportunity/training.cfm
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"COVA Information Security
Conference: Unifying the Business
Enterprise”

April 2 & 3, 2015

Location: Crowne Plaza
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Keynote Speaker
April 2, 2015
Michael Fey

Chief Technology Officer and General
Manager of Corporate Products for

Intel Security Group
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Keynote Speaker
April 3, 2015
Karen Evans

National Director for the US Cyber
Challenge (USCC).
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When: Thursday, December 4, 2014
Time: 1:00 pm to 3:00 pm
Where: CESC, Room 1223

Register here:
http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10



http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
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January 7th, 1:00 - 4:00 pm @ CESC
Speaker: TBA

ISOAG meets the 1st Wednesday of each month in 2015
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e If your group or organization is promoting
a security related event and would like to
have it communicated to the Information
Security Officer community:

Please submit all upcoming events to:
CommonwealthSecurity@VITA.Virginia.Gov
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ISOAG-Partnership Update

IT Infrastructure Partnership Team
Bob Baskette/Michael Clark

3 December, 2014

‘ INFRASTRUCTU RE
PARTNERSHIP

V' A NORTHROP GRUMMAN



Partnership Q & A

Bob Baskette

3 December, 2014

‘ INFRASTRUCTU RE
PARTNERSHIP

V' A NORTHROP GRUMMAN
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THANK YOU FOR ATTENDING




