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Data Loss Prevention 
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At a Glance…….. 

 
The Virginia529 College Saving Plan is… 
 An independent state agency 
 An administrator of Internal Revenue Code §529 Qualified 

Tuition Programs 
 The country’s largest 529 plan with more than 2.3 million 

accounts and $44B assets under management as of May 
31, 2013 
 

Investment options: 
 Virginia529 prePAIDSM 
 Virginia529 inVESTSM 
 CollegeAmerica® 

 CollegeWealth ® 
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Data Loss Prevention 
Drivers 

 
 1:400 messages contain 

confidential data 
 1:50 network files is wrongly 

exposed 
 4:5 companies lost data on 

laptops 
 1:2 companies lost data on 

USB drives 

Data Loss Prevention 

 Data Loss Prevention (DLP) is a system that is designed to detect potential data 
breach/data ex-filtration transmissions and prevent them by monitoring, 

detecting and blocking sensitive data  while in-use (end-point actions), in-motion 
(network traffic) and at-rest (data storage) ~ Wikipedia 

Confidential Data Types 
 Customer Data 

 SSN 
 Credit Card Numbers 
 Protected Health Info 

 Corporate Data 
 Financials 
 Merger and Acquisitions 
 Employee Data 

 Intellectual Property 
 Source Code 
 Design Documents 
 Pricing 
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Why DLP? 
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• Cyber crimes continue to be costly 

 Average annualized cost of cyber crime: 
 2012:  $8.9m per year, with a range of $1.4m - $46 million 
 2011:  $8.4 million.  Increase of 6 percent or $500,000 
 

• Cyber attacks have become common occurrences 
 2012:  102 successful attacks per week 
            1.8 successful attacks per company per week.  
 2011:  72 successful attacks on average per week 
            42% increase 

2012 Cost of Cyber Crime Study  
by the Ponemon Institute 
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Cost of a Data Breach  

 
•Brand damage and loss of reputation 
•Loss of competitive advantage 
•Loss of costumers 
•Erosion of shareholder value 
•Fines and civil penalties 
•Litigation and legal action 
•Regulatory action and sanctions 
•Significant cost and effort to notify affected parties  
 and recover from the breach 
 

~Ernst and Young, Data Loss Prevention:  Risk Assessments and Considerations 
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Goals of the DLP Project 

Prevent inadvertent, unintentional data leaks by employees 
within the organization 

 Wrong email address and trailing emails 
 Hidden fields in documents 
 Lost USB sticks or laptops  
 Cloud storage/applications 
 

Prevent against malicious, intentional theft of data by insiders 
 Disgruntled employees 
 Access to sensitive data 
 

Prevent data loss through external attacks 
 Key loggers and other malware 
 Hacking 
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DLP Project Tasks 
Data Classification 

 Identify sensitive data in various business units throughout the Agency 
 Identify legitimate uses of sensitive data 

Policy Formulation 
 Define incidents 
 Define process for handling incidents 

Technical design and Installation 
 Design 
 Acquisition of DLP solution 
 Installation 
 Audit/Monitoring mode 

Training and Communication 
 Communicate.  Communicate.  Communicate. 
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DLP Project Team 

Customer Service  
Program Processing 
Program Benefits 
Program Distributions 
Investment Operations 
Accounting Operations 
Marketing and 
Communications 
Administrative Services 
 

Legal 
Human Resources 
Compliance 
Information Security 
Information Technology  
 Operations 
Compliance 
Information Security 
Information Technology 
 Operations 
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Vendor Selection 

We evaluated all four leaders and visionaries in the  
Gartner Magic Quadrant  for content-aware data loss prevention. 

13 



Symantec DLP Products 
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Management Platform 
Symantec Data Loss Prevention Enforce Platform 

STORAGE ENDPOINT 

Network Discover 

Data Insight 
Enterprise 

Network Protect 

Endpoint Discover 

Endpoint Prevent 

Mobile Prevent 

Network Monitor 

Network Prevent 
for Email 

Network Prevent 
for Web 

NETWORK 



Symantec Data Loss Prevention Architecture 
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Secured Corporate LAN 

SPAN Port or Tap 

Network Discover - Data Insight - Network Protect 

STORAGE 

ENDPOINT 

MGMT PLATFORM NETWORK 

DMZ 

Network Monitor - Network Prevent –  
Mobile Prevent 

MTA or Proxy  

Enforce 

Endpoint Discover  - Endpoint Prevent 
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Lessons Learned 
Identify sensitive data 

 What data do you want to protect?  How are they used? 
 This will determine which DLP components need to be installed 

Consider hiring a consultant 
 DLP is a complex set of solutions 
 Weigh in house experience and skill set against cost 

Involve all stakeholders 
 Make sure each area in the organization is involved in the project 
 Get management buy in as early as possible 
 Solicit end user input for policy formulation 
 Communicate and Train.  Rinse. Repeat. 

Continue to refine DLP policies over time 
 
DLP is not a silver bullet but a very useful tool in the  
 information security arsenal. 
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DLP Demo 

The next few slides will be screen shots of 
various modules of the Data Loss Prevention 

Modules. 
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Notification 
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Notification 
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9001 Arboretum Parkway 
Richmond, Virginia 23236 
Toll Free:1-888-567-0540 
On the web:Virginia529.com 

Facebook.com/Virginia529 

Twitter.com/VA529 righaras@virginia529.com 
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Undercover Clicker 
 
 
 

 
 
 

Ed Miller CISA, CISM, 
CIA, CIPP/IT 
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• Object of the game is to identify the 
hidden image that is “undercover”. 

• A picture or an image will be uncovered 
piece by piece.  

• When you recognize the picture, choose 
the best answer. 

 
 

Ed Miller 

Undercover Clicker Rules 
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Ed Miller 
Example 
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1. Virus 
2. Hoax 
3. SPAM 
4. Phishing email 
5. Mother-in-law coming to 

visit 

This image represents 
something that is unwanted 

in your email. 
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1. Compete by teams. 
2. Correct answers are worth a maximum of 15 

points.   
3. Incorrect answers score 0. 
4. Score is based on the average score of the team. 
5. Speed scoring in effect (i.e. the quicker you 

answer the more points you score). 
6. First response only counts. 
7. Good luck! 

Undercover Clicker Rules 

43 
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Ed Miller 
Pick your team 
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1. Team 1: if you 
were born on days 
1 through 15 

2. Team 2: if you 
were born on days 
16 through 31 

1. 2.

0%0%

Pick your team.   
What day of the month were you born on? 

45 
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Ed Miller 
Round 1 
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What is this 
security apparatus? 
1. Personal Security Token 
2. Fingerprint Scanner 
3. Anti-Virus Console 
4. Degausser 
5. Intrusion Detection System 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 47 



Name that 
hacker 

1. Robert Morris 
2. Lloyd Blankenship 
3. Kevin Mitnick 
4. Will Ferrell 
5. David L. Smith 

1. 2. 3. 4. 5.

0% 0% 0%0%0%
48 



Name that Logo 

1. McAfee 
2. EMC² 
3. SANS 
4. Symantec 
5. Cisco 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 49 



Identify this diagram of 
an  encryption process: 

1. Key Escrow Administration 
2. Crypto Key Management 
3. Key Bit Flipper Attack 
4. Public Key Encryption 
5. 2-Factor Key Authentication 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 50 



What is this 
screenshot from? 

1. Mister McDashboard 
2. RSA Archer eGRC 
3. Cisco Communications Console 
4. MS Management Console 
5. iRisk Vulnerability View 

1. 2. 3. 4. 5.
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What security framework 
does this represent? 

1. System Development Life Cycle 
2. COBIT 5.1 
3. NIST Security Life Cycle 
4. PCI-Data Security Standards 
5. Mauri Shaw Risk Management 

Framework 

1. 2. 3. 4. 5.
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This 1991 malware 
coincidentally shared the same 
name as this fictional character. 

1. Nimda 
2. Michelangelo 
3. Pikachu 
4. Sasser 
5. Koobface 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 53 



Team Scores 
Points Team Points Team 
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Participant Leaders 

Points Participant Points Participant 
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Ed Miller 
Round 2 
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What security concept does 
this graphic represent? 

1. OSI Security Model 
2. Defense-in-Depth 
3. OWASP Top 10 
4. Network Security Model 
5. SANS Critical Controls 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 57 



What hacker group 
is represented? 

1. Syrian Electronic Army 
2. Legion of Doom 
3. Chaos Computer Club 
4. Anonymous 
5. Level Seven 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 58 



What hacker group 
is represented here? 

1. NCPH 
2. UGNazi 
3. Cult of the Dead Cow 
4. Honker Union 
5. LulzSec 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 59 



What does this security 
graphic represent? 

1. Multi-Factor Authentication 
2. Public Key Infrastructure 
3. OSI Model 
4. Intrusion Layers 
5. Network Segmentation 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 60 



What best describes this risk 
management tool? 

1. Data Sensitivity Analysis 
2. Threat-Vulnerability Dashboard 
3. Mission Essential Functions Matrix 
4. Risk Heat Map 
5. Commonwealth Essential Functions 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 61 



What backup strategy 
is represented here? 
1. Incremental 
2. Differential 
3. Full 
4. Towers of Hanoi 
5. Sequential 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 62 



Team Scores 
Points Team Points Team 

63 



Participant Leaders 
Points Participant Points Participant 
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Ed Miller 
Final Round 3 

65 



In contingency planning, 
what is represented here?  

1. Business Impact Analysis 
2. VDEM Continuity Functions 
3. Business Process Analysis 
4. Mission Essential Functions 
5. Risk Assessment Workflow 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 66 



Who said: “We know where you 
are. We know where you've been. 
We can more or less know what 

you're thinking about.” 
1. Mark Zuckerberg/Facebook 
2. Reid Hoffman/LinkedIn 
3. Will Ferrell/SNL 
4. Eric Schmidt/Google 
5. Edward Snowden/NSA 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 67 



What does this 
pop-up represent? 

1. Virus Warning 
2. Data Overwrite Warning 
3. Patch Notification 
4. Critical Updates Available 
5. Encryption Enabled 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 68 



Who is this famous 
IT security guy? 

1. Peter Norton 
2. Brian Krebs 
3. Will Ferrell 
4. John McAfee 
5. Bruce Schneier 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 69 



What kind of 
controls are these? 
1. System Specific Controls 
2. Common Controls 
3. NIST Control Families 
4. Hybrid Security Controls 
5. Control Domain Attributes 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 70 



In this movie, a programmer was 
trapped inside a computer. 

1. Tron 
2. Swordfish 
3. WarGames 
4. Terminator 
5. Hackers 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 71 



Team Scores 
Points Team Points Team 
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Ed Miller 

Bonus Question 
25 points! 
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What Will Ferrell character said: 
“I don’t know how to put this, but 

I’m kind of a big deal.” ? 
1. Steve Butabi 
2. Ricky Bobby 
3. Ron Burgundy 
4. Chazz Michael Michaels 
5. Cam Brady 

1. 2. 3. 4. 5.

0% 0% 0%0%0% 74 



www.vita.virginia.gov 75 

 

Ed Miller 
Game over! 
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Team Racing Scores 
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Team Scores 
Points Team Points Team 
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Participant Leaders 
Points Participant Points Participant 
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Thanks for playing 

Undercover Clicker! 
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UAC and DEP: Protection 
Mechanisms for Windows  

Bob Baskette 
Senior Manager, Security Operations 
and Architect 
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Historical Need for UAC 
• Prior to User Account Control (UAC) an 

end-user logged on to a system as an 
administrator was automatically granted 
full access to all system resources.  
 

• While utilizing an administrator account 
the end-user could unintentionally or 
intentionally install a malicious program.  
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User Account Control - Basics 
• UAC is a system facility used to inform the 

end user when an application requests a 
system change that requires 
administrator-level permission. 
 

• UAC provides the ability to adjust the 
permission level of current user account to 
match the requirement of the executing 
application.  



83 

User Account Control - Basics 
• UAC can be configured to “dump” 

privileges if tasks such as reading e-mail 
or creating documents are performed 
using an account with administrator 
privileges. 
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User Account Control - Basics 
• UAC provides a facility to temporarily 

provide the needed administrative rights 
to complete the requested task and then 
reduce privilege levels back to that of a 
standard user.  
 

• This facility can prevent unintended and 
unannounced changes to the system. 
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User Account Control - Prompts 
• UAC utilizes one of four types of dialog 

boxes to notify the user of an 
administrative-level change.  
 

• Each dialog box will provide guidance on 
how to respond to the request. 
 



86 

User Account Control - Prompts 
• Native Windows Settings or Features 

 
• This type of update will have a valid digital 

signature that verifies that Microsoft is the 
publisher.  
 

• Microsoft recommends that it is safe to 
proceed.  
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User Account Control - Prompts 
• A Program that not supplied by Microsoft  

 
• This type of update will have a valid digital 

signature from the software vendor. 
 

• Microsoft recommends verifying that the 
software should be implemented as well 
as that the software vendor is trusted by 
the organization. 
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User Account Control - Prompts 
• A Program from an unknown publisher 

 
• This type of update does not a valid digital 

signature. Many legacy software packages 
are not signed by the software vendor. 
 

• Microsoft recommends that extra caution 
be used and the software should only be 
permitted if from a trusted source.  



89 

User Account Control - Prompts 
• Software update blocked by administrator 

 
• This type of update has been determined 

to be not trustworthy.  
 

• Microsoft recommends that the user 
contact the system administrator. 
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Permission Level Recommendations 
• The standard user account should be used 

for everyday activities such as browsing 
the Internet, sending e-mails, or utilizing 
an office suite. 

  
• The standard user account can also be 

used when installing a new program or 
changing a system setting since the 
system will prompt for permission to 
perform the task. 
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UAC Decision Factors 
• Things to consider when the UAC box pops 

up (software installation/configuration 
change): 
– Check the name of the program, the publisher 

information, and the certificate information.  
– Is the software from a trusted source such as 

the original CD or a publisher's website. 
– Research the software to determine if it’s a 

known program or malicious software. 
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UAC Changes for Windows 7 
• Increased the number of tasks that the 

standard user can perform that do not 
prompt for administrator approval. 
 

• Allow a user with administrator privileges 
to configure the UAC experience in the 
Control Panel. 
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UAC Changes for Windows 7 
• Provide additional local security policies 

that enable a local administrator to 
change the behavior of the UAC messages 
for local administrators in Admin Approval 
Mode.  
 

• Provide additional local security policies 
that enable a local administrator to 
change the behavior of the UAC messages 
for standard users.  
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UAC Changes for Windows 7 
• By default, standard users and 

administrators access resources and run 
applications in the security context of 
standard users.  
 

• The system will create an access token for 
the standard user. The access token 
contains information about the level of 
access granted, including specific security 
identifiers (SIDs) and Windows privileges. 
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UAC Changes for Windows 7 
• The system will create two separate 

access tokens when an administrator logs 
into the system: a standard user access 
token and an administrator access token.  
 

• The standard user access token contains 
the same user-specific information as the 
administrator access token, but the 
administrative Windows privileges and 
SIDs have been removed. 



96 

UAC Changes for Windows 7 
• The standard user access token is used to 

start applications that do not perform 
administrative tasks. 
 

• When the application must perform an 
administrative task the user must change 
or "elevate" the security context to an 
administrator (called Admin Approval 
Mode).  
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UAC Events 
• Any tasks that require administrator 

privileges will generate a UAC prompt 
 

• The event are marked by a security shield 
icon with the 4 colors of the Windows logo 
for Vista and Windows Server 2008 or 
with two panels yellow and two blue for 
Windows 7 and Server 2008 R2.  
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UAC Events 
• Executing the application as an 

Administrator 
 

• Changes to system-wide settings or to 
files in %SystemRoot% or 
%ProgramFiles% 
 

• Installing and uninstalling applications 
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UAC Events 
• Installing device drivers 

 
• Installing ActiveX controls 

 
• Changing settings for Windows Firewall 

 
• Changing UAC settings 

 
• Configuring Windows Update 
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UAC Events 
• Adding or removing user accounts 

 
• Changing a user’s account type 

 
• Configuring Parental Controls 

 
• Running Task Scheduler 

 
• Restoring backed-up system files 
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UAC Events 
• Viewing or changing another user’s folders 

and files 
 

• Running Disk Defragmenter 
 

• Changing the system time itself since the 
system time is commonly used in security 
protocols such as Kerberos. 
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Data Execution Prevention 
• DEP is a security feature included in most  

modern operating systems including 
Microsoft Windows, Linux, Mac OS X, iOS, 
and Android. 
 

• DEP is designed to prevent an application 
or service from executing code from a 
non-executable memory region, thus 
preventing exploits that store code in that 
region via a buffer overflow. 
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Data Execution Prevention 
• DEP is based on the Linux Write XOR 

Execute memory protection facility. 
 

• Marks areas of memory as either writeable 
or executable, but not both. 
 

• DEP is designed to prevent code execution 
of code loaded onto the process stack or 
the function’s heap area. 
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Data Execution Prevention 
• Executable code should only be loaded 

into pages explicitly marked for code 
execution such as the code segment. 
 

• Any attempt to run code from a page 
marked non-executable will generate an 
exception and the process will terminate. 
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Memory Basics – The Heap  
• Program code is loaded into an area of 

memory known as the Heap. 
 

• The Heap contains four memory 
segments: 
–Code Segment 
–Data Segment 
–BSS Segment 
–Heap Segment 
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Memory Basics – The Code Segment 
• The Code segment holds the executable 

instructions for a program. 
 

• The Code segment is often loaded into a 
lower memory location than the other 
segments. 
 

• Since the Code segment holds executable 
code it should be non-writeable. 
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Memory Basics – The Data Segment 
• The Data segment holds the initialized 

global variables used by the program. 
 

• This segment holds initialized variables: 
– int y = 1; 
– char *MyString = “Hello World”; 
 

• Since the Data segment holds variables it 
should be non-executable. 
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Memory Basics – The BSS Segment 
• The BSS segment holds the uninitialized 

for the program such as: 
– int Y; 
– char *OpenString; 
 

• Since the BSS segment holds variables it 
should be non-executable. 
 

• So what does BSS stand for??? 



109 

Memory Basics – The Heap Segment 
• The Heap segment is a very dynamic area 

of memory.  
 
• Used to hold user data or feature-rich 

application content 
 

• Since the Heap segment holds variables 
and other application content it should be 
non-executable. 
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Data Execution Prevention Modes 
• DEP supports two modes:  

– Hardware mode enforces DEP via registers in 
the CPU that mark memory pages as not 
executable  

– Software mode enforces DEP on those systems 
that do not provide hardware support in the 
CPU. 

– Software mode does not protect against 
execution of code in data pages but instead 
counters SEH overwrite 
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DEP Hardware Enforcement 
• Hardware mode DEP enables the NX (No 

Execute) bit on AMD processors and the 
XD (Execute Disable) bit on Intel 
processors. 
 

• Hardware mode DEP requires the use of 
the PAE kernel for 32-bit Windows and is 
supported natively on 64-bit kernels.  
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DEP Software Enforcement 
• The function must be compiled with 

Software DEP/SafeSEH enabled. 
 

• The vast majority of Microsoft Windows 
DLLs and Microsoft programs have been 
compiled to support Software 
DEP/SafeSEH. 
 

• To fully secure a program all related files 
must be compiled to support SafeSEH.  
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DEP Software Enforcement 
• Software DEP is also known as SafeSEH in 

the Microsoft Windows world. 
 

• Software DEP/SafeSEH builds a table of 
trusted exception handling routines during 
code compilation and then verifies that 
any exception raised by the running 
function is registered in that function’s 
exception table. 
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DEP Software Enforcement 
• If a function generates an exception only 

the trusted exception handling routines 
will be allowed to execute. 
 

• If a trusted exception handler cannot be 
found for the raised exception, the 
“Unhandled” exception handler will be 
invoked to terminate the process. 
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Questions??? 
 

For more information, please contact: 
CommonwealthSecurity@vita.virginia.gov 

 
Thank You! 

 



116 www.vita.virginia.gov 116 

Upcoming Events 
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COVITS 2013 
 

 
 
 
 
 
 

COVITS is a forum to discuss technology requirements, share 
valuable lessons from actual case studies, and glimpse the future 

of government interaction with its customers. 
 

September 9 & 10 
Richmond Marriott 

500 East Broad Street, Richmond, VA 23219 

 
  

   

   
 
 

Register Here:    http://www.govtech.com/events/COVITS-2013.html 
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IS Orientation 

  When: Thursday, Sept 5, 2013 
  Time: 10:00 am to Noon 
  Where: CESC , Room 1221 
 

  Register here:  
 http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10 
 
 Next IS Orientation will be held on Dec 5, 2013 
 

 
 
 
 

http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
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Future ISOAG Dates 

 
 

 

 Aug  7  1:00 – 4:00 pm @ CESC                              
 Keynote Speaker:   Bennie Moore, Fed Reserve Bank  
  on “Crisis Management in Incident Response” 
   
 Sep 4               1:00 – 4:00 pm @ CESC                              
 Keynote Speaker:   Dr. Larry Wortzel,   Asia Strategies & Risk, LLC 

   on “Chinese Cyber-Security Threat” 

 Oct 2  1:00 – 4:00 pm @ CESC 
 Keynote Speaker:  Hank Leininger, Kore Logic 
   on “Passwords & Password Cracking” 

     
ISOAG meets the 1st Wednesday of each month in 2013 
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SANS 2013 Aggregate Buy Reminder 
• 2013 Pricing through the SANS “Government Partnership” 

Aggregate Buy.  Now thru 07/31/2013 
 

 The program offers two opportunities, SANS Security 
Awareness Training and SANS OnDemand classes via the 
SANS group flex pass method. 

 
• **This is a good opportunity, but agencies need to follow the 

Virginia Public Procurement Act (VPPA) and their agencies’ 
procurement rules.  

 
• For more information please contact: 

– CommonwealthSecurity@VITA.Virginia.Gov 

 
 

mailto:CommonwealthSecurity@VITA.Virginia.Gov
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Submit Events  
• If your group or organization is promoting 

a security related event and would like to 
have it communicated to the Information 
Security Officer community: 
 

 Please submit all upcoming events to: 
CommonwealthSecurity@VITA.Virginia.Gov 
 

mailto:CommonwealthSecurity@VITA.Virginia.Gov
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ISOAG-Partnership Update  
  

IT Infrastructure Partnership Team 
Bob Baskette 

 10 July, 2013 



123 

ADJOURN 

Source: www.mljconsulting.com 
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