Virginia Information Technologies Agency

IS Council Meeting Summary

April 27, 2015
12pm — 2pm

COV IS Council members attending:

Marcie Stidman-Stout (DBHDS), Andy Hallberg (ABC), Lee Tinsley
(DVS), Lourdes Lunsford (DJJ), Wes Kleene (VDH), Michael Watson (Ex-
Officio),

COV IS Council Members attending via teleconference:

Michael McDaniel (VRS), Maurion Edwards (IDC), Grayson
Walters (TAX),

COV IS Council members absent:

Goran Gustavsson (APA), Andrea DiFabio (NSU), Matthew Davis (ELECT), Mark Gribbin,
(JLARC)

Update from Cyber Commission Meetings — Michael Watson, VITA
Michael let everyone know that the meetings are open to the Public if anyone would like to
attend.

Future IS Council Objectives Discussion — Michael Watson, VITA

Marcie discussed that more impact is needed from the group to have more influence and
improve public perception.

Michael discussed area of focus to start would be:

1. Agency head training so that they are aware of IT security responsibilities.
a. New legislation impacting COV IT security in July 2015
b. Agency roles and responsibilities and reporting structure
c. Threat metrics
d. Annual Governor’s Report and scorecard
e. Budgeting and strategic planning

2. Ensuring ISO participation in the procurement process

3. Ratios for determining the number of IT security personnel needed:
a. IT Security / # of employees
b. IT Security / % of IT security budget
c. IT Security / # of sensitive systems.

New VCCC ticketing procedures for User Accounts (create, change, and deletions) is proving
to be cumbersome and time-consuming for ISO’s. Mike suggested for the council to channel
suggestions and complaints through CAM’s for possible improvements that way. If it still
continues to be an issue we can address other measures later.

2015 Committee Report updates

2015 IS Conference Committee —Co-Chairs — Rosario Igharas —Marcie
Stidham-Stout



Marcie discussed she needs help with planning, more agency participation,
feedback was overall everyone enjoyed the Conference.

Information Security as a Percentage and Scope of the IT Budget -Chair —
Maurion Edwards - no report

IT Security Standards and Policies (review and recommend) - Chair — Grayson
Walters - table for next meeting

ISO Communication and Knowledge Sharing Website - Chair - Andy Hallberg
Deliverables- Lunch, News Letter (pilot first) and Website/discussion forum.

IPv6 - Chair - Andrea DiFabio - no report

Meeting Adjourned — Michael Watson, VITA

[] Next meeting date is Mon., June 15, 2015.



