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e Overview of the information security
framework

e Discuss the major changes to the security
standard

e Benefits of the changes
e Impact to the agencies




EXECUTIVE BRANCH

‘ Office of the Governor ‘

‘ Office of the Lieutenant Governor ‘

‘ Office of the Attorney General ‘

VITA is tasked with security governance over all three branches

LEGISLATIVE BRANCH

General Assembly

Auditor of Public Accounts

o

Division of Capitol Police D

| Joint Legislative Audit & Review Commission | )

Division of Legislative Automated Systems

D
| Division of Legislative Services | D
| Legislative Support Commission | D

of state government

VITA manages operational security for executive branch agencies

JUDICIAL BRANCH

INDEPENDENT AGENCIES

Board of Bar Examiners

Virginia Criminal Sentencing Commission | L

Virginia College Savings Plan
State Lottery Department

J
H
Virginia Retirement System G
State Corporation Commission C

G

Virginia Commonwealth University Health
Systems Authority

Virginia Office for Protection & K
Advocacy

Virginia Workers Compensation C
Commission

Indigent Defense Commission
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e Two primary documents
— Information Security Policy (SEC500)
— Information Security Standard (SEC501)

e Policy directives
— Must comply with security baseline in SEC501
— Agency head responsible for maintaining security

e Standard requirements

— Includes required security controls to protect
commonwealth data
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e Substantial restructuring of the Information
Security Standard (SEC501)

— Introduces minimal amount of new requirements

e Aligns with security controls and best practices
Included in federal information security
standards

— National Institute of Standards and Technology
(NIST 800-53)
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e Federal data and federally funded programs
typically require compliance with NIST

— FTI1, SSA, etc.

e More efficient alignment with other security
frameworks

— 1S027001/1S5027002, HIPAA, COBIT, etc

e Enables direct comparison to private industry
and other government entities

e Better integration with information security
tools

e Leverage existing complementary
documentation
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What challenges do you feel are the most significant in terms of information security
(select up to 3)?

Lack of funding for
training or projects

Inadequate training of
svstem and data owners

Maintaining an adequate
technical staff

Multiple offices or
a large number of
emplovees to support

A complex infrastructure
to maintain
Lack of agency head

[l executive buw-in

Compliance with laws

and regulations
(HIFAL, PCI, etc)

Hackers or
identity thieves

Dishonest emploveess

O 10 20 30
Source: Survey of security representatives from commonwealth agencies
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What professicnal certifications do you currently hold and maintain (including vendor specific,
e.g. Cisco, Redhat, Microsoft, etc.)?

20

0 —

CISSP CISM CISA Security + PMP SANS GIAC Mone
Source: Survey of security representatives from commonwealth agencies

www.Vita.virginia.gov 9



m Virginia Information Technologies Agency

e Information Security Officer Certification
Program

— Response to lack of agency emphasis on
Information security expertise in the agency

e Requires analysis and documentation of
resources used for information security
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e Minimal agency impact
— No significant fiscal impact expected

e More efficient evaluation of agency
Information security program

— Better comparison of agency information
security programs



m Virginia Information Technologies Agency

e Restructured SEC501 to align with common
iInformation security framework
— Meets federal requirements
— More efficient

e Introduced information security officer
certification program

e Require agencies document the information
security resources they have chosen to make

available
e Minimal fiscal impact to the agencies
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