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Agenda
f h f• Overview of the information security 

framework
Di  th  j  h  t  th  it  • Discuss the major changes to the security 
standard
Benefits of the changes• Benefits of the changes

• Impact to the agencies
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Information Security in the Commonwealth

VITA is tasked with security governance over all three branches 
f t t  tof state government

VITA manages operational security for executive branch agencies
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Security Strategy
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The Information Security Program
d• Two primary documents

– Information Security Policy (SEC500)
I f ti  S it  St d d (SEC501)– Information Security Standard (SEC501)

• Policy directives
Must comply with security baseline in SEC501– Must comply with security baseline in SEC501

– Agency head responsible for maintaining security

• Standard requirements• Standard requirements
– Includes required security controls to protect 

commonwealth data
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Updates to Security Standard (SEC501)
b l f h f• Substantial restructuring of the Information 

Security Standard (SEC501) 
Introduces minimal amount of new requirements– Introduces minimal amount of new requirements

• Aligns with security controls and best practices • Aligns with security controls and best practices 
included in federal information security 
standards
– National Institute of Standards and Technology 

(NIST 800-53) 

6



Primary Drivers of the Restructuring
• Federal data and federally funded programs • Federal data and federally funded programs 

typically require compliance with NIST
– FTI, SSA, etc.
M  ffi i  li  i h h  i  • More efficient alignment with other security 
frameworks 
– ISO27001/ISO27002, HIPAA, COBIT, etc

• Enables direct comparison to private industry 
and other government entities

• Better integration with information security Better integration with information security 
tools

• Leverage existing complementary 
documentation
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Source: Survey of security representatives from commonwealth agencies



IT Security – Future State
l k• Improve Analysis & Risk Assessment

– Full packet analysis to address data exfiltration
Ri k t t l (b i  d) t  – Risk management tool (being pursued) to 
identify potential impact of breach or outage

• Enhance Access Security• Enhance Access Security
– More secure remote network access (SSL VPN)
– Password resets (from 90 to 45 days) ( y )

• Address Security Compliance
– Increasing VITA’s capabilities
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Noteworthy Changes
f ff f• Information Security Officer Certification 

Program
Response to lack of agency emphasis on – Response to lack of agency emphasis on 
information security expertise in the agency

• Requires analysis and documentation of 
resources used for information security
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Impact to Agencies
l• Minimal agency impact

– No significant fiscal impact expected

• More efficient evaluation of agency 
information security programinformation security program
– Better comparison of agency information 

security programs
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Summary
R d SEC501  li  i h  • Restructured SEC501 to align with common 
information security framework
– Meets federal requirementsq
– More efficient 

• Introduced information security officer 
certification programcertification program

• Require agencies document the information 
security resources they have chosen to make y y
available

• Minimal fiscal impact to the agencies
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Questions?
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