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DATA BREACHES

DATA RECORDS LOST OR STOLEN IN 2014
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ONLY 4% of breaches were Secure aches” where encryption was used and the stolen data was rendered useless.
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117,339 incoming attacks 42 . 8
every day million

The total number of security incidents detected

by respondents climbed to 42.8 million this

year, an increase of 48% over 2013. That’s the 2 8 9
equivalent of 117,339 incoming attacks per ‘

day, every day. 99 7 %" Iﬂ;g

million
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NUMBER OF SECURITY INCIDENTS CONFIRMED DATA LOSS

INDUSTRY TOTAL SMALL LARGE  UNKNOWN TOTAL SMALL LARGE = UNKNOWN
Accommodation (72) 368 181 90 97 223 180 10 33
Administrative (56) 205 i 13 181 27 6 4 17
Agriculture (11) 2 0 0 2 2 0
Construction (23) &l 1 2 0 2 1 1
Educational (61) 165 18 17 130 65 11 10 44
Entertainment (71) 27 17 0 10 23 16 0 7
Financial Services (52) i 642 44 177 421 I 277 33 136 108
Healthcare (62) 234 51 38 145 141 31 25 85
Information (51) 1,496 36 34 1,426 a5 13 17 65
Management (55) 4 0 2 2 1 0 0 1
Manufacturing (31-33) 525 18 43 464 235 11 10 214
Mining (21) 22 1 12 g 17 0 11 6
Other Services (81) 263 12 2 249 28 8 2 18
Professional (54) 1 347 27 ikl 309 1 146 14 6 126
Public (92) 50,315 1) 49,596 700 303 6 241 56
Real Estate (53) 14 2 1 ikl 10 1 1 8
Retail (44-45) 523 99 30 394 164 95 21 48
Trade (42) 14 10 1l 3 6 4 0 7
Transportation (48-49) 44 2 9 33 22 2 6 14
Utilities (22) 73 1 2 70 10 0 0 10
Unknown 24,504 144 il 24,359 325 141 il 183

29,015
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Budget-strategy disconnect

Cybersecurity budgets are
Additional funding sources are increasing year over year
helping with the increase

47.9%

14.0%

«

Funding is still

«

the #1 barrier U.S. Department Business/program
to effective of Homeland Security stakeholders
cybersecurity
» Security allocation Percentage of CISO respondents
( as part of IT budget 2012 2014
— remains unchanged n n
755(%) Senior Executive commitment is there,
Lack of ‘ but funding still insufficient
sufficient
funding
budget Approved strategies are
still largely missing
46.8% of states have only 1-2%
of IT budget for cybersecurity
I
Budget-Strategy Disconnect _§ l
Absence of business-aligned metrics 45%
Absence of
approved strategy

» While budgets are seeing some increases, lack of 47.9%

funding is the top challenge

» Strategies and metrics are not in place to help point Majority of CISOs continue to work on
dollars to the right direction, or to define new line item establishing business-aligned metrics
requests
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Reversing a three-year trend

The average information security budget dipped M % of IT budget spent on information security
to $4.1 million, down 4% over last year. Security  Information security budget for 2014

spending remains stalled at only 3.8% of the

overall IT budget.
$2.7
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-
Confidence Gap X1 ' \ Top barriers
Ability to protect ~ ’ ‘ State officials and

against external attacks;
Only 24% CISOs vs. S - n CISOs agree

60% State officials

i
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T

X

officials

o / } % #1 Funding
CIsos TJ (R 7

Top 3 cyber concerns

#2 Sophistication of threats
74.5% » Sophistication and sheer range of cyber
Malicious code threats continue to evolve
ﬂ Saoae = Regulatory complexity is growing Mo.re regulations
: Hactivism « Complex and mostly federated state introduced
government environment poses
0 42.6% governing challenges n n n

Zetodanatass » CISOs and business leaders are not on
the same page regarding the states'

CMS OCSE  IRS 1075
. MARS-E  security updates
Top external cybersecurity

standards used

abilities to protect against cyber threats

Top 2 regulations for states

5) 1075|
NIST NIST @

. 100% 98.0%
standards Cybersecurity HIPAA  IRS 1075
Framework 1.0
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EXECUTIVE BRANCH

| Office of the Governor |

| Office of the Lieutenant Governor |

Auditor of Public Accounts

| Office of the Attorney Genera |

Division of Legislative Services

-

JUDICIAL BRANCH
Supreme Court |
Court of Appeals |
Circuit Courts |
District Courts |
Virginia State Bar | e
Board of Bar Examiners | e
Virginia Criminal Sentencin a Commission |
Indigent Defense Commissi | o

~ 1 VITA is tasked with security governance of all three branches of
Commonwealth Government.

VITA controls the infrastructure of the executive branch agencies.
Agencies remain responsible for application management.
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Virginia Retirement System
State Corporation Commission

Virginia Commonwealth University Health

Virginia Office for Protection &

Virginia Workers Compensation
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e |IT Security Audit Program
— Sensitive systems audited every 3 years

e Risk Management Program
— Business impact analysis
— Risk assessment
— Vulnerability and intrusion detection data
— Assessment and audit analysis
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May 2013 - Apr 2015
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Incident Trends by Quarter
July 2014 - May 2015
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Percentage of COV Incidents

0.76%

m Denial of Service
Malware
46.31% = Other
m Physical Loss
® Phishing
m Unauthorized Access

16.54%

Total Incidents for COV = 137
1 530/0 Estimated Cleanup Costs $ 82,200

2. 800/0
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B Complete
Partially Complete
® Insufficient
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Questions? 3
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