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Dear Mr. Scearce,

Thank you for considering VMware in your evaluation to RFI 2017-14. We appreciate the opportunity to
share more information and best practices with the Commonwealth of Virginia on our market-leading
data center and security services.

As one of the leaders in the IT virtualization and cloud industry, we believe we have a tremendous
opportunity to assist VITA with your path forward for the IT Infrastructure Services Program (ITISP), by
implementing a software defined data center.

We look forward to discussing our solution with you further as well as our procurement solutions.
Should you need additional information feel free to contact me at kwhitwoord@vmware.com, or via
telephone at 571.375.3481.

Respectfully,

Karin oo e o006, oo\Mware I,
. ou=§3ntra§ts,U.S.PublicSector, -

Whitwood S e 0o 15003 orne

Karin Whitwood

Contracts Manager, U.S. Public Sector

kwhitwood@vmware.com
571.375.3481
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1.0 VMware’s Understanding

The Commonwealth of Virginia’s Virginia Information Technologies Agency (VITA) has
developed an overall strategy for implementing a new IT Infrastructure Services Program
(ITISP) program and is currently executing on that strategy. VITA believes that this strategy
will fulfill its vision to “deliver agile technology services at the speed of business” through better
alignment and balancing of the needs of the individual agencies and the enterprise.
Implementation of this strategy is centered around the development of multi-supplier ecosystem
and moving away from the single supplier model they have today. VITA’s strategy will be
implemented through three waves of procurements that includes multiple technologies and
services to build out this ecosystem. Wave 1 is nearly completed. Wave 2 has begun with the
Release of the MSI RFP, and this RFI for Server, Data Center, and Security Services.

The ITISP is intended to accomplish the following:

e Maintain and improve service quality
e Ensure cost competitiveness — both now and in the future
e Create a platform view of service delivery that is highly visible and accountable.

To support VITA’s vision and help accomplish their stated objectives, VMware sees a strong
alignment with leveraging VMware’s cloud infrastructure and business mobility solutions. They
can help break the bonds that tie IT systems and end-user environments to physical hardware,
providing both IT and the business greater efficiency, agility and control. VMware is the
recognized leader in virtualization and automation of compute, networking and storage resources
from the desktop to the data center and to the cloud. VMware was selected in Gartner’s June
2016 Magic Quadrant for Enterprise Mobility Management Suites, as the leader for Mobility
management. Our technologies and the open standards they support provide a powerful
foundation. VMware understands the need to be agile, flexible and maintain security within the
infrastructure.

VITA’s prime contractor is currently utilizing VMware’s vSphere Hypervisor as the standard for
hypervisors within the VITA program today. We welcome the opportunity to continue to provide
this technology and adjacent data center technologies as VITA rolls out the next generation of
the ITISP.

VVMware portfolio of products and solutions continue to evolve and VMware’s solutions are
enabling agencies and organizations to deliver a Software-Defined Data Center (SDDC)
architecture. SDDC brings together best-in-class virtualized compute (vSphere), virtualized
storage (VSAN), virtualized networking (NSX) and management solutions. We feel this
architectural approach can be the fabric to bring together the objectives of the MSI and Security,
Server, Storage, and Data & Voice Network towers. VMware’s humerous government and
commercial customers, thousands of service providers, and our own vCloud Air public cloud,
have deployed VMware’s vSphere hypervisor and are deploying VMware’s SDDC architecture.
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VMware meets VITA’s requirements today and tomorrow

Over the past decade, VMware has evolved from a single product offering — hypervisor, to
provide a full array of solutions to help modernize the data center. We have developed and
acquired innovative industry leading solutions to help customers build and maintain private and
hybrid cloud solutions, as well as tools to enable virtual desktop, cloud automation and cloud
brokerage, and centralized management. The culmination of these solutions have built a
platform of capabilities and services that we now offer to enable customers to develop and
maintain the SDDC

Realizing the benefits of a software-defined approach to IT requires a trustworthy and reliable
foundation. That foundation is built on virtualization, where VMware is the proven choice. More
than 500,000 customers of all sizes, including, countless federal agencies, the DoD, more than
15,000 state agencies, local governments, and educational entities and the entire Fortune 500
have selected VMware as the platform that can deliver the promise of a hybrid cloud and
business mobility.

Exhibit 1 shows aError! Reference source not found. high level overview of the key
capabilities that our Software Defined Data Center suite of offerings provide. This section will
discuss in detail how this suite specifically relates to VITA with an overview of the capabilities.
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Exhibit 1- VMware's Software Defined Data Center (SDDC) Platform

IT Consumer Interface: Beginning at the top left, the SDDC platform provides both a self-
service portal and required management capabilities including approval workflows, orchestration
and automation of IT and business processes, etc. This capability is provided by vRealize
Automation, vSphere Orchestrator, and supporting foundational products such as vSphere, NSX,
VSAN, etc. Our portal and request management tools have the ability to integrate with third
party IT Service management products such as BMC Remedy, and ServiceNow.
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End User Computing: The VMware END User Computing (EUC) solutions offer Virtual
Desktops, Mobile Device Management, Identity Management, and Single Sign On (SSO) to
name a few.

Operations Management: VMware provides Operation management functions and capabilities
to monitor the health, performance and capacity of not only a vSphere environment, but a multi-
cloud environment from vSphere to AWS, to Azure. VITA will be able to proactively detect and
avoid issues; have better visibility into the capacity, health and performance of the platform and
can add in any third party management tools for additional monitoring of their environment.

Service Automation: VMware’s SDDC platform provides the ability to automate VITA’s IT
environment and reduce the overall daily operational tasks that take manual labor required to
manage the SDDC platform. The SDDC protects future technologies through broad multi-cloud
support and extensible design; provides a policy based governance system to enhance the
management efficiencies, provide agility in management and provide consistency and standards
to the deployment and provisioning efforts.

IT Business Management: VMware’s ITSBM provides the capabilities for forecasting the costs
of implementing vm’s, cost of cloud services, etc. All of the financial management capabilities
are provided in this section of the platform. The ability to forecast, and see the costs of running
the Cloud infrastructure provides the cost transparency to VITA that does not exist today.

VMware’s ITSBM also provides transparency and control over the cost and quality of all IT
services. By providing a business context to the services IT offers, vRealize Business helps IT
organizations shift from a technology orientation to a service orientation, delivering a portfolio
of IT services that align with the needs of line-of-business (LOB) stakeholders.

Minimizing IT costs while maximizing business value is a core tenet of IT business
management. Leveraging a comprehensive cost modeling capability, vRealize Business delivers
dashboards, reports, and bill of IT showing the lines of business the products and services they
consume along with the cost for those products and services.

SDDC Component: This section of the overall platform includes the virtualization of the
compute, storage, and networking. All of the physical constructs for networking have been
virtualized and are brought into the SDDC to increased operational efficiency, reduced
operational expenses, and overall capital expenditures. SDDC will help VITA increase security
and better capacity management for storage.

VVMware Integrated Monitoring: VMware’s logging and monitoring is very detailed and
throughout all components of the SDDC platform. Administrators can connect it to everything
in their environment: operating systems (including Linux and Windows), applications, storage,
firewalls, network devices, or storage—for enterprise-wide visibility via log analytics.

VMware offers a common set of platform services for all forms of enterprise computing. The
VMware Cross-Cloud Architecture™ extends our hybrid cloud strategy with new public and
private cloud capabilities that enable our customers to run, manage, connect, and secure their
applications across clouds and devices in a common operating environment. As a Gartner Magic
Quadrant leader with a complete and capable hybrid cloud architecture, the VMware Cross-
Cloud Architecture enables consistent deployment models, security policies, visibility, and
governance for all applications, running on premises and off, regardless of the underlying cloud
or hypervisor.
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Summary

VMware is a recognized leader in virtualization and automation of compute, networking and
storage resources from the desktop to the data center and to the cloud. Our technologies and the
open standards they support, provide VITA with a software-defined data center platform to
deploy services across the ITISP in a flexible and cost effective manner.

vSphere provides VITA with compute virtualization for both servers and Horizon desktops and
applications on customer premises and in vCloud Air public clouds. vSphere also embeds the
network virtualization and security services of NSX and the software-defined storage of VSAN.
VMware VRealize Suite manages and automates your entire hybrid cloud, even portions on non-
VMware platforms. We coordinate with all major hardware and software vendors to ensure that
your IT investments work seamlessly with the VMware platform. VMware and our EVO
partners simplify provisioning of your unified hybrid cloud and business mobility with
preconfigured EVO hyper-converged infrastructure systems that can be running in minutes.

A complete software-defined data center Total Cost of Ownership (TCO) comparison includes
the upfront capital costs of solution components, plus the ongoing costs of operating the solution.
Operational expenses are generally two to three times higher than capital expenses on an annual
basis for most IT organizations, so it is essential to consider the cost of running and maintaining
your private cloud platform in any comparison. Competitors’ cost comparisons generally leave
out several elements of a complete TCO assessment.

About VMware

VMware was founded in 1998 and pioneered the development and application of virtualization
technologies with x86 server-based computing, separating application software from the
underlying hardware. VMware is the global leader in virtualization and cloud infrastructure. Our
technology enables organizations to transform the way they build, deliver and consume IT
resources. VMware solutions enable organizations to aggregate multiple servers, storage,
infrastructure and networks together into shared pools of capacity that can be allocated
dynamically, securely and reliably to applications as needed. Once created, these internal
computing infrastructures, or “clouds,” can be dynamically extended to the public cloud
environment. When linked, this results in a “hybrid” cloud of highly available internal and
external computing resources that users can access on demand.

The benefits to our customers include lower IT costs and a more automated and resilient systems
infrastructure capable of responding dynamically to variable business demands. Our broad and
proven suite of virtualization technologies are designed to establish secure and reliable IT
environments and address a range of IT needs including cost reduction, operational efficiencies,
access to cloud computing capacity, business continuity and corporate end-user computing
device management.

With 2015 revenues of nearly $6.6 Billion, VMware has more than 500,000 customers, 75,000
partners, and 18,000+ employees in 120+ locations around the world. VMware is headquartered
in Palo Alto, CA and incorporated in Delaware. VMware’s US offices are located in Reston,
Virginia; Cambridge, Massachusetts; Atlanta, Georgia; Austin, Texas; San Francisco, California;
and Boulder, Colorado.
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1.1 Respondent Contact Information {RFI Section 4}

Contact Information Enter your response here, enlarging the box as needed
Company Name VMware, Inc.

12100 Sunset Hills Rd, Suite 600,

Company Mailing Address Reston, VA 20190

Company Website Address www.vmware.com

Name of Contact Person Karin Whitwood

Contact Person E-mail Address kwhitwood@vmware.com
Contact Person Telephone # 571.375.3481
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2.0 VMware Response to Questions {RFI Section 5}

Ref# | Category Question Supplier Response
Server/Storage Services

Q1 Server/Storage | The Commonwealth has upwards of 10 non- This is outside of VMware’s Scope, we will work with MSI and
centralized Data Centers in Agency-operated the Commonwealth to support the objectives of this category.
buildings, primarily in the metro Richmond area.
What are examples of Suppliers’ best practices in
managing the Servers, Storage, Firewalls, and Data
Center LANSs in non-centralized (Agency) facilities?

Q2 Server/Storage | What does the Supplier recommend for the length of | To give the Commonwealth maximum flexibility, consider a
the contract for Server, Storage, and Data Center base contract term of three years, with option years to
Services? Please describe benefits and trade-offs. extend. This allows the contractor and Commonwealth

adequate time to assess if the stated contract goals were
met, evaluate agency and customer satisfaction, and
determine to the overall health of the contract.

Q3 Data Center What do you recommend for the length of the This is outside of VMware’s Scope, we will work with MSI and
contract for the Data Center Facility for this type of the Commonwealth to support the objectives of this category.
environment?

Q4 Server/Storage | What does the Supplier recommend for technology The industry average is 3-5 years and is usually impacted by
refresh rate for the different types of Devices in the application performance of the on the respective
VITA’s environment? |s there an impact on the hardware and/or the term of the lease requiring a purchase or
length of the services contract? areturn. A strategy made possible by a SDDC, could

potentially enable the consumer to recognize a 4 to 6, or even
5to 7, year refresh cycle by disaggregating the work load
from the resource pool. Doing so would allow the firm to
make refresh decisions based on depreciation &
supportability to drive down the operational expense of doing
business. Most OEM's offer at least 5 years of service
maintenance, some offer up to 7.

A software-defined architecture leverages logical
infrastructure services that are abstracted from, as opposed
to integrated with, the underlying hardware. Several of
today’s largest technology companies in the Internet and
social network space leverage this approach to drive
aggressive cost savings and improve manageability for
certain types of workloads. These hyperscale architectures
use commodity hardware components, which are then
combined with proprietary technologies such as custom
applications, platforms, and containers.
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Ref# | Category Question Supplier Response
However, for the SDDC to be most applicable to enterprises,
it must meet four key requirements—key pillars of the
VMware architecture for the SDDC: First, it must run
traditional applications, without re-architecting them, in
addition to cloud-native applications. Second, it must enable
IT organizations to build on their existing skills in running
virtualized IT environments, while providing developers with
self-service access. Third, it must enable both on-premises
data centers and cloud-based services, with seamless
management across both. Last, it must securely protect the
infrastructure while providing elastic scaling or bursting of
services.

VMware’s approach to the SDDC meets each of these
requirements, and it powers the data centers of many
enterprises worldwide. The result is an SDDC platform that
enterprises can adopt to run any application on top of any
x86, storage, and IP network hardware.

VMware recommends that VITA and the MSI require the
Server and Storage vendors deliver and maintain a suite of
systems that maximize the use of the virtualization and
implementing a software defined data center in order to drive
down costs and lengthen the time between hardware
refreshes. Doing so will have little, if any, effect on contract
lengths and will allow for more competition as hardware is
retired since the SDDC is based on commodity hardware.
Virtualization reduces the need for physical servers,
effectively, reducing the Capital Costs, and need to refresh.

Q5 Server/Storage | The Commonwealth is interested in a separate IT Business Management Enterprise supports setting
hardware charge in the Server RUs to account for the | additional service charges for requested infrastructure or any
initial capital outlay for physical servers. Is there a other IT service that we model in the Business Management
better way to represent the cost differences and tool. The Service Price setting allows our customers to
hardware refresh cycle in the Server RU structure? present that price to Business Unit Consumers and account

for future hardware refreshes. Customers can then track the
actual costs to provide analysis of recovery of costs
compared to price in order to decide if based on consumption
and cost to provide the service they want to adjust the
hardware or compute price. vRealize Business Enterprise
professional services team will work with VITA in order to
define the best price vs cost approach that works best to
provide actionable information on Hardware and other cost
drivers of provided services.
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Ref# | Category

Q6

Server/Storage

Question

The Commonwealth is proposing tiering of services

for Server and Storage in an attempt to align costs
with availability and performance. Based on your
experience, do these tiers of service have any
challenges in developing a solution? Do you have
experience with these service tiering model? Do you
have any recommendations or enhancements for the
Commonwealth to consider?

vimware

Supplier Response

VMware concurs with the Commonwealth’s desire to provide

tiering of services to help align costs with both availability and
performance. Creating, implementing and enforcing Tieiring
Polices and SLAs require several distinct groups. During the
Services Strategy process of the ITIL lifecycle, it is extremely
important to engage all the constituent groups early onto
ensure buy-in and understanding of how the tiering is done,
and their needs for different tiered packages. VMware’s
vSphere, provides many mechanisms to assist in developing
the policies and enforcing them as the tiers are defined
through our policy-based processes. vSPhere can report on
tiering policies created by the Commonwealth. vSphere with
Operations Manager has an embedded suite of products to
deliver Enhanced Application Performance and Availability
that tie directly to tiering Storage and Server services.

vSphere’s policy-based management enhances application
performance management and availability to increase your
business agility and flexibility. Policies can control resource
management with vSphere Network I/O Control and vSphere
Storage 1/0O Control and Storage Management. vSphere’s
policy management and vRealize Automation (VRA) ,
vRealize Operations (VROPS), etc. can efficiently Load
balance workloads with Distributed Resource Scheduler and
prioritize access to resources to ensure top performance for
your most important applications. Rapidly provision and
deploy workloads in your virtual environment and use Live
Migration to move an entire running virtual machine from one
physical server to another with no downtime.

VMware recommends that VITA and the MSI require the
Server and Storage vendors to deliver a platform that
embraces a policy based management principles for
compute, networking, and storage as in VMware’s SDDC.

Q7

Server/Storage

The Commonwealth currently spreads costs across a
very simple RU model. Do you have an enhanced
RU model that could offer a larger variety of services
while minimizing the RUs and their complexity?

IT Business Management Enterprise supports Bill of
Materials(BOM) like structures to IT Services which would
include the ability to consolidate or represent a service with
its components that can be offered. This permits customers to
use a lower number of ltems offered with more service cost
components or drivers that can be added to those services

Q8

Server/Storage

The Commonwealth is including Bronze thru Platinum
service levels for Server as examples of service

VMware agrees with the Commonwealths requirement to
deliver tiering system of service levels — currently names
Bronze thru Platinum. As a leader in the Software Defined
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Ref# | Category Question Supplier Response
categories. What would be required to implement Data Center space, VMware has a core competency, and
this model in the Commonwealth? embedded products to help deliver tiered services — both in

the virtual AND physical environments. vRealize Automation,
vCenter Orchestrator and vRealize Operations Manager all
play a key part in VMware SDDC to deliver best in class IT
outcomes.

To deliver an infrastructure as a service or SDDC, VMware
believes the solution procured should be able to automate the
process of bringing virtual and physical resources on line and
then managing them to the end of functional life. The
VMware vRealize Suite of products, including vRealize
Automation and vRealize Operations Manager can automate
and simplify the application of Quality of Services rules
against desired SLA’s in the Commonwealth’s environment.

Then the previously mentioned Enhance Application
Performance and Availability

tools: vSphere Fault Tolerance, vSphere High Availability,
Distributed Resource Scheduler and Storage Distributed
Resource Scheduler, vSphere Network I/O Control and
vSphere Storage 1/0 Control combined with Centralized
Network Management, Load Balancing and Live Migrations
help eliminated downtime for mission critical applications.
Applying these technologies to a tiering model will help the
Commonwealth implement and manage a tiered
infrastructure.

VMware recommends that VITA and the MSI require the
Server and Storage vendors deliver a SDDC that can
manage both the physical and virtual asset lifecycle. Doing
so will help the Commonwealth successfully implement a
tiered infrastructure with different levels of service per tier.

Q9 Server/Storage Do you see a better way to bundle or spilt the VMware has reviewed the way that VITA has proposed the
services we are requesting, in order to more bundling or splitting of the services that they are requesting
effectively integrate with other towers (including MSI), | and have a few observations, comments and

and obtain more flexibility in the Commonwealth’s IT recommendations.

environment while maintaining appropriate

Governance and security? The function of the MSI appears to be largely a governance

role, but yet will not have a privity of contract binding the
tower suppliers to them, and providing leverage to ensure
they perform as desired and this puts the burden back onto
VITA as the referee. The vendors must be bound by some
agreement, Memorandum of Agreement (MOU) with strong
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Ref# | Category Question Supplier Response
binds, otherwise there will be finger pointing. While the MSI
not providing infrastructure, the MSI will be reliant upon the
other tower vendors to supply compute and storage services
to allow them to provide service desk services, and other
services included in the MSI RFP that requires technology
support to do so.

VITA’s bundling of the server, storage and security into three
towers, potentially will create some issues between the server
and the storage server vendors, as the management and
maintenance of these two go hand in hand. The server
vendor will need to work very closely with the storage team to
configure, manage and optimize the servers to implement
and deploy High Availability, Fault Tolerance, site recover
management and disaster recovery

VMware recommends that the server, storage and security be
combined into as single tower, to allow the security to be
managed at the server and storage level. Physical security
could be a separate tower, from IT security.

Q10 Server/Storage | Are their new Storage offerings, like Object Based VMware VSAN (VSAN) is a radically simple, enterprise-class
Storage or predictive storage, that the shared storage solution for hyper-converged infrastructure
Commonwealth should include in storage or optimized for today’s all-flash performance. VMware VSAN
enhanced services? How do you offer and charge software-defined storage allows you to create shared storage
for virtual storage? to take advantage of virtual machines and reduce TCO as

much as 50% compared with traditional SAN storage.

Customers of all industries and sizes trust VSAN to run their
business-critical workloads, from key business applications to
thousands of virtual desktops. Our customers translate their
storage strategy into storage polices, which VSAN uses to
manage, optimize and ensure that data is never lost. If a disk,
host, network or rack fails and can even tolerate entire site
failures with synchronous replication and stretched clusters.
Built on an optimized 1/O data path in the hypervisor and
designed for flash speeds, VSAN delivers much better
performance than a virtual appliance or external device.
VSAN delivers all-flash performance with up to 100,000 IOPs
per host, support for vSphere availability technologies like
High Availability (HA), asynchronous replication, stretched
cluster capabilities, and storage efficiency features for all-
flash including deduplication, compression and erasure
coding. VSAN delivers predictable, elastic and non-disruptive
scaling of storage and compute resources, eliminating costly
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Ref# | Category Question Supplier Response
forklift upgrades. Every VSAN cluster can scale out one node
at a time or scale up by adding capacity to existing hosts and
is capable of achieving over 8 PB of raw storage capacity.

VMware VSAN simplifies storage provisioning and
management for vSphere, allowing you to deploy storage with
just a few mouse clicks from the vSphere Web Client and
enjoy native integration with the VMware stack. Virtual
machine-centric storage policies automate storage services
levels on a per-VM basis, thereby eliminating siloed, purpose-
built hardware and automating management of storage
service levels through virtual-machine centric policies. By
deploying VMware VSAN on inexpensive industry-standard
server components, you may avoid large, upfront investments
in costly and proprietary hardware. Furthermore, by
streamlining daily operations through VM-centric policies
leveraging storage efficiency features like deduplication and
enhanced automation capabilities, you can reduce your
overall TCO by up to 50%.

VMware VSAN Software is licensed per CPU. There are 3
license models; VSAN Standard, VSAN Advanced and VSAN
Enterprise. Factors such as performance, QoS and specific
DR and High Availability requirements will determine which
model is best for your environment.

VMware recommends VITA review their storage policies used
for charging today, and develop packages where they can be
sold per gigabyte of storage. A tiering program can be
developed around this concept.

Q11 Server/Storage | The Commonwealth is interested in ensuring it VSAN (VSAN) is the only hyper-converged storage solution
provides optimal storage performance and availability | delivered directly from the hypervisor, resulting in a flash-
for VITA and VITA’s Customers. How do you optimized architecture that delivers as much as 100,000
propose to provide and measure this performance? IOPS per all-flash node. VSAN is integrated directly into the

Hypervisor kernel, allowing VMware VSAN to leverage the
shortest, most efficient I/O data path for optimized
performance with the least impact on CPU and memory
resources. VMware VSAN may be deployed in hybrid mode -
leveraging magnetic spinning disk for capacity - or using an
all-flash architecture with flash-based caching and SSD data
persistence to provide up to 100,000 IOPS per host with
consistent, low latency. By leveraging server-side cache and
direct-attached storage you can improve virtual machine
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Ref# | Category Question Supplier Response
performance and minimize storage latencies by caching and
accelerating read/write disk 1/O traffic through enterprise-
grade, server-side flash cache — essentially moving the data
closer to the workload. VMware VSAN is capable of
providing and enforcing 1/O limits on individual or groups of
virtual machines, automatically limiting and monitors the
IOPS consumed by specific virtual machines, eliminating
noisy neighbor issues.

The VSAN performance service may be used to monitor the
performance of your VSAN environment, and investigate
potential problems. VSAN uses vRealize Operations to
manage the storage policies defined by the storage
administrators. vCenter Server web client allows for plugin
management software to add to the ability of managing
VSAN. The performance service collects and analyzes
performance statistics and displays the data in a graphical
format. You can use the performance charts to manage your
workload and determine the root cause of problems. When
the VSAN performance service is turned on, the cluster
summary displays an overview of VSAN performance
statistics, including IOPS, throughput, and latency. You can
view detailed performance statistics for the cluster, and for
each host, disk group, and disk in the VSAN cluster. You also
can view performance charts for virtual machines and virtual
disks.

VMware VSAN is delivered with an integrated Health Service,
allowing administrators to perform hardware, firmware, and
driver compatibility checks directly from the vSphere Web
Client, along with real-time diagnostics and reporting on
performance and storage capacity. The Health Service also
provides the capability to run several proactive tests on your
VSAN cluster. These tests allow the administrator to either
characterize or verify the health and performance of the
VSAN cluster; the administrator may choose to run a variety
of tests, including VM creation tests to validate the
performance of cloning operations, multicast tests to ensure
hosts are able to communicate within acceptable latencies,
and storage performance tests, which will either stress or
characterize the VSAN storage subsystem using a variety of
workload profiles. All results are displayed directly in the
vSphere client.
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Finally, for customers also leveraging VMware vRealize
Operations or vRealize Log Insight, VMware VSAN has
management and content packs that plug directly into
VMware operations management tools for immediate visibility

and value.

Q12 Server/Storage | The Commonwealth has traditional x86 virtual VMware recommends offering both traditional x86 virtual
servers, but it is also interested in the capabilities of a | servers, private and public cloud options. One way to
private cloud. Could they be combined or left accomplish this is through VMware’s Cloud Management
separate? Please describe how this could be Platform or Cloud Brokerage. This delivery models provides:

accomplished most effectively. « A single brokerage point offering a Service Catalog, Policy

and Security Governance, and Operational and Costing
Information;

* Mulit-Vendor Hybrid Cloud solution with support for existing
on-premises and public cloud offerings;

» Streamlined and Automated Data Center Operations across
Multiple Clouds;

* Application and Infrastructure Delivery Automation across
Multiple Clouds;

» Extensible solution with a large partner network to include
CMDB, IPAM, DHCP, Service Desk Monitoring, etc.; and

* The ability to create “Anything as a Service” XaaS, to
include New Employee onboarding, Database Provisioning,
Backup as a Service, Software Installs, etc.

VMware recently launched another service offering — VMware
Cloud Foundation. This is VMware’s unified Software
Defined Data Center (SDDC) platform for the hybrid cloud.
Based on VMware’s compute, storage and network
virtualization, it delivers a natively integrated software stack
that can be used on-premises for private cloud deployment or
run "as a service" from the public cloud with consistent and
simple operations. The core components of VMware Cloud
Foundation are VMware vSphere (x86 virtualization), VSAN
and NSX (network virtualization). VMware Cloud Foundation
also comes with VMware SDDC Manager that automates the
entire system lifecycle and simplifies software operations.
VMware Cloud Foundation drastically simplifies the path to
the hybrid cloud, while increasing admin productivity and
reducing overall TCO. Customers who deploy VMware Cloud
Foundation gain key benefits, such as:
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Supplier Response
» Up to 6-8x faster time to market by eliminating complex
processes around system design, testing, bring-up and
configuration;

* Increases admin productivity by up to 2x by automating Day
2 operational tasks such as patching, updates and
monitoring;

* Reduces overall TCO of private cloud deployments by up to
30-40%; and

« Eliminates hardware costs when consumed as a service on
the public cloud.

VMware recently announced a partnership with Amazon Web
Services (AWS) to build and deliver a new VMware vSphere-
based cloud service running on AWS. This new service,
called VMware Cloud on AWS, will bring VMware’s
enterprise-class Software-Defined Data Center software to
the AWS cloud, enabling customers to run any application
across vSphere-based private, public and hybrid cloud
environments, using a common set of software and tools.

In addition to AWS, VMware has launched a partnership with
IBM to allow agencies and organizations to automatically
provision pre-configured VMware SDDC environments on
IBM Soft Layer Cloud in hours versus weeks or months. This
platform gives customers broad choice in their infrastructure
decisions.

Q13

Server/Storage

How does Database as a Service make sense for an
Enterprise like the Commonwealth? Do you have
any recommendations for how to charge for
enhanced Database services (i.e., Development
DBA)?

This is outside of VMware’s Scope, we will work with MSI and
the Commonwealth to support the objectives of this category.

Q14

Server/Storage

The Commonwealth wants to provide cost effective
solutions to VITA and the Agencies. What do you
describe as the key cost and value drivers that would
help the Commonwealth offer services that are not
cost prohibitive to deliver? Do you see any
requirements in the description of services in this RFI
that would cost more to meet than the business value
they provide?

Choosing a common platform to manage all your
applications, from data center to device, greatly simplifies IT
(and cost) so you can focus less on infrastructure and more
on other VITA initiatives.

Increasing the use of virtualization across your data center
implementations will reduce your expenditures on capital and
operational services; enabling it to be transitioned to other IT
initiatives and services.
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Q15 Security The Commonwealth is interested in an Enterprise This is outside of VMware’s Scope, we will work with MSI and
Key Management System for compliance and the Commonwealth to support the objectives of this category.

security. How do you propose the Commonwealth
request Key Management services?

Q16 MSI To bring together Identity and Access Management, VITA
might consider the use of VMware Workspace ONE. This is
VMware’s simple and secure enterprise platform that delivers
and manages any app on any smartphone, tablet or laptop.
By integrating identity management, real-time application
delivery, and enterprise mobility management, Workspace
ONE engages digital employees, reduces the threat of data
leakage, and modernizes traditional IT operations for the
Mobile Cloud Era.

Key Benefits of Workspace ONE include:

. Allow organizations to securely embrace Saas,
mobile apps while supporting existing enterprise applications

. Give employees freedom to be productive while
maintaining the right data security and compliance

. Accelerate the adoption of Windows 10 and Office
365 by using the modern management frameworks designed
for mobile devices

. Adaptive conditional access ensures the right level
of security based on authentication strength, data sensitivity,
user location, security posture

VMware Identity Manager is our answer to the mobility and
application access challenges presented with the mobile-
cloud era. It's a SAML-based identity provider that enables
Single Sign-On to 3rd party web and mobile applications,
resulting in a consumer-friendly and more secure user
experience. The solution provides a seamless end user
experience to all applications, and offers an HTML5 web
portal that make it easy for users to access their apps from
any device. It also provides the added advantage of requiring
device enrollment for data sensitive apps to ensure that data
Identity and Access Management (IAM) services and | can be wiped if lost or stolen. VMware Identity Manager can
the systems supporting those functions are currently replace or interoperate with existing identity providers

split between multiple providers. How do you allowing customers to take advantage of our best in class
propose bringing these services together to provide a | mobile experience, without needing to fully replace existing
single integrated service? solutions.
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Q17 MSI The Commonwealth has defined the cross-functional | We have reviewed the functional requirements in Exhibit 2.2
requirements in Exhibit 2.2. Do you have any and do not have any comments to provide on the overall
comments in the structure and handoffs identified in structure or handoffs that are identified. While VMware as a
this document? Do you have any prior experience software publisher has not held a prime contract as an MSI,
working with MSIs? Do you have any or technology has been used by prime contractors in
recommendations regarding the approach for how the | delivering and managing MSI contract. VMware technology
MSI should interact with the other suppliers? is currently being used under several MSI contracts in the

government and commercial space. As an example,
CapGemini was awarded the MSI contract in the state of
Georgia. They are using VMware vRealize Business
Enterprise to help with costing, charge back, and the
allocation of resources. vRealize allows CapGemini to
understand and manage the utilization of mainframe,
compute, storage, mobile device management, and vendor
SLAs. This tool set is also being used by CapGemini in the
state of Texas for their MSI contract.

Q18 MSI Do you see any benefits or challenges in requiring This is outside of VMware’s Scope, we will work with MSI and
the Data Center facility provider to also be the Commonwealth to support the objectives of this category.
responsible for providing common operating
monitoring groups in the same solution (e.g., CMOC,

ITOC, SOC, NOC)?
Q19 MSI The Commonwealth currently has a single traditional | The Commonwealth’s current Disaster Recovery (DR)

DR solution that requires the entire backup Data
Center to be failed over. There is a desire to move to
a more flexible solution that allows single Agencies or
even applications to be failed over individually. This
process requires design, development, operations,
testing, and coordination. What role should VITA’s
MSI should play in this effort in relation with the
Server Services provider?

solution requires the entire backup data center to be failed
over. While this strategy was once the industry standard
methodology based on technologies of the day. Today,
technologies allow for more flexibility in solutions, that would
allow single Agencies, applications, and even single virtual
machines to failover individually. VMware’s vCloud Air
solution for DR promotes the concept of “Disaster Avoidance”
enabling proactive maintenance and management and fault
tolerance and high availability of the Commonwealths data
centers driving increased customer satisfaction, lower costs
and increased system performance.

vCloud Air was architected to provide highly available and
fault tolerant cloud services to enable disaster recovery
without impacting the end user. Our offering provides multiple
layers of service availability from redundancy and isolation of
the physical infrastructure to leveraging vMotion and vSphere
High Availability for improved availability at the hypervisor-
level. These capabilities and those listed below allow us to
meet our industry standard SLAs.
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vCloud Air Provides the following key capabilities to enable
Disaster Recovery and High Availability and to ensure that
there are no potential impacts on VITA services.

A Failover capability of the primary production data centers to
backup production data centers in the event the primary data
center experiences significant loss, using VMware's Site
Recovery Manager for applications, EMC technology for SAN
and NAS storage, and multiple technologies for redundant
networking.

Independent power sources and redundant physical
hardware to isolate local problems to a limited impact group

Local application and data resiliency of primary production
data centers, using multiple application instances and both
hardware and software data mirroring toolsets

Application data and databases in primary production data
centers are locally backed up as per documented VMware
policies and these backups can be sent to the backup
production data centers using EMC's Networker and Avamar
products.

At a logical level, vCloud Air also takes advantage of trusted
vSphere features to improve virtual machine availability:

vMotion is used to migrate workloads to spare capacity during
regular maintenance on servers. This means that most
maintenance operations do not require any downtime for
applications.

Every vCloud Air environment leverages vSphere High
Availability to automatically recover workloads if there is any
failure to a host.

Spare capacity is included in every vCloud Air environment to
support both vMotion and HA. With these capabilities,
VMware offers individual virtual machine-level SLAs. There is
no requirement on the customer to design across multiple
zones or regions for SLAs to be valid.

VMware recommends that VITA and the MSI require the
Server and Storage vendors maintain multiple data centers in
an active/active state to monitor internet health, minimize
latency, improve connection speeds for clients, provide fail-
over key toolsets and applications, and meet Service Level
Agreement (SLA) requirements. This requires a robust
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networking architecture supports the demands and flexibility.
Furthermore, the Data and Voice network vendors should
provide high-speed layer 2 and layer 3 switching between
VLANSs, DMZ connections, partner networks, and outside
internet connections.

VITA and MSI should require that the internet traffic is load
balanced across the geographically separated data centers,
enabling application availability even during data center
outages or upgrades. The network traffic should be
automatically rerouted to secondary locations based on user
need and network efficiency, while remaining completely
transparent to the end-user. VITA and the MSI should require
that VITA also has the flexibility to configure dynamic or
planned fail-over during outages and required maintenance
which is undetectable by the end users.

Q20 Data Center The Commonwealth is interested in Multi-site High VMware agrees with the Commonwealths requirement to
Availability and Disaster Recovery Services. Ata provide High Availability and Disaster Recovery services
high-level, what do you recommend on the number using a Multi-Site approach. Given today’s many and varying
and locations of centralized Data Centers the technologies there is not one right or wrong answer to the
Commonwealth should utilize for that purpose? Any questions, “How many data centers should we consider?”
tradeoffs? The answer depends greatly on the number and complexity

of use cases, how the Commonwealth wants to allow for
planned and unplanned downtimes and how the
Commonwealth may want to take advantage of the maturing
technologies offered by todays’ Cloud infrastructure
providers.

IT organizations are continuously challenged with protecting
business-critical applications and data against various causes
of downtime. VMware delivers a comprehensive, integrated
portfolio of business continuity and disaster recovery
solutions that provides high availability, data protection and
disaster recovery. High Availability ensures the highest level
of availability and eliminate data loss for your business-critical
applications without the cost and complexity associated with
traditional application-level clustering. Perform live migrations
and upgrades, essentially eliminating planned downtime.
Data Protection guards your IT environment and simplifies
backup and recovery of your data and systems with
virtualization technologies.
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Disaster Recovery means being prepared for the unexpected
with flexible disaster recovery solutions that fit your
business’s needs.

Embracing the IT business outcomes provided by a SDDC
based on VMware technologies will allow the Commonwealth
the options to plan for Disaster Recovery and take advantage
of:

e Private cloud disaster recovery — enabled by the
VMware SDDC

e Cloud-based disaster recovery as a service —
simplified by vCloud AIR and partnerships with
AWS, IBM and the VMware vCAN network

e A dual approach to disaster recovery that leverages
both private cloud and disaster recovery as a
service.

By leveraging the embedded, integrated and programmable
technologies like:

e VMware VSAN, VMware vSphere Replication,
VMware Site Recovery Manager and VMware
vCloud Air Disaster Recovery allowing for choice in
private / public cloud Disaster Recovery Services

e VMware vSphere vMotion and Storage vMotion for
Planned downtimes

e VMware vSphere Fault Tolerance, High Availability
and Application High Availability for Unplanned
Downtimes

The number and the geographic location of data centers
becomes more about how best to serve the application or
agency, than what is the one size fits all solution.

VMWare recommends the Commonwealth and the MSI
require the tower providers plan and execute a SDDC centric
solution to provide Business Continuity services. Doing so
will allow the Commonwealth to provide the greatest
granularity in delivering high availability, data protection and
disaster recovery services tailored to the Agency and
Application requirements.
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Q21 Migration Suppliers will be required to provide an implantation This is outside of VMware’s Scope, we will work with MSI and
plan to specify how they will take over responsibility the Commonwealth to support the objectives of this category.
for the existing environment. The Commonwealth is
also interested in recommendations with regard to
how the Commonwealth could migrate or transform to
new Service offerings. What do you recommend for
this migration plan?
Q22 Enhanced The Commonwealth is interested in receiving We do not have any further recommendations for additional
Services proposals to include new enhanced services, (e.g., services to offer. However, using VMware’s standards based
Cloud, Analytics, Managed File Transfer) Can you SDDC will allow new services to be integrated very easily.
recommend any other such enhanced services the
Commonwealth should also consider including at the
moment? How would you recommend these services
be delivered?
Q23 Enhanced As the technology landscape changes in the This is outside of VMware’s Scope, we will work with MSI and
Services Commonwealth’s environment, could you describe the Commonwealth to support the objectives of this category.
other enhanced services that VITA and VITA
Customers should consider in the future?
Q24 Enhanced What would you propose as a good business case for | A strong use business case for VDI being deployed by central
Services virtualizing the desktop (offering VDI)? IT to a large number of users is to improve productivity and

service levels in desktops and reduce costs. As an example,
central IT, from a state with a similar size to VITA deployed
an on premise VMware Desktop as a Service solution. The
objectives of the project aimed to:

* Increase productivity for employees and desktop support
staff

» Improve security for mobile users
» Lower operational and capital expenses

+ Simplify management of upgrades to OS and
applications

By implementing a virtual desktop infrastructure, they
achieved:

+ Enhanced security by centralizing data and apps into the
data center

+ Centralized desktop management lowering costs and
easing OS upgrades
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» Reduced downtime, increased availability and lowered
costs

* Reduced help desk calls and accelerated new user
provisioning

» Extended hardware refresh cycle and lowered capital
expenditures

Based on the similarity of VITA to the case above, VITA too
can achieve similar benefits. Therefore, we feel VITA could
build a business case to implement a VDI solution.

Q25 Data Center What do you recommend as the best demarcation This is outside of VMware’s Scope, we will work with MSI and
LAN point between the Data Center LAN and the Network | the Commonwealth to support the objectives of this category.
or WAN? The Commonwealth wants to make the

cleanest scope separation for a future WAN Network

RFP.
Q26 Data Center In the current RFI, the Commonwealth has bundled VMware agrees with the Commonwealth’s decision to include
LAN Data Center LAN services (e.g., switching, routing, Data Center LAN services with Server and Storage Services.
load balancing and firewall) with Server and Storage This decision shows keen awareness of the changing
services. Do you find any challenges, issues, or networking needs in a modernized data center. While
concerns with this approach and why? Any virtualization has largely solved the issues of consolidation
recommendations? and agility, until now solutions have been limited to compute

and storage — essentially stalling organizational progress.
The industry now has organizations with highly dynamic
virtualized applications, workloads, and storage that can be
moved without interruption — chained to a physical place in
the network, essentially restricting the potential of virtual
environments by orders of magnitude. VMware solves that
issue with the introduction of NSX, an enterprise-ready
network and security virtualization solution that acts as a key
component of VMware’s Software Defined Datacenter. With
a software defined network, virtualized networking and
security components are now possible, moving capabilities
closer to the server and storage where they can provide
extended benefits beyond their physical counterparts.

NSX allows for:

* Network Topology Independence, application agility
without regard to the underlying physical topology. This
creates a Network Virtualization Platform, aligning a
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ubiquitous networking and security platform of the
application.

» Entire networks are now able to be spun up, moved,
snapshot, or deleted using the same operational model
as a VM.

» Pooled Data Center Capacity, maximizing utilization and
offering complete flexibility.

+ Additionally, VMware NSX, as an industry leader in
network virtualization, is being used to drive business
value through:

+ Automation, automating IT processes to deliver IT,
including Datacenter constructs now built in software, i.e.
Switches, Routers, Load Balancers and Firewalls.

 Security, architecting security as an inherent part of the
data center infrastructure.

 Application continuity, enabling applications and data to
reside and be accessible anywhere.

VMware recommends that the Commonwealth adopt a full
Software Defined Datacenter solution that includes network
virtualization. This will provide for the enterprise capabilities
needed in a modern datacenter; automating and accelerating
business efforts, reducing network and security risk, and
ensuring continual operations of applications that are not
possible with a physical network topology.

Q27 Data Center The Commonwealth did not bundle Data Center LAN | We recommend this approach and applaud the
LAN services (e.g., switching, routing, load balancing and | Commonwealth for this approach.

firewall) with the Data Center Facility services (e.g.,
HVAC, power, raised floor). Do you believe this is
the correct approach? Do you have any

recommendations?
Q28 Data Center The Commonwealth is considering decoupling the We agree with the Commonwealth’s approach and have no
LAN Data Center Facility services from the Server, further recommendations..

Storage, and Data Center LAN services. What do you
think of this approach? What do you think are the
advantages, disadvantages and tradeoffs of splitting
the facility services out versus coupling these
services with Server, Storage, Data Center LAN?
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Data Center
LAN

Question

Supplier is expected to provide centralized Data

Center LAN services. Should LANS in non-
centralized Data Centers be part of the scope for
Data Center LAN services or bid as part of
Network/WAN in a future procurement? What would
be the pros/cons and tradeoffs?

vimware

Supplier Response

This is outside of VMware’s Scope, we will work with MSI and

the Commonwealth to support the objectives of this category.

Q30

Data Center
LAN

If the solution includes new Data Centers, who should
provision and manage the network connections
between the Data Center locations? Should it be the
Network Provider, the Data Center Provider or the
Server, Storage, Data Center LAN Provider?

This is outside of VMware’s Scope, we will work with MSI and
the Commonwealth to support the objectives of this category.

Q31

Data Center

How does the Supplier propose to migrate Server,
Storage, Data Center LAN services out of the CESC
datacenter by June 2019 or earlier? Describe how
the Supplier would seamlessly migrate out of CESC
like-for-like, transform to new services, or a
combination of the two? What are the recommended
approaches?

This is outside of VMware’s Scope, we will work with MSI and
the Commonwealth to support the objectives of this category.

Q32

Cloud Services

The Commonwealth is interested in a solution that
integrates traditional hosting services with new
private, community, and public cloud offerings. How
do you propose integrating these services?

A way to accomplish this is through VMware’s Cloud
Management Platform or Cloud Brokerage. This delivery
model provides:

» A single brokerage point offering a Service Catalog,
Policy and Security Governance, and Operational and
Costing Information;

+ Mulit-Vendor Hybrid Cloud solution with support for
existing on-premises and public cloud offerings;

+ Streamlined and Automated Data Center Operations
across Multiple Clouds;

» Application and Infrastructure Delivery Automation across
Multiple Clouds;

+ Extensible solution with a large partner network to
include CMDB, IPAM, DHCP, Service Desk Monitoring,
etc.; and

* The ability to create “Anything as a Service” XaaS, to
include New Employee onboarding, Database
Provisioning, Backup as a Service, Software Installs, etc.

VMware recently announced a partnership with Amazon Web
Services (AWS) to build and deliver a new VMware vSphere-
based cloud service running on AWS. This new service,
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called VMware Cloud on AWS, will bring VMware’s
enterprise-class Software-Defined Data Center software to
the AWS cloud, enabling customers to run any application
across vSphere-based private, public and hybrid cloud
environments, using a common set of software and tools.
In addition to AWS, VMware has launched a partnership with
IBM to allow agencies and organizations to automatically
provision pre-configured VMware SDDC environments on
IBM Cloud in hours versus weeks or months. This platform
gives customers broad choice in their infrastructure decisions.
Q33 Cloud Services | What would be the best practice with regard to This is outside of VMware’s Scope, we will work with MSI and
Suppliers owning the cloud contracts and potentially the Commonwealth to support the objectives of this category.
transferring that contract to the Commonwealth?
Should the Commonwealth own that contract
outright? Are there any other alternatives to be
considered?
Q34 Cloud Services | When the Commonwealth buys cloud services This is outside of VMware’s Scope, we will work with MSI and

offerings how do you propose to identify where the
data and services are located?

the Commonwealth to support the objectives of this category.

Financial/Server Storage

Q35

Pricing
Structure

The Commonwealth is interested in creating the best
possible pricing structure for the Services. In light of
that fact, Supplier is invited to both comment on the
structure described in Exhibit 4.1 and 4.2, and to
propose an alternate pricing structure if they believe
that it will better serve the interests of both parties.

The Commonwealth will contemplate any proposed
pricing structure along five dimensions:

Predictable: To the greatest extent possible,
customers should be able to forecast charges ahead
of time; changes in pricing that occur over time
should not be a surprise.

Manageable: The pricing should not be so complex
that it is needlessly difficult to administer. If quantities
of work or equipment in the environment must be
measured, then those quantities should be as easy
and transparent as possible to measure.

Fair: The service pricing must be a reasonable proxy
for a services provider’s underlying costs and should

Yes, we agree to the ability to provide the transparency in
pricing and VMware has the tools to assist in capturing the
data required to do the analysis for making the pricing
decisions.
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adequately recover those costs. Additionally, to the

extent possible, the party that causes any
incremental cost should bear that cost.

Incentives: All pricing structures will incentivize
certain behaviors and discourage others. The goals
of the sourcing program must be kept in mind when
considering the behaviors that might be driven by a
pricing structure. For example, a goal to encourage
server consolidation might include reduced cost at a
centralized data center.

Flexible: As consumption moves up and down, the
charges should also adjust. Technology is an
evolving industry, and the ability to turn down an old
service to turn up a new service is one of the benefits
of an efficient IT sourcing agreement. Such
adjustments may include minor volume changes
month to month, significant scope additions,
reductions, or terminations, and ability of large
service providers to re-deploy investments.

vimware

Supplier Response

Q36

Inventory and
Volume
Collection

The Commonwealth is interested in introducing new
Resource Units that do not exist in the current
contract; in order to fairly compensate Supplier for
service delivered, and support the other goals
described in question 36, Supplier is asked to
describe their experience and approach to collecting
and verifying volumes both before and after contract
signing, and the approaches they use to adjusting
financials in the event that the initial count is
incorrect. For example, today database support is
provided by the Supplier, but is not separately
billable. The Commonwealth sees an advantage to
separating out database support and making it a
separate chargeable unit, how would the service
provider collect and verify the volumes to support this
chargeable unit?

This is outside of VMware’s Scope, we will work with MSI and
the Commonwealth to support the objectives of this category.

Q37

Asset
Ownership

The Commonwealth consumes certain services today
which are underpinned by a set of assets (servers,
firewalls, etc.). The Commonwealth (or their
designee) has the right to acquire these assets. The
Commonwealth has a desire to consume services;
rather than own assets, and envisions Supplier

This is outside of VMware’s Scope, we will work with MSI and
the Commonwealth to support the objectives of this category.
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acquiring these assets and using them to provide

services back to the commonwealth. Please describe
experiences acquiring assets from an incumbent, and
also describe your recommend financial treatment of
their cost recovery for these assets.

vimware

Supplier Response

Managed Security

How have you implemented solutions similar to those
in the Commonwealth making use of a centralized
federated environment?

Q38 Security The Commonwealth’s Managed Security description This is outside of VMware’s Scope, we will work with MSI and
of services includes all the required scope bundled the Commonwealth to support the objectives of this category.
for a single experienced Security Supplier. Do you
see any challenges or issues with this bundled
model?

Q39 Security Do have any concerns or recommendations This is outside of VMware’s Scope, we will work with MSI and
regarding how to scale Managed Security Services to | the Commonwealth to support the objectives of this category.
organizations of the size and complexity of the
Commonwealth?

Q40 Security Can you provide examples of comparable This is outside of VMware’s Scope, we will work with MSI and
environments where you offer security services the Commonwealth to support the objectives of this category.
similar to those required by the Commonwealth?

Q41 Security Have you supported Managed Security services in This is outside of VMware’s Scope, we will work with MSI and
distributed environments - both physical and virtual the Commonwealth to support the objectives of this category.
including on premise and off premise
implementations?

Q42 Security Do you offer solutions supporting geographically This is outside of VMware’s Scope, we will work with MSI and
diverse locations (e.g., remote location with satellite)? | the Commonwealth to support the objectives of this category.

Q43 Security VMware has worked with numerous public sector agencies

and customer to implement software-based solutions to
automate and modernize the data center. By virtualizing the
core infrastructure within the data center (compute, storage,
and networking), agencies are able to gain tremendous
efficiency in operating and managing their environment.

VMware is currently working with a large city in the northeast
United States. They provide IT services, infrastructure, and
telecommunications to city residents, businesses, and
visitors. They serve a vast network of 120 agencies, boards,
and offices, more than 8,000,000 residents, 300,000
employees, and 230,000 businesses every day- and
approximately 50 million visitors each year.

Central IT was faced with multiple agencies requesting
infrastructure for applications and test and development
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Ref# | Category Question Supplier Response
platforms. They found it difficult to be responsive to meet
demands from agencies and they lacked a common platform
or architecture across agencies.
Their solution was to implemented a self-serve cloud offering
based on VMware vCloud Suite. The solution provides a
containerized laa$S offering that can be customized to meet
agency specific needs. This allows agencies to receive faster
provisioning timeframes, provides a significant reduction in
physical space in data center, cost avoidance for acquisition
cost of infrastructure, and offers business continuity with a
disaster recovery solution.

Q44 Security What do you consider to the be the key challenges This is outside of VMware’s Scope, we will work with MSI and
and tradeoffs for the implementation of Managed the Commonwealth to support the objectives of this category.
Security Services in an environment similar to the
Commonwealth?

Q45 Security What do propose at a high level to be the key This is outside of VMware’s Scope, we will work with MSI and
strategies and implementation elements of any typical | the Commonwealth to support the objectives of this category.
security services solution migration?

Q46 Security Can you recommend additional Managed Security This is outside of VMware’s Scope, we will work with MSI and
Services that are not currently included or considered | the Commonwealth to support the objectives of this category.
in the scope of described services?

Q47 Security Based in your experience, what are the key This is outside of VMware’s Scope, we will work with MSI and
challenges with regard to the regulatory requirements | the Commonwealth to support the objectives of this category.
included in the scope of services? Do you have any
recommendations based on your experience?

Q48 Security Do you have any guidelines or best practices This is outside of VMware’s Scope, we will work with MSI and
regarding whether the various Managed Security the Commonwealth to support the objectives of this category.
Services are better off being remotely hosted or on
premise?

Q49 Security Do you think you would be able to provide all the This is outside of VMware’s Scope, we will work with MSI and
described Managed Security Services yourselves or the Commonwealth to support the objectives of this category.
will you require to subcontract any services to other
third parties?

Q50 Scope VITA is interested in identifying the most efficient This is outside of VMware’s Scope, we will work with MSI and

Demarcation demarcation or bundling of these services between the Commonwealth to support the objectives of this category.
RFPs. For example, perhaps it would be more
efficient to separate the Data Center facilities from
the other Server services; or perhaps it would be
better to include some or all of the Security services
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with the Server RFP. Please provide any further

experience or suggestions regarding scope
demarcation between potential RFPs.

Supplier Response

vimware

Financial/Managed Security

Q51

Pricing
Structure

The Commonwealth is interested in creating the best
possible pricing structure for the Services. In light of
that fact, Supplier is invited to both comment on the
structure described in Exhibit 4.1 and 4.2, and to
propose an alternate pricing structure if they believe
that it will better serve the interests of both parties.

The Commonwealth will contemplate any proposed
pricing structure along five dimensions:

Predictable: To the greatest extent possible,
customers should be able to forecast charges ahead
of time; changes in pricing that occur over time
should not be a surprise.

Manageable: The pricing should not be so complex
that it is needlessly difficult to administer. If quantities
of work or equipment in the environment must be
measured, then those quantities should be as easy
and transparent as possible to measure.

Fair: The service pricing must be a reasonable proxy
for a services provider’s underlying costs and should
adequately recover those costs. Additionally, to the
extent possible, the party that causes any
incremental cost should bear that cost.

Incentives: All pricing structures will incentivize
certain behaviors and discourage others. The goals
of the sourcing program must be kept in mind when
considering the behaviors that might be driven by a
pricing structure. For example, a goal to encourage
server consolidation might include reduced cost at a
centralized data center.

Flexible: As consumption moves up and down, the
charges should also adjust. Technology is an
evolving industry, and the ability to turn down an old
service to turn up a new service is one of the benefits
of an efficient IT sourcing agreement. Such
adjustments may include minor volume changes

We have implemented our SDDC platform at scale and

believe that the requirements within the VITA RFI are similar
and do not believe we will have any issues here. Please refer
to Question 43 above for a detailed example of a customer

use case.
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month to month, significant scope additions,
reductions, or terminations, and ability of large
service providers to re-deploy investments.

vimware

Supplier Response

Q52

Inventory and
Volume
Collection

The Commonwealth is interested in introducing new
Resource Units that do not exist in the current
contract; in order to fairly compensate Supplier for
service delivered, and support the other goals
described in question 36, Supplier is asked to
describe their experience and approach to collecting
and verifying volumes both before and after contract
signing, and the approaches they use to adjusting
financials in the event that the initial count is
incorrect. For example, today database support is
provided by the Supplier, but is not separately
billable. The Commonwealth sees an advantage to
separating out database support and making it a
separate chargeable unit, how would the service
provider collect and verify the volumes to support this
chargeable unit?

This is outside of VMware’s Scope, we will work with MSI and
the Commonwealth to support the objectives of this category.

Q53

Asset
Ownership

The Commonwealth consumes certain services today
which are underpinned by a set of assets (servers,
firewalls, etc.). The Commonwealth (or their
designee) has the right to acquire these assets. The
Commonwealth has a desire to consume services;
rather than own assets, and envisions Supplier
acquiring these assets and using them to provide
services back to the commonwealth. Please describe
experiences acquiring assets from an incumbent, and
also describe your recommend financial treatment of
their cost recovery for these assets.

This is outside of VMware’s Scope, we will work with MSI and
the Commonwealth to support the objectives of this category.
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2.1 Feedback Regarding RFI Documents {RFI Section 6}

Ref# Document/Section Supplier Commentary

Q33 RFI Section 5 What would be the best practice with regard to Suppliers owning the cloud contracts and potentially
transferring that contract to the Commonwealth? Should the Commonwealth own that contract outright?
Are there any other alternatives to be considered?

-Are there any considerations to permit a subscription based, OPEX (pay as you grow) costing models?

Q34 RFI Section 5 When the Commonwealth buys cloud services offerings how do you propose to identify where the data
and services are located?

-Is the ask to always know the exact location of data and services at a current point in time across cloud
infrastructure?
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